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1 Reason for Change

Since current TS-SD does not have description of Entity-User Key (EUKey) assignment in CPNS System Concept section, this contribution provides its baseline.
As for EUKey Assignment, “OMA-CD-CPNS-2009-0066R05-CR_Device_ID_Key_Assignment_architecture_for_CPNS_security” (CR66R05) was discussed and agreed in AD phase. Though its description was finally deleted from AD, the reason of deletion was just for its level of detail, not because it had conceptual and technical problem. In addition, CPNS SWG informally agreed to revive its description in TS. 
Therefore, this contribution mainly consists of description proposed in CR66R05. Major Changes from CR6605 is to focus only on the most appropriate key assignment method, while CR66R05 originally proposed multiple different methods. The method described in this contribution is one in which PN GW generates Shared Secret Key. The other methods in CR66R05 (Public/Private Key based assignment and CPNS Server generated assignment) are not included in this CR, and they may be proposed by other CRs if necessary.

2 Impact on Backward Compatibility

N/A

3 Impact on Other Specifications

N/A

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

CPNS SWG is recommended to discuss the contribution and agree with the detailed proposal and include in the CPNS TS-SD as described below.

6 Detailed Change Proposal

Change 1: Add Entity-User Key Assignment description in System Concept section
5. CPNS System Concepts
5.x Security
5.x.x Entity-User Key
Entity-User Key (EUKey) is assigned to PNE and PN GW, and is used for authentication by CPNS Server and secure session establishment with PN GW and CPNS Server, respectively. Examples of situations where Entity-User Key is utilized are as follows:
A) PN GW connected to non secure WAN can securely communicate with CPNS Server via non-secure WAN by using the Entity-User Key. Confidentiality and integrity of communication are protected, and the PN GW and/or its CPNS User is authenticated by CPNS Server.
B) PNE and/or its CPNS User can be authenticated by CPNS Server by using the Entity-User Key no matter which PN GW (e.g. PN GW owned by different CPNS User or a public PN GW in the zone-based service use case) the PNE connects to.

5.x.x.1 Entity-User Key Assignment
5.x.x.1.1 Security of Entity-User Key Assignment
To use the Entity-User Key for security purpose, the Entity-User Key itself should be assigned in a secure manner. For example, both assigner and assignee of the Entity-User Key should be authenticated and authorized parties, and key assignment should be protected from eavesdropping and interpolation. 

For secure key assignment to an assignee PNE/PN GW, another PN GW connected to secure WAN intermediates key assignment signaling between the assignee PNE/PN GW and CPNS Server. This PN GW (Intermediate PN GW) connects to CPNS Server and the assignee PNE/PN GW via secure WAN and secure PN, respectively. By the Intermediate PN GW’s intermediation, the signaling is performed in secure WAN/PN, which ensures signaling security by underlying network’s security mechanisms.

Because the existence of the Intermediate PN GW is mandated when the key assignment is performed, the above approach is not necessarily applicable to all the situations (e.g.  Situation where a user does not own Intermediate PN GW connected to secure WAN). That is, if Intermediate PN GW is not available when key assignment is performed, the above approach can not be utilized. However, once the key assignment is finished, Intermediate PN GW does not need to interact with CPNS Server and assignee PNE/PN GW. 
5.x.x.1.2 Scalability of Entity-User Key Assignment
To assign and manage key for a number of PNEs and PN GWs efficiently, CPNS Enabler adopts the following approach, which reduces load on CPNS Server for key assignment and management.
In the approach, CPNS Server does not assign EUKey itself. Instead it assigns the seeds from which multiple different EUKeys can be created. The seeds (1st seeds) are created for each Intermediate PN GWs and are delivered to them. From the 1st seed, Intermediate PN GW creates another seed (2nd seed) and, by combining the two seeds, creates and assigns EUKey to each assignee PN GWs/PNEs. 
When authenticating assignee PNE/PN GW, CPNS Server receives 2nd seed from the assignee. By combining the received 2nd seed and 1st seed it already has, the CPNS Server can check if the assignee has valid EUKey for authentication.
Since, by the above approach, CPNS Server just needs to assign and manage 1st seed for Intermediate PN GW rather than assigning and managing EUKeys for every assignee PNE/PN GWs, its key managing load can be considerably alleviated.
End of suggested changes
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