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1 Reason for Change

Since current TS-SD does not have flow of Entity-User Key assignment, this CR provides it.

The flow described in this CR is based on “OMA-CD-CPNS-2009-0066R05-CR_Device_ID_Key_Assignment_architecture_for_CPNS_security” (CR66R05), which was discussed and agreed in AD phase. Though its content was finally deleted from AD, the reason of deletion was just for its level of detail, not because it had conceptual and technical problem. In addition, CPNS SWG informally agreed to revive its description in TS. 
2 Impact on Backward Compatibility

N/A

3 Impact on Other Specifications

N/A

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

CPNS SWG is recommended to discuss the contribution and agree with the detailed proposal and include in the CPNS TS-SD as described below.

6 Detailed Change Proposal

Change 1: Add Flow of Device ID/Key Assignment in Appendix
6.1.2.1 EUKey assignment for PNE/PN GW

Figure a. shows flow of Entity-User Key assignment for PNE/PN GW. 

In the flow, it is assumed that security of communication between CPNS Server and Intermediate PN GW is ensured by a secure WAN infrastructure. It is also assumed that the security of communication between assignee PNE/PN GW and Intermediate PN GW is ensured by PN technology. 
1. Assignee PNE/PN GW sends EUKey Assignment Request message to Intermediate PN GW

2. Upon receiving EUKey Assignment Request Message, the Intermediate PN GW checks if it already has 1st seed. If it does not have, step 3 is conducted. Otherwise, it skips sequence from 3 to 5 and proceeds to 6.

3. Intermediate PNGW sends 1st Seed Request message to CPNS Server

4. CPNS Server generates 1st seed and stores it in itself

5. 1st seed generated in step4 is delivered to Intermediate PNGW by 1st Seed Response message.

6. Intermediate PN GW generates 2nd seed from 1st seed, and, by combining 1st and 2nd seed, generates EUKey for assignee PNE/PN GW.

7. 2nd seed and EUKey are sent to assignee PNE/PN GW by EUKey Assignment Response message.
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Figure a. Flow of EUKey assignment for PNE/PN GW
End of suggested changes
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