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1 Reason for Change

This CR provides description of Group Key delivery in TS-Core.

While previous CR provides some description of Group Key management (i.e., create, update and delete), it lacks the description for Group Key delivery. So, this CR provides it.
2 Impact on Backward Compatibility

N/A
3 Impact on Other Specifications

N/A 
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

The group is recommended to implement the changes listed in section 6. 
6 Detailed Change Proposal

Change 1:  Add description of group key management in section of CPNS System concept

	Group Key Encryption Key (GKEK)
	A set of security keys used for encryption of Group Key when PN GW broadcasts Group Key to PNE(s) in PN.

	Group Key Decryption Key (GKDK)
	A set of security keys used for decryption of Group Key when PNE receives encrypted Group Key broadcasted by PN GW.


Change 2:  Add description of group key management in section of CPNS System concept
5. CPNS System Concepts
5.x Security
5.x.y Group Key
· deliver Group Key

When Group Key is created or updated, CPNS Server pushes a Group Key to PN GW(s). Then, each PN GW broadcasts a Group Key in PN to deliver it to group members(s). 
5.x.y.1 Secure Group Key delivery

Since Group Key is used for security purposes, Group Key should be delivered to group members in a secure manner. 
Regarding key delivery from CPNS Server to PN GW, security of key delivery can be ensured by security mechanism of secure session established between CPNS Server and PN GW or underlying network (i.e., Secure WAN).
Regarding key delivery from PN GW to PNE, a Group Key is encrypted at PN GW and then is broadcasted in PN, enabling PN GW to deliver Group Key to multiple group members by a single message. The method consists of following two major processes:
· GKDK assignment

PN GW assigns a Group Key Decryption Key (GKDK) to each PNE in the same PN. GKDK is created in PN GW from key material set, which is a collection of security keys and is used for creation of GKDK and Group Key Encryption Key (GKEK). 
Security of GKDK transmission can be ensured by security mechanisms of PN. 
· Group Key delivery

When PN GW receives Group Key from CPNS Server, PN GW creates Group Key Encryption Key (GKEK) from key material set and encrypts the Group Key using GKEK so that only group members can decrypt the Group Key. Then, PN GW broadcasts the encrypted Group Key in PN.
Upon receiving the encrypted Group Key, only group members can decrypts the Group Key using the assigned GKDK.
End of change
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