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1 Reason for Change

This CR proposes high level message flows for PN Establishment.
2 Impact on Backward Compatibility

n/a
3 Impact on Other Specifications

n/a
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

To the group to review this input and agrees to incorporate it in the CPNS TS.

6 Detailed Change Proposal

Change 1:  Add new message flows in the Section X.x
1.2 PN Registration
Personal Network of CPNS Enabler is a collection of devices available to a CPNS User, which devices are connected physically assuming all of devices with CPNS Enabler having one or more CPNS User information. The PN GW mode and PNE mode is logical entities, which are separately exposed or combined in a device e.g. the functionalities for PN GW can be added for the basic functionalities for PNE. A PN SHALL consist a device acting in PN GW mode and another devices acting in PNE mode. When PN GW turns into PNE mode, the other device, acting PNE but having PN GW functionality, SHALL be turned into PN GW mode simultaneously to keep a PN GW in a PN.
Devices are linked to each other physically at first. Based on its functionalities (PN GW / PNE or PNE only) in a device, the CPNS User can decide a device acting PN GW for the device. If the PN GW is decided in a PN, the discovery for checking capabilities of PNE(s) SHALL be coincide. If the device is registered by same CPNS user of PN GW, the PN GW SHOULD trigger the PN join request from PNE or PNE SHOULD request PN join to the PN GW.
PN GW waits for PN join request from PNE(s) belonging same CPNS User for a certain time. When the final request from PNE is arrives, PN GW SHALL send PN registration request to CPNS Server. Upon the request from PN GW, CPNS Server SHALL make a PN Inventory for a new PN. CPNS Server SHALL assign a PN ID for the new PN and send response to PN GW. PN registration SHALL include mutual authentication and key exchange between PN GW and CPNS Server. After PN registration, PN GW and CPNS Server can occupy the secured session based on shared secret key. CPNS Enabler assumes the PN GW has a unique secure key material (e.g. pre-shared secret in USIM, private/public key pair & Certificate in case of PKI based) in advance and it shall be out of scope of the CPNS.
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Figure 2: PN Registration
1. Physical pairing is done using underlying network mechanism alongside the WPAN level authentication and authorization (e.g. Bluetooth, WiFi).

2. Using information aggregated during physical pairing, PN GW finds devices eligible for CPNS services and eligible to be PNE.

3. PN GW sends PNEDiscoveryRequest messages to those devices (PNE 1 and PNE 2) with CPNS capabilities inquiring which CPNS services can be supported. After receiving PNEDiscoveryRequest message from PNE 1 and PNE 2, the PNEs respond with information containing device capabilities, their current status, and available CPNS Modes.
From information gathered from PNEDiscoveryResponse messages, PN GW makes a decision of which device should be the PN GW for the PN.

4. If CPNS Server initiate Join procedure, CPNS Server send PNJoinTrigger message to the PNE(s). PNE(s) send PNJoinRequest message to CPNS Server and gets PNJoinResponse message from CPNS Server.

5. PN GW sends CPNS Server PNRegistrationRequest message which contains information regarding PN which includes capabilities of PNE(s) and PN GW, current status, available CPNS Modes and so on.

6. After CPNS Server receives PNRegistrationRequest message from PN GW, CPNS Server makes decision of creating PN as request. CPNS Server creates one instance of PN Inventory including PN ID and fills the inventory with information given from the PNRegistrationRequest.

7. CPNS Server sends PNRegistrationResponse message to PN GW including PN ID, if the PN registration is successful. PN GW SHALL save local PN Inventory according to the PNRegistrationResponse message sent to CPNS Server. 

8. PN GW SHALL notify the PNE(s) which belongs to the created PN of the result of PN registration.
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