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1 Reason for Change

This CR proposes high level message flows for PN Establishment.
2 Impact on Backward Compatibility

n/a
3 Impact on Other Specifications

n/a
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

To the group to review this input and agrees to incorporate it in the CPNS TS.

6 Detailed Change Proposal

Change 1:  Add new message flows in the Section X.x
1.4 PNE Registration 
Upon the PN registration, PNE is just connected with PN GW and CPNS Server. The PNE should be registered including mutual authentication and key exchange between PN GW and CPNS Server for the securely transported data (e.g. chargeable content). Furthermore, the PNE can support the chargeable service based on the PNE registration CPNS Enabler assumes the PNE has a unique secure key material (e.g. pre-shared secret in USIM, private/public key pair & Certificate in case of PKI based) in advance and it shall be out of scope of the CPNS.
1.4.1 PN member case
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Figure 4: PNE Registration - PN member case
1. PNE 1 sends PNE Registration Request, which includes ID of PN that PNE 1 belongs to, to PN GW in order to obtain PNE ID and to establish secure connection with CPNS Server.

2. PN GW checks if PNE 1 is a member of already established PN. 

3. If PNE 1 is a member of the PN, PN GW SHALL forward the PNE Registration Request to the CPNS Server. Using information from PNE Registration Request, CPNS Server authenticates PNE 1, allocates CPNS ID for PNE 1, and update the PN Inventory accordingly. After registration of PNE is done, CPNS Server responds to PNE 1 with response code and security related information such as key.

4. PN GW forwards information given from CPNS Server to PNE 1, afterwards, secure session between PNE 1 and CPNS Server is established. 

1.4.2 Non PN member case
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Figure 5: PNE Registration– Non PN member case
1. PN GW forms physical pairing with PNE 3 using underlying network mechanism.

2. PNE 3 request PN GW to register itself for the CPNS Services. 

3. PN GW checks if PNE 3 is a member of already established PN.

4. If PNE 3 is not a member of the PN, PN GW adds PNE 3 to the established PN by sending PN Update Request to CPNS Server requesting addition of PNE 3 to the PN. After updating the PN Inventory, CPNS Server responds to the PN GW.

5. If the PN Inventory is successfully updated, PN GW SHALL update the local PN Inventory accordingly and SHALL send PNE Registration Request to the CPNS Server on behalf of PNE 3. Then, CPNS Server authenticates PNE 3, allocates CPNS ID for PNE 3, and update PN Inventory accordingly. Afterwards, CPNS Server sends PNE Registration Response which includes response code and security related information such as key.

6. PN GW forwards PNE Registration Response to PNE 3, and secure session between PNE 3 and CPNS Server is established.
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