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1 Reason for Contribution

This contribution provides KDDI’s standpoint/concern on LGE’s proposal for CPNS Security (shown in OMA-ARC-SEC-2010-0065-INP_Security_Considerations_in_CPNS)
2 Summary of Contribution

This contribution provides KDDI’s standpoint/concern on the following issues
· About using certificate/CMP in CPNS

· About LGE's standpoint on Shared secret based approach
· About Secure Session
3 Detailed Proposal

[about using certificate/CMP in CPNS]
1. Authentication Issues
· How can CA authenticate PNE when issuing certificate
· Without authenticating PNE when issuing certificate, certificate does not make any sense (e.g., malicious PNE can easily obtain certificate which supposes to be issued to other PNE)
· CMP states that “Initial Authentication Key(IAK)” for the above purpose is out of its scope. When we use CMP in CPNS, necessity of IAK would impose large operational cost. Typically, we should somehow provide IAK for user by postal mail (e.g., sent by a provider/operator to tell password to user) or pre-embedding the device before shipping.
· If IAK is pre-embedded , binding IAK with CPNS Entity ID becomes another operational problem.
· Some issues might be caused by the fact that IAK is fixed value and assigned by device vendor, whereas CPNS Entity ID can be updated and is assigned by Operator/Service Provider.
· If IAK is not pre-embedded, PNE device must have some interface to input IAK
· If IAK is password, user should manually input it in device via its UI which is not necessarily rich.
2. ID Binding Issues
· CMP does not provide means to bind PNE’s CPNS Entity ID with User identity. To bind them, additional mechanism is required when using CMP in CPNS. 
· It is not clear how to authenticate User of PNE in LGE's approach. Mechanism for PNE's user authentication should be provided 
· How to correctly bind PNE's CPNS Entity ID and its certificate (its public key)? Who does this (CA/CPNS Server)?
· Correctly binding CPNS Entity ID and certificate (public key) is quite important process, since certificate (public key) is primarily used to validate CPNS Entity ID.
· One of the ways for binding is to embed CPNS Entity ID into certificate when issuing. Typical procedure might look like;
1. PNE creates private & public key pair
2. PNE creates certificate request which includes public key and its CPNS Entity ID
3. CPNS Server issue certificate
However, in this case, PNE can falsely claim other PNE's ID, and CA/CPNS Server does not have any means to check whether claimed CPNS Entity ID is correct or not. 
Another option might be that, CA/CPNS Server creates CPNS Entity ID in step 3 instead of PNE does so in step 2. However, in this case, CA/CPNS Server should somehow know correct CPNS Entity ID to be assigned for PNE.
3. Operational Issues
· In slide 4, PNE directly communicates with CA on WAN. However, basic assumption of CPNS is that PNE can NEVER directly communicate with any node on WAN. In other words, all the communication between PNE and node on WAN should be intermediated by PN GW.
· It is not clear who installs and operates CA (and RA). If it is CPNS Service Provider, cost for installation and operation might not be acceptable for the CPNS Service Provider.
4. Device Type Issues
· Non-IP PNE devices (e.g., bluetooth device and zigbee device) are note yet excluded from the scope of CPNS. However, CMP can not be available for those devices, since CMP is IP-based protocol. Thus, we can not claim CMP can be easily available for CPNS.
· Given that various kinds of devices are assumed as PNE device (e.g., including poor sensors such as pedometer, weighing machine, blood pressure gauge, electric power meter, and so on), certificate based approach is not preferable from the perspective of computing resource of PNE device. 
· Certificate based approach is based on asymmetric key. Generally speaking, asymmetric key approach requires more CPU power than symmetric key approach (shared secret key approach). 
· To use certificate, PNE device needs to support protocol set to manage certificate including not only CMP but also OCSP(online certificate status protocol) or other online CRL(certificate revocation list) checking mechanism to check certificate validity. This requiring more CPU power than shared secret based approach.
[about LGE's standpoint on Shared secret based approach]
· Can not see why “shared secret based”- “on-line method” is “Unsecure”. (What do you mean by “Unsecure”?)
[about Secure Session]
· KDDI does not claim secure session should be always terminated at PN GW. However, some of CPNS messages from PNE to CPNS Server should be processed by PN GW. Examples include PN Setup request message. In such cases, secure session should be terminated at PN GW (as depicted in slide 7). 
· Even if using KDDI approach, end-to-end secure session can be established between CPNS Server and PNE. 
· Without secure session between PNE and PN GW, how can we ensure communication security between PNE and PN GW?
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5 Recommendation

CPNS SWG should take this contribution into account when reviewing LGE’s proposal for CPNS Security Issues
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