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1 Reason for Change

This CR proposes PN Establishment flow initiated by PN GW, in case multiple users consist of a Personal Network. 
2 Impact on Backward Compatibility

None
3 Impact on Other Specifications

None
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Review and approve the proposed change in this CR for incorporation into the CPNS TS.
6 Detailed Change Proposal

Change 1:  PN GW initiated PN Establishment – Multiple Users
6. High level Flows (informative)

[...]
5.2.1.1 Multiple Users case

This flow shows the PN GW initiated procedure of PN Establishment in case that multiple CPNS users are involved in a Personal Network (PN), and that a single PNE of a CPNS User establishes a Personal Network (PN) with a PN GW of another CPNS user, and that the PN is registered to a CPNS Server. In the flow, it is assumed that PNE and PN GW #1, #2 themselves have connection which allows data to be transmitted with PAN technologies. In addition, it is assumed that all messages from the flow below are secured with underlying network security technologies and CPNS security manner.
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Figure X: PN GW initiated PN Establishment – Multiple CPNS Users case

0. Before PN Establishment, PNE of CPNS User A and PN GW #2 of CPNS User B perform CPNS Entity Discovery. Detailed flow is shown in x.y.
1. The PN GW #2 of CPNS User B sends a PN Setup Request message to the PNE of CPNS User A. 

2. Upon receiving the PN Setup Request message from the PN GW #2 of CPNS User B, the PNE of CPNS User A sends a PN Setup Response message to the PN GW#2 of CPNS User B to confirm whether it participates in the PN or not.
The PN Setup Response message contains;
· Capability information of device which PNE is deployed

· Optionally, Contents which the device has
· Optionally, PNE ID which is embedded in factory or the user creates
· PN GW #1 address of CPNS User A which subscription information can be provided
3. Upon receiving the PN Setup Response message, the PN GW #2 of CPNS User B creates the information for PN Inventory for the corresponding Personal Network, creates and maintains the routing table for the routing of inside the Personal Network. 
The PN GW #2 of CPNS User B sends PN Registration Request message to the CPNS Server.

The PN Registration Request message contains; 
· PN WG Info.
A. Capability information of device which PN GW #2 of CPNS User B is deployed
B. Subscription information
· PNE Info.
A. Capability information of device which PNE is deployed

B. Optionally Contents which the device has
C. Optionally, PNE ID which is embedded in factory or the user creates
D. PN GW #1 address of CPNS User A which subscription information can be provided
· PN ID
4. The CPNS Server sends Authentication challenge for the PNE of CPNS User A to the PN GW #2 of CPNS User B.
The Authentication challenge contains;

· Security materials for authentication of PNE of CPNS User A
· PN ID
5. The PN GW #2 of CPNS User B relays the Authentication challenge to the PNE of CPNS User A based on routing table identified with PN ID.
The Authentication challenge contains;

· Security materials for authentication of PNE of CPNS User A
6. The PNE of CPNS User A sends Authentication response to the PN GW #2 of CPNS User B.
The Authentication response contains;

· Security materials for authentication of PNE of CPNS User A
7. The PN GW #2 of CPNS User B relays Authentication response to the CPNS Server. 
The Authentication response contains;

· Security materials for authentication of PNE of CPNS User A
8. The CPNS Server sends PNE Confirm Request to the PN GW #1 of CPNS User A, whether the PNE belongs to the CPNS User A and whether the PNE can be charged to the CPNS User A based on subscription information (e.g., based on (u)SIM).  

9. The PN GW #1 of CPNS User A sends PNE Confirm response including confirmation to the CPNS server. 
10. Upon receiving the PNE Confirm response, the CPNS Server registers the PN with PN Inventory, if the PNE is authenticated and confirmed. 

11. The CPNS Server sends PN Registration response to the PN GW #2 of CPNS User B.
12. The PN GW stores the PN Inventory locally.

13. The PN GW sends the PN Setup response to the PNE of CPNS User A.

The PN Setup Notify message contains;

· PN Inventory with PN ID
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