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1 Reason for Change

This CR provides a diagram and description of Section 6 & 7 to support “key assignment for PNEs without UI capabilities for inserting user ID and password”.

Texts highlighted in pink in Section 7 describe particular function for key assignment for PNEs without UI capabilities. Other non-highlighted texts cover common functionality necessary regardless of PNE’s UI, and might be changed in accordance with another CR to be submitted to cover the common functionality.
Overview of the suggested approach:

The basic idea of the suggested approach is to make PN GW act as a “proxy” for PNE.  
Note: “proxy” here is not a “Non CPNS Device Proxy”
In the approach, User ID and password are configured into PN GW rather than PNE. When requested key assignment by PNE, PN GW requests CPNS Server for Key assignment. 
As a “proxy” for PNE, PN GW handles (i) Authentication for Key assignment and (ii) Decryption of delivered Key from CPNS Server. After receiving Key, PN GW forwards it to PNE via secure PAN.
Assumptions of the suggested approach:

1. PNE needs to connect to PN GW via secure PAN
2. User ID and password need to be configured in PN GW, which means that PNE’s user needs to have his/her PN GW when assigning Key.

Comparison with the approach suggested in INP-311.
*Note: INP-311 presents the basic idea of CR-317 (to be submitted from LGE for the voting). At the time of submission of this CR, CR-317 was not available. Thus, the following comparison was made based on INP-311.
While assumptions of the suggested approach are as exactly as same as INP-311, the suggested one has two major advantages over INP-311:

(a) Less message exchange
While the INP-311 requires multiple message exchanges between PN GW and PNE for Key assignment, the approach of this CR requires only single message exchange.

To be specific, in INP-311, User ID and password need to be delivered to PNE from PN GW before Key is delivered to PNE from PN GW. Thus, it requires at least two message exchanges; one is request & response for User ID and password, and the other is request & response for Key delivery.
On the other hand, in the approach of this CR, only the Key needs to be delivered to PNE from PN GW. Without using User ID and password, security of key delivery is ensured by security mechanism provided by PAN and user’s validation. 
Although INP-311 claims that security of key delivery is secured by User ID and password, it cares little about security of password delivery. Regarding password delivery, it claims that PAN ensures security. However, if the PAN is secure enough to delivery password, we can send Key without help of password. Thus, password delivery in INP-311 is redundant message exchange. 
(b) Less security risk
While password should be sent to all PNEs via PAN in INP-311, password does not need to be sent via PAN in the approach of this CR.
Even though we assume PAN is secure, there is always certain amount of risk for secret information to be leaked unintentionally when we send it via PAN. This security risk increases especially when we send the same secret information for many times. In INP-311, the same password (i.e. user password) is sent to all PNEs via PAN. Thus, it faces severe security risk.
On the other hand, in the approach of this CR, what is sent via PAN is not password, but Key, which is different for each PNEs (Note: Key is sent via PAN in INP-311, as well). Thus, security risk is considerably alleviated compared to INP-311. 
2 Impact on Backward Compatibility

None
3 Impact on Other Specifications

None
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Review and approve the proposed change in this CR for incorporation into the CPNS TS.
6 Detailed Change Proposal
Change 1: Section 6.x (new section)
6.x
 Flow of EUKey Assignment
6.x.2 Flow of EUKey Assignment for PNE without enough UI
Figure Y shows high level flow of EUKey assignment for PNE which does not have UI capabilities for inserting user ID and password.

The assumption of this flow is that there exists secure PAN between PNE and PN GW, and the PNE and PN GW are owned by the same CPNS User. 
[Overview]

Due to lack of UI on PNE, User ID and password are not inserted to PNE. Instead, they are configured to PN GW owned by the same CPNS User as the PNE. This PN GW acts as a “proxy” for the PNE. To be specific, PN GW performs;

· exchanges digest authentication messages with CPNS Server (Step 6)

· decrypts EUKey delivered from CPNS Server and forwards decrypted EUKey to the PNE (Step 9 & 10)
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Figure Y. Flow of EUKey assignment for PNE without enough UI
0. User ID and password are configured in PN GW.
1. CPNS User turns on a CPNS Device which runs in PNE mode, and triggers PNE to request EUKey assignment.

2. The PNE sends Key Request Message to a PN GW.

3. The PN GW notifies the CPNS User of Key Request Message and prompts the CPNS User to validate it.

4. After the user’s validation, the PN GW relays Key Request Message to CPNS Server.
5. Upon receiving the Key Request Message, the CPNS Server authenticates the PN GW using User ID and password of CPNS User. Digest authentication mechanism is applied for this authentication. 
6. If authentication succeeds, CPNS Server creates EUKey and stores EUKey with the PNE’s ID (i.e., Entity ID) and User ID of CPNS User who owns the PNE.

7. CPNS Server encrypts EUKey by a secure material calculated from password (e.g., hashed password), and sends the encrypted EUKey by Key Delivery Message to the PN GW. 

8. The PN GW decrypts EUKey
9. The PN GW forwards decrypted EUKey to PNE by Key Delivery message. Security of EUKey delivery to PNE is ensured by secure PAN.
10. PNE stores EUKey.
Change 2: Section 7.3 (new section)
7.3 EUKey Assignment
7.3.1 EUKey Assignment for PNE
7.3.1.1 Key Request and Creation
Editor’s note: Texts highlighted in pink describe particular function and procedure for key assignment for PNEs without UI capabilities. Other texts cover common functionality necessary regardless of PNE’s UI and might be changed in accordance with another CR to be submitted to cover the common functionality.
· PNE

Key request procedures in PNE differ depending on the capability of CPNS Device in which the PNE is to be deployed.

If PNE is to be deployed in the CPNS Device which has UI capabilities for inserting User ID and password, the PNE SHALL support User ID and password insertion by CPNS User. 
Upon requested by CPNS User for EUKey assignment, PNE SHALL send Key Request message to PN GW.
If PNE runs in the CPNS Device which does not have UI capabilities for inserting User ID and password, PNE SHALL request PN GW to act as a “proxy” by indicating so in Key Request message to PN GW. 
Editor’s note: In this case, this CPNS Device without UI should connect to secure PAN. It is FFS how to handle the case in which this CPNS Device connects to non-secure PAN. 
· PN GW

When receiving Key Request message from PNE, PN GW SHALL forward the Key Request message to CPNS Server.
If the PN GW is requested by PNE to act as a proxy, and if User ID and password are already configured in the PN GW, the PN GW SHALL forward the Key Request message to CPNS Server. If User ID and password are not configured in the PN GW beforehand, the PN GW MAY drop the Key Request message, or the PN GW MAY prompt the CPNS User to insert User ID and password. The forwarding of Key Request message SHOULD be performed after CPNS User’s validate the forwarding. In the Key Request message, PN GW SHALL indicate that PN GW is acting as a proxy to let the CPNS Server know it.
· CPNS Server

When receiving Key Request message from PN GW, CPNS Server SHALL authenticate the PNE or PN GW. 
If PN GW acts as a proxy, CPNS Server authenticates PN GW. Otherwise, CPNS Server authenticates PNE.
The authentication of PNE or PN GW by CPNS Server SHALL be performed using User ID and password of CPNS User who owns the PNE. 
The authentication SHALL be performed by digest authentication mechanism.
If authentication succeeds, CPNS Server SHALL create EUKey and store it with the PNE’s ID (i.e., Entity ID) and User ID of CPNS User who owns the PNE.

If authentication fails, CPNS Server SHALL send Key Delivery message without EUKey.

7.3.1.2 Key Delivery
· CPNS Server

After creating EUKey, CPNS Server SHALL encrypt the EUKey and send encrypted EUKey to PN GW by Key Delivery message. 

The EUKey SHOULD be encrypted by a secure material which is calculated from password of CPNS User (e.g., hashed password of the CPNS User). 

· PN GW

Upon receiving Key Delivery message from CPNS Server, PN GW SHALL forward the Key Delivery message to PNE.

If PN GW acts as a proxy, PN GW SHALL decrypt EUKey and forward decrypted EUKey to PNE.
· PNE

When receiving Key Delivery message from PN GW, PNE SHALL store EUKey included in Key Delivery message after decryption.
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