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1 Reason for Change

The basic concept and message flows for Key Assignment are based on the "OMA-CD-CPNS-2010-0311-INP_CPNS_Key_assignment_LG" which was discussed in London interim meeting.

We can consider 2 options for Key Assignment for CPNS as below:

Option 1) Key Assignment for PNE with UI capabilities for inserting user ID and Password.

Option 2) Key Assignment for PNE without UI capabilities for inserting user ID and Password.

In the London interim meeting, the CPNS WG had reached a consensus on the basic approach for Key Assignment for PNE with UI capabilities (Option 1). Unfortunately, the CPNS WG did not reach a consensus on the Key Assignment for PNE without UI capabilities (Option 2).
This CR provides key assignment method for PNE without UI capabilities for inserting user ID and Password (Option 2).
In this CR, the key for PNE is protected from third parties during the key is delivered from the CPNS Server to the PNE since the key for PNE is encrypted with the KEK (Key Encryption Key) which was agreed between the CPNS Server and the PNE.
Comparison with the approach suggested in INP-307.
The main difference between INP 307 and INP 311 is in the method of Entity User Key (EUK) protection during the EUK is delivered from the CPNS Server to PNE.

In the INP 307, the EUK is encrypted with the PWD* during the key is delivered from the CPNS Server to the PN GW first.

So upon receiving the encrypted EUK, the PN GW shall decrypted the EUK with the PWD* and the EUK is encrypted with the key which was established between the PN GW and the PNE through the PAN technology. The encrypted EUK is delivered from the PN GW to the PNE
But in the INP 311, the EUK is encrypted with the PWD* during the key is delivered from the CPNS Server to the PNE.
The stored ID and Password in the PNE is used for generating the PWD* when the PNE receives the encrypted EUK for Key Assignment.
2 Impact on Backward Compatibility

None
3 Impact on Other Specifications

None
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Review and approve the proposed change in this CR for incorporation into the CPNS TS.
6 Detailed Change Proposal

Change 1:  Add the Key Assignment section in the section 6.x
6.x    Key Assignment
6.x.1    Key Assignment for PNE with UI capabilities
…
6.x.2    Key Assignment for PNE without UI capabilities
This section describes general Key Assignment flows for PNE without UI.
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Figure X: Key Assignment for PNE without UI
0. Before Key Assignment for PNE without UI, a CPNS Server and a PNGW perform the mutual authentication & key exchange using the existing mechanism (e.g., 3GPP GBA). Also the PNGW and a PNE perform the mutual authentication & key exchange using the existing PAN technologies.
1. The PN GW sends the Subscription & Registration Request message to the CPNS Server. The message includes user-id, encrypted user-password and subscription information.
2. Upon receiving the Subscription & Registration Request message, the CPNS Server stores the received user-id and hash of user-password to the secure storage in the CPNS Server.
3. The CPNS Server sends the Subscription & Registration Response message to the PN GW. The message includes status of handling the Subscription & Registration Request message.
4. The PN GW sends the ID & Password Installation Request message to the PNE. The message includes user-id and encrypted user-password.

5. Upon receiving the ID & Password Installation Request message, the PNE stores the received user-id and hash of user-password to the secure storage in the PNE.

6. The PNE sends the ID & Password Installation Response message to the PN GW. The message includes status of handling of the ID & Password Installation Request message.

7. The PN GW sends the Key Assignment Trigger to the PNE.
8. Upon receiving the Key Assignment Trigger message, the PNE verify the trigger is sent by the user of the PNE. If the verification is success, the PNE sends the Key Assignment Request message to the PN GW. The message includes user-id and security material for Key Assignment Request.
9. The PN GW relays the Key Assignment Request message to the CPNS Server.

10. Upon receiving the Key Assignment Request message, the CPNS Server verifies the request using the security material for Key Assignment.
11. If the verification of the request is success, the CPNS Server generates the KEK (Key Encryption Key) based on the user-password, the received security material from the PNE and the CPNS Server generated security material. Also the CPNS Server randomly generates the PNE Key.

12. The CPNS Server sends the Key Assignment Response message to the PN GW. The message includes status of handling the Key Assignment Request message, the CPNS Server generated security material and the encrypted PNE Key with the KEK.
13. The PN GW relays the Key Assignment Response message to the CPNS Server.

14. The PNE generates the KEK based on the user-password, the received security material from the CPNS Server and the PNE generated security material. After generating the KEK, the PNE decrypts the PNE Key with the KEK, stores the PNE Key in the secure storage of the PNE.
Change 2:  Add the Key Assignment section in the section 7.x
7.x    Key Assignment

7.x.1 Key Assignment for PNEs with UI capabilities
…
7.x.2  Key Assignment for PNE without UI capabilities
A Entity User Key for PNE is securely delivered from a CPNS Server to a PNE as illustrated in Figure X. As shown in Figure X, this procedure is comprised of three parts: Subscription & Registration, ID & Password Installation, and Key Assignment.
Before starting the Key Assignment procedure for PNE without enough UI for inserting ID and Password, a CPNS Server and a PNGW SHALL perform the mutual authentication & key exchange using the existing mechanism (e.g., 3GPP GBA). After the step, the PSK1 is shared between the CPNS Server and the PN GW. Also the PNGW and a PNE SHALL perform the mutual authentication & key exchange using the PAN technologies. After the step, the PSK2 is shared between the PN GW and the PNE.
7.x.2.1  Subscription & Registration

After the mutual authentication & key exchange between the CPNS Server and the PN GW, the PN GW can start the Subscription & Registration to the CPNS Server. 
7.x.2.1.1  Subscription & Registration Request
Before sending the Subscription & Registration Request message, the PN GW SHALL perform the following procedure:
1. Receive the ID, Password and subscription information from the User.
2. Encrypt the Password with the PSK1 which was already established between the PN GW and the CPNS Server.
3. Generate the Subscription & Registration Request message. The message SHALL contain the ID, the encrypted Password and the subscription information.
The PN GW SHALL send the Subscription & Registration Request message to the CPNS Server.
7.x.2.1.2  Subscription & Registration Response
Upon receiving the Subscription & Registration Request message, the CPNS Sever SHALL perform the following procedure:

1. Decrypt the Password with the PSK1.
2. Generate the hash value of the Password using SHA-1 hash algorithm.
3. Store the ID, hash value of the Password and subscription information in the secure storage of the CPNS Server.
The CPNS Server SHALL send the Subscription & Registration Response message to carry the result of the procedure.
7.x.2.2  ID/Password Installation

After the mutual authentication & key exchange between the PN GW and the PNE, the PN GW can start the ID & Password Installation to the PNE.
7.x.2.2.1  ID/Password Installation Request

Before sending the ID & Password Installation Request message, the PN GW SHALL perform the following procedure:
1. Receive the ID, Password and subscription information from the User.
2. Encrypt the Password with the PSK2 which was already established between the PN GW and the PNE.
3. Generate the ID & Password Installation Request message. The message SHALL contain the ID and the encrypted Password.
After the above procedure, the PN GW SHALL send ID & Password Installation Request message to the CPNS Server.
7.x.2.2.2  ID/Password Installation Response

Upon receiving the ID & Password Installation Request message, the PNE SHALL perform the following procedure:

1. Decrypt the Password with the PSK2.
2. Generate the hash value of the Password using SHA-1 hash algorithm.
3. Store the ID and hash value of the Password.
The PNE SHALL send the ID & Password Installation Response message to carry the result of the procedure.
7.x.2.3  Key Assignment

7.x.2.3.1  Key Assignment Trigger
Before sending the Key Assignment Trigger message to the PNE, the PN GW SHALL perform the following procedure:
1. Receive the ID and Password from the User.

2. Generate a Nonce. Nonce is a random number generated by the PN GW.
3. Generate hash value for user authentication data and starting the Key Assignment procedure. Hash ( AuthData ) where AuthData = Hash( Password ) | Nonce | Time
4. Generate the Key Assignment Trigger message. The message SHALL contain the ID, Nonce, Time and the user authentication data.
After the above procedure, the PN GW SHALL send Key Assignment Trigger message to the PNE.
7.x.2.3.2  Key Assignment Request
Upon receiving the Key Assignment Trigger message, the PNE SHALL perform the following procedure:

1. Generate hash value for user authentication data and verify the hash value of the user authentication data. Hash ( AuthData ) where AuthData = Hash( Password ) | Nonce | Time
2. Generate and store a RANDPNE. RANDPNE is a random number generated by the PNE.
3. Generate hash value for user authentication data. Hash ( AuthData ) where AuthData = Hash( Password ) | RANDPNE | Time
4. Generate the Key Assignment Request message. The message SHALL contain the ID, RANDPNE, Time and the user authentication data.
After the above procedure, the PNE SHALL send Key Assignment Request message to the PN GW.
Upon receiving the Key Assignment Request message, the PN GW SHALL relay the Key Assignment Request message to the CPNS Server.
7.x.2.3.3  Key Assignment Response
Upon receiving the Key Assignment Request message, the CPNS Server SHALL perform the following procedure:
1. Generate hash value for user authentication. Hash ( AuthData ) where AuthData = Hash( Password ) | RANDPNE | Time
2. Verify the user authentication data using the CPNS Server generated hash value for user authentication. If the verification is fail, send the Key Assignment Response message to the PN GW with fail status code.
3. Generate and store a RANDSVR. RANDSVR is a random number generated by the CPNS Server.
4. Generate and store a KEK where KEK = Hash ( Hash( Password ) | RANDPNE | RANDSVR )
5. Generate and store a KeyPNE. The KeyPNE is a random number generated by the CPNS Server.
6. Generate the Key Assignment Response message. The message SHALL contain the Status, RANDSVR, and encrypted PNE Key that is encrypted with the KEK.
After the above procedure, the CPNS Sever SHALL send Key Assignment Response message to the PN GW.

Upon receiving the Key Assignment Response message, the PN GW SHALL relay the Key Assignment Response message to the PNE.
Upon receiving the Key Assignment Response message and the Status is Success, the PNE SHALL perform the following procedure:
1. Generate and store a KEK where KEK = Hash ( Hash( Password ) | RANDPNE | RANDSVR )
2. Decrypt the KeyPNE with the KEK.
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