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1 Reason for Change

This CR provides description of Group Key delivery.
2 Impact on Backward Compatibility

N/A
3 Impact on Other Specifications

N/A 
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

The group is recommended to implement the changes listed in section 6. 
6 Detailed Change Proposal

Change 1:  Add Flows of Group Key Management in Section 6
6.y.

Group Key Management
6.y.1
  GKDK assignment
Figure x. shows a flow of GKDK assignment, in which a PN GW assigns GKDK to a PNE in the same PN.
This flow is initiated by PNE without GKDK when the PNE wants to create Service Group or join Service Group.
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Figure X: Flow of GKDK assignment

1. PNE A-1 sends a GKDK assignment request to PN GW A.
2. Upon receiving the GKDK assignment request, PN GW A creates GKDK for PNE A-1.
3. PN GW A sends a GKDK assignment response to PNE A-1 with the created GKDK. 
4. Upon receiving GKDK assignment response, PNE A-1 stores GKDK.
6.y.2
  Group Key delivery
Figure y. shows a flow of Group Key delivery initiated by update of Group Key. In this figure, Service Group consists of three member PNEs which are connected to the same PN GW.
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Figure y: Flow of Group Key delivery

1. CPNS Server updates a Group Key.

2. After updating a Group Key, CPNS Server sends a Group Key delivery request to PN GW A with Group Key. 
3. Upon receiving the Group Key delivery request from CPNS Server, PN GW A sends a Group Key delivery response to CPNS Server.
4. PN GW A chooses a transmission method to deliver Group Key to member PNE(s) (i.e., either Unicast or Broadcast).
· If PN GW A does not support broadcast based Group Key delivery, Unicast is selected.
· Otherwise, PN GW A chooses Unicast or Broadcast based on certain criteria such as used media as underlying PN and the number of member PNE(s) in PN.
5. If PN GW A chooses Unicast in Step 4, PN GW A sends a Group Key delivery request with encrypted Group Key to each member PNE by Unicast.
6. Upon receiving the Group Key delivery request, each PNE stores Group Key after decryption.
7. Each PNE sends a Group Key delivery response to PN GW A.
8. If PN GW A chooses Broadcast in Step 4, PN GW A encrypts Group Key using the GKEK stored in SG Inventory.
9. PN GW A broadcasts a Group Key delivery request in PN with the encrypted Group Key.
10. Upon receiving the Group Key delivery request, each PNE decrypts Group Key using pre-assigned GKDK.
11. Each PNE stores Group Key.
12. Each PNE sends a Group Key delivery response to PN GW A.
Change 2:  Add normative description of Group Key Management in Section 7

7.y.

Group Key Management

7.y.4
  GKDK/GKEK management
If PNE or PN GW supports broadcast based Group Key delivery, GKDK/GKEK management procedure described in this sub section SHALL be supported in PNE or PN GW, respectively.
· PNE

When PNE wants to join Service Group but GKDK is not assigned to the PNE, PNE SHALL sends a GKDK assignment request to PN GW in the same PN.
When PNE receives a GKDK assignment response from PN GW, the PNE SHALL store GKDK.

· PN GW

When PN GW receives a GKDK assignment request from PNE, the PN GW SHALL create GKDK for the PNE. 
After the GKDK creation, PN GW SHALL send a GKDK assignment response with created GKDK to PNE which sends the GKDK assignment request.
When member PNEs in PN change, PN GW SHALL update GKEK stored in SG Inventory.
7.y.5
  Group Key delivery

· CPNS Server

To deliver Group Key to member PNE(s) in Service Group, CPNS Server SHALL send a Group Key delivery request to PN GW with Group Key. 

· PN GW

When PN GW receives a Group Key delivery request from CPNS Server, PN GW SHALL send a Group Key delivery response to CPNS Server.

After sending a Group Key delivery response to CPNS Server, PN GW SHALL choose a transmission method to deliver Group Key to member PNE(s) in PN (i.e., either Unicast or Broadcast). If PN GW supports broadcast based Group Key delivery, PN GW SHALL choose either of Unicast or Broadcast. How to select either of Unicast or Broadcast is out of scope.
If PN GW chooses Unicast, PN GW SHALL sends a Group Key delivery request with encrypted Group Key to each member PNE by Unicast.
Editor’s note: It is FFS how to encrypt Group Key in unicast case.
If PN GW chooses Broadcast, PN GW SHALL encrypt Group Key using the GKEK stored in SG Inventory. After the Group Key encryption, PN GW SHALL broadcast a Group Key delivery request in PN with the encrypted Group Key.
· PNE

When PNE receives a Group Key delivery request from PN GW, the PNE SHALL store Group Key after decryption and send a Group Key delivery response to the PN GW.
If PNE receives Group Key delivery request via broadcast, PNE SHALL decrypt Group Key using pre-assigned GKDK before storing Group Key.

Change 3:  Add message format of Group Key Management in Section 8

8.y.

Group Key Management

8.y.1
  GKDK assignment
	Message
	Implementation
	Direction

	GKDKAssignmentRequest
	Highly recommended
	PNE ( PN GW

	GKDKAssignmentResponse
	Highly recommended
	PN GW ( PNE


8.y.1
.1  GKDKAssignmentRequest

	Element
	Cardinality
	T
	Data Type
	Description

	PNE ID
	1
	E
	String
	Entity ID of PNE which requests GKDK assignment


8.y.1
.2  GKDKAssignmentResponse
	Element
	Cardinality
	T
	Data Type
	Description

	Result
	1
	E
	String
	Result of GKDKAssignmentRequest

1: Success

2: Fail

	GKDK
	1
	E
	Binary
	Assigned GKDK


8.y.2
  Group Key delivery

	Message
	Implementation
	Direction

	GroupKeyDeliveryRequest
	Mandatory
	CPNS Server ( PN GW
PN GW ( PNE

	GroupKeyDeliveryResponse
	Mandatory
	PN GW ( CPNS Server

PNE ( PN GW


8.y.1
.1  GroupKeyDeliveryRequest
	Element
	Cardinality
	T
	Data Type
	Description

	SG ID
	1
	E
	String
	SG ID of Service Group in which Group Key is delivered

	Group Key
	1.. n
	E
	Binary
	Delivered Group Key

	Encryption Key index
	0, 1
	A
	String
	Index of encryption key used for Group Key encryption


8.y.1
.2  GroupKeyDeliveryResponse
	Element
	Cardinality
	T
	Data Type
	Description

	Result
	1
	E
	String
	Result of GroupKeyDeliveryRequest

1: Success

2: Fail


End of change
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