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1 Reason for Change

This CR provides description of Section 6 & 7 for “Key Assignment for PNE with enough UI” 
Thiis part is discussed several times and agreed among members.

2 Impact on Backward Compatibility

None
3 Impact on Other Specifications

None
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Review and approve the proposed change in this CR for incorporation into the CPNS TS.
6 Detailed Change Proposal
Section 6.x (new section)
6.y.
 Flow of EUKey Assignment for PNE

6.y.1
Flow of EUKey Assignment for PNE with UI
Figure Y shows high level flow of EUKey assignment for a PNE running on a CPNS Device which provides enough UI for CPNS User to insert User ID and password.
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Figure Y. Flow of EUKey assignment for PNE with UI
0. PNGW and CPNS Server authenticate each other with various ways (e.g., using USIM-creadentials)

1. CPNS User requests to register his/her own User ID and password with CPNS Server. CPNS User can request the registration from PN GW (1A.). CPNS User can also request the registration directly to CPNS Server (1B.) in a way provided outside of the CPNS enabler, such as through a website. If the user has registered the ID and password via the external way (1B), steps from 2 to 4 are not necessary.
2. If CPNS User requests the User ID and password registration from the PN GW, PN GW sends ID_PWD Registration Request Message to the CPNS Server. 
3. CPNS Server registers User ID and password with itself
4. If registration of User ID and password is triggered by ID_PWD Registration Request message, CPNS Server sends ID_PWD Registration Response message to the PN GW.
If the ID and password of CPNS User are already registered with the CPNS server before, steps from 0 ro 4 will be skipped.





5. CPNS User turns on a CPNS Device which runs in PNE mode, and inserts User ID and password

6. CPNS User triggers PNE to request EUKey assignment.

7. The PNE sends Key Request Message to a PN GW. 
8. The PN GW relays Key Request Message to CPNS Server.

9. Upon receiving the Key Request Message, the CPNS Server verifies the user ID and password   (e.g., using digest authentication) 


10. If authentication succeeds, CPNS Server creates EUKey. CPNS Server also stores EUKey with the PNE’s ID (i.e., Entity ID) and User ID of CPNS User who owns the PNE.

11. CPNS Server encrypts EUKey by a secure material calculated from password (e.g., hashed password), and sends the encrypted EUKey by Key Delivery Message to the PN GW. 

12. The PN GW forwards Key Delivery Message to the PNE.

13. Upon receiving Key Delivery Message from PNGW, PNE decrypts and stores EUKey.
Section 7.3 (new section)
7.3 Registration of User ID and password
Before assigning EUKey to PNE/PN GW, CPNS User who owns PNE/PN GW SHALL register his/her own User ID and password with CPNS Server.

7.3.1 Registration of User ID and password via CPNS Interfaces.
CPNS Server and CPNS Device which runs in PN GW mode SHALL authenticate each other using a mechanism external to CPNS Enabler (e.g., using USIM-credential) before starting the registration procedure.

When requested by CPNS User, PN GW SHALL send ID_PWD Registration Request message to CPNS Server. When receiving ID_PWD Registration Request message, CPNS Server SHALL register User ID and password with itself, and send ID_PWD Registration Response message to PN GW.
7.3.2 Registration of User ID and password not via CPNS Interfaces.
CPNS Server MAY allow CPNS User to register User ID and password not via CPNS interfaces (e.g., provides web interface for CPNS User to register User ID and password).
7.4 EUKey Assignment
7.4.1 EUKey Assignment for PNE
7.4.1.1 Key Request and Creation
· PNE

Key request procedures in PNE differ depending on the capability of CPNS Device in which the PNE is to be deployed.

If PNE runs in the CPNS Device which provides enough UI for CPNS User to insert User ID and password, the PNE SHALL support User ID and password insertion by CPNS User. 
Upon requested by CPNS User for EUKey assignment, PNE SHALL send Key Request message to PN GW
· PN GW

When receiving Key Request message from PNE, PN GW SHALL forward the Key Request message to CPNS Server.
· CPNS Server
When receiving Key Request message from PN GW, CPNS Server SHALL authenticate the PNE. 
The authentication of PNE by CPNS Server (i.e., client authentication) SHALL be performed using User ID and password of CPNS User who owns the PNE. 
If authentication succeeds, CPNS Server SHALL create EUKey and store it with the PNE’s ID (i.e., Entity ID) and User ID of CPNS User who owns the PNE.

If authentication fails, CPNS Server SHALL send Key Delivery message without EUKey.

7.4.1.2 Key Delivery
· CPNS Server

After creating EUKey, CPNS Server SHALL encrypt the EUKey and send encrypted EUKey to PN GW by Key Delivery message. The secure material calculated from password (e.g., hashed password) SHOULD be used for encrypting EUkey.
· PN GW

Upon receiving Key Delivery message from CPNS Server, PN GW SHALL forward the Key Delivery message to PNE.

· PNE

When receiving Key Delivery message from PN GW, PNE SHALL store EUKey included in Key Delivery message after the decryption.
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