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1 Reason for Change

Change1: Insert PN Discovery procedure into Entity Discovery following the comment in Seoul meeting.
Change2: Insert element description that is from which entity (requesting entity or requested entity)
Change3: Change PNMember into PNEInfo to be consistency with PN Inventory. If two messages use same sub element name, it is easy to copy or check. Because we did not define PN Member word before, this CR selects PNEInfo instead of PN Member. In Seoul meeting, this issue was raised but some comment was that we didn’t define PN Member before.
R01: insert NeedProxy attribute.
R02: Apply the comment during R&A.
R03: Apply the comment 
2 Impact on Backward Compatibility

None
3 Impact on Other Specifications

None
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Review and approve the proposed change in this CR for incorporation into the CPNS TS.
6 Detailed Change Proposal

7.2 CPNS Entity Discovery
When the CPNS Entity starts up in CPNS Device for the first time, the Mode of CPNS Device is set by the User or certain policy configured by operators. Each CPNS Entity needs to find out the other detected device’s Mode and additional information like current PN Information during entity discovery procedure after physical connection. The requesting CPNS Entity and requested CPNS Entity recognized their Mode, and the CPNS Device acting as PNE finds out current PN information which CPNS Device stores, in case the requested CPNS Entity is PN GW. 
7.2.1. Entity Discovery
7.2.1.1 Requesting CPNS Entity
When connecting a network,, the CPNS Entity does not know the detected device’s mode. If two or more CPNS Entities send the discovery message at a same time, the sub element information of that messages are duplicated. Because of this, the CPNS Device having PNE/PN GW Mode may wait random time after physical pairing between two CPNS Devices.  PN GW sends the EntityDiscoveryRequest message without any waiting or smaller unit of random time set  than PNE (e.g. PNGW is millisecond unit, PNE is second unit). If the PN GW sends the PNInfo element including member PNEs in PAN, there is no need to make a physical connection between PNEs to know PNE’s Mode when the CPNS Device detects other device.
For the CPNS Entity Discovery, the CPNS Entity SHALL create the EntityDiscoveryRequest message including 

· EntityInfo element SHALL be inserted as the information of requesting CPNS Entity. 
· 
· UserID attribute SHALL be inserted from CPNS Application Profile in device.
· PNEID attribute SHALL be inserted if the requesting device has active PNE.

· PNGWID attribute SHALL be inserted if the requesting device has active PN GW.
· Name attribute SHOULD be inserted if device supports.
· Mode attribute, InactiveMode attribute SHALL be inserted in case the requesting CPNS Device has both of PNE and PN GW functionalities. The CPNS Entity SHALL insert active mode into Mode attribute and inactive mode into InactiveMode attribute. If PNE and PNGW are active, the value of Mode attribute SHALL be “BOTH”. If PNE is active but PN GW is inactive, the value of Mode attribute SHALL be “PNE” and InactiveMode attribute SHALL be “PN GW”. If PN GW is active but PNE is inactive, the value of Mode attribute SHALL be “PN GW” and InactiveMode attribute SHALL be “PNE”. 
· PNInfoReq attribute SHALL be inserted as “TRUE” SHALL be inserted, in case the requesting CPNS Entity wants to know the PN information stored by requested CPNS Entity acting as PN GW. In case the requesting CPNS Entity does not want to know the PN Information of requested CPNS Entity acting as PN GW, PNInforReq attribute SHALL be “FALSE” or skipped.
· NeedProxy attribute SHALL be inserted by PNE, in case the PN GW stands in for PNE’s behalf in specific environment for this PNE. For example, the PN GW needs to decide to accept to PN Setup request or service group management request due to lack of UI.  The CPNS Entity acting PN GW needs to insert text like UserID or password instead of this device at EUKey assignment step after entity discovery procedure.
· Public attribute SHALL be inserted with “TRUE” in case CPNS entity acting PN GW is capable of Zone Based Service.
· PNInfo element SHALL be inserted, in case the requesting CPNS Entity is acting PN GW and stores PN Inventory, . If PN GW does not want to expose its PN Information to unauthenticated PNE, PN GW should be able to skip to include PN Information in EntityDiscoveryRequest message
· PNID attribute SHALL be inserted.
· Description attribute SHOULD be inserted, when PN Inventory contains.
· TempPN attribute SHALL be inserted, when PN Inventory contains. 
· Sharing attribute SHALL be inserted.
· PNEInfo element as the member of PN SHALL be inserted. Sub attributes PNEID and Active SHALL be inserted, but Name attribute SHOULD be inserted only in case PN Inventory stores name of PNE.
After creating the EntityDiscoveryRequest message, the CPNS Entity SHALL send the EntityDiscoveryRequest message to detected devices. The EntityDiscoveryRequest message MAY be sent by broadcast in PAN (e.g., when the Ethernet is used as PAN).

After receiving the EntityDiscoveryResponse message, the CPNS Entity SHALL recognize which CPNS Entities have the PNE mode, which CPNS Entity has PN GW mode and additionally PN information, if any. If PNE finds out the PNGW with PNEInfo elements and its sub element PNEID, PNE does not need to send additional physical connection with PNE in PNEInfo elements of PNGW. Based on this, the CPNS Entity acting PNE can ask to let PNE to join the PN if PN GW has the PN, or to create PN if PN GW has no PN or proper PN. The CPNS Entity acting PN GW can make the PN including detected PNE(s) and invite PNE to be a member of its PN. 
 
7.2.1.2 Requested CPNS Entity
When receiving the EntityDisocveryRequest message, the CPNS Entity recognizes the mode and IDs information of requesting CPNS Entity through EntityInfo element. 

When receiving the EntityDiscoveryRequest message, the CPNS Entity SHALL send the EntityDiscoveryResponse message including 

· EntityInfo element SHALL be inserted as the information of requested CPNS Entity. If the CPNS Entity having its Mode information sends the EntityDiscoveryRequest message, there is no need to send additional EntityDiscoveryRequest message from the requested Entity.
· 
· UserID attribute SHALL be inserted from CPNS Application Profile in device.
· PNEID attribute SHALL be inserted if the requested device has active PNE.

· PNGWID attribute SHALL be inserted if the requested device has active PN GW.
· Name attribute SHOULD be inserted if device supports.

· Mode attribute, InactiveMode attribute SHALL be inserted in case the requested CPNS Device has both of PNE and PN GW functionalities. The CPNS Entity SHALL insert active mode into Mode attribute and inactive mode into InactiveMode attribute. If PNE and PNGW are active, the value of Mode attribute SHALL be “BOTH”. If PNE is active but PN GW is inactive, the value of Mode attribute SHALL be “PNE” and InactiveMode attribute SHALL be “PN GW”. If PN GW is active but PNE is inactive, the value of Mode attribute SHALL be “PN GW” and InactiveMode attribute SHALL be “PNE”. 
· NeedProxy attribute SHALL be inserted by PNE in case the PN GW stands in for PNE’s behalf in specific environment for this PNE. For example, the PN GW needs to decide to accept to PN Setup request or service group management request due to lack of UI.The CPNS Entity acting PN GW needs to insert text like UserID or password instead of this device at EUKey assignment step after entity discovery procedure.
· Public attribute SHALL be inserted with “TRUE” in case CPNS entity acting PN GW PN GW is capable of Zone Based Service.
· PNInfo element SHALL be inserted, in case the PNInfoReq in the EntityDiscoveryRequest message is “TRUE” and the requested CPNS Entity actingPN GW  stores PN Inventory,. If PN GW does not want to expose its PN Information to unauthenticated PNE, PN GW should be able to skip to include PN Information in EntityDiscoveryResponse message
· PNID attribute SHALL be inserted.
· Description attribute SHOULD be inserted, when PN Inventory contains.
· TempPN attribute SHALL be inserted, when PN Inventory contains.
· Sharing attribute SHALL be inserted.
· PNEInfo element as the member of PN SHALL be inserted. Sub attributes PNEID and Active SHALL be inserted, but Name attribute SHOULD be inserted only in case PN Inventory stores name of PNE.

 
After sending the EntityDiscoveryResponse message, the CPNS Entity SHALL check which CPNS Entities have the PNE mode, which CPNS Entity has PN GW mode and additionally PN information. 

7.2.2. PN Discovery
7.2.2.1. PNE
When necessary to discover the current PN from PN GW, PNE SHALL send the EntityDiscoveryRequest message to PN GW including PNInfoReq sub attribute as “TRUE” as described in section 7.2.1.1.
When PNE receives the PNDiscoveryResponse message from PN GW, it can recognize PNInfo element in the PNDiscoveryResponse message.
7.2.2.2. PN GW
When receiving the EntityDiscoveryRequest message from PNE, the PN GW SHALL check whether PNInfo is in PN Inventory and send the EntityDiscoveryResponse message to PNE including sub attributes and elements of PNInfo element as described in section 7.2.1.2. If PN GW does not want to expose its PN Information to unauthenticated PNE, PN GW should be able to skip to include PN Information in the EntityDiscoveryResponse message.
Change 1:  Section 8.2
8. CPNS message
7.3. General Consideration
This section describes message containing sub elements and sub attributes. 
In message element table, “E” means element and “A” means attribute. If the Type of element is empty, it means that the element has not value but sub attributes.
7.4. CPNS Entity Discovery
A device which has the initial Mode following the definition of Entity Mode in section 5.2 can start the entity discovery to recognize the Mode of the other device. 
This transaction can be done between PNE and PN GW, PNE and PNE, or PN GW and PN GW because the requested CPNS Entity does not know the Mode of other device before the Entity Discovery transaction after physical connection.

Note: The interface between PNE and PNE will not be used for peer to peer but for CPNS entity discovery only.

	Message
	Implementation
	Direction

	EntityDiscoveryRequest 
	Mandatory
	PNE ( PNE, 
PNE ( PN GW, 

PN GW ( PNE, 
PN GW ( PN GW

	EntityDiscoveryResponse
	Mandatory
	PNE ( PNE, 
PN GW ( PNE, 

PNE ( PN GW, 
PN GW ( PN GW


Table 1 Message Directions for CPNS Entity Discovery between PNE and PNE
7.4.1. CPNS Entity Discovery Request message
	Element
	Cardinality
	T
	Data Type
	Description

	EntityDiscoveryRequest
	1
	E
	
	Its sub attribute is

· MsgID
Its sub elements are

· UserInfo

· EntityInfo

· PNInfo

	MsgID
	1
	A
	String
	Message ID

	UserInfo
	1
	E
	-
	Its attributes are
· UserID
· Name

	UserID
	1
	A
	String
	CPNS User ID 

	Name
	0..1
	A
	String
	CPNS User Name

	EntityInfo
	1
	E
	
	Entity information

Its sub attributes are

· 
· PNEID

· PNGWID
· Name
· Mode

· InactiveMode
· PNInfoReq
· NeedProxy
· Public

	
	
	
	
	

	PNEID
	0..1
	A
	String
	PNE Identification (see section 5.1.3).

	PNGWID
	0..1
	A
	String
	PN GW Identification (see section 5.1.3).

	Name
	0..1
	A
	String
	PNE or PN GW Name (e.g. MP3 player, assigned nickname)

	Mode
	1
	A
	String
	The mode of requester. If the mode of requestor is PNE, the value should be “PNE”. If the mode of requestor is PN GW, the value should be “PN GW”.

If the mode of requestor is both of PNE and PN GW, the value should be “BOTH” ( e.g. mobile phone )

	
	
	
	
	

	InactiveMode
	0..1
	A
	String
	If the current value of Mode is “PNE” or “PN GW” in a device and there are functionalities of PNE and PN GW in a device, the other function is inactive.

(e.g. If the value of Mode is “PNE” and its functionalities are PNE and PN GW in a mobile phone, InactiveMode is set “PN GW” and this means inactive mode is “PN GW”. 
e.g. If the value of Mode is “PN GW” and its functionalities are PNE and PN GW in a mobile phone, InactiveMode is set “PNE” and this means inactive mode is “PNE”.)

	PNInfoReq
	0..1
	A
	Boolean
	Default value is “FALSE”.

The value is “TRUE” in case the PNE requests PN information. 

	NeedProxy
	0..1
	A
	Integer
	


If this device doesn’t have enough to support CPNS functionalities, this value SHALL be set.

1: Not enough to input button. (e.g. confirmation)

2: Not enough to input text. (e.g. ID and password input)

3: Not enough to support CPNS functionalities. (e.g. PN GW should be proxy for this PNE)

	Public
	0..1
	A
	Boolean
	If this CPNS entity is a capable PN GW of Zone Based  Service, this value should be “TRUE”. 

	PNInfo
	0..n
	E
	
	PN information when the requester is PN GW and it handles PN(s). This is helpful information to join request from PNE.

Its sub attributes are

· PNID

· Description
· TempPN
· Sharing
Its sub element is

· PNEInfo

	PNID
	1
	A
	String
	PN identification. 

	Description
	0..1
	A
	String
	PN Description. (e.g. home, office)

	TempPN
	0..1
	A
	Boolean
	If this PN is temporary PN, this is “TRUE”.
If the physical connection between PNGW and all of PNEs is broken, this PN should be released automatically.



	Sharing
	0..1
	A
	Integer
	The level of PN Inventory in PNE side

1 – Shared, PN GW Info and PNE Info are shared in PNE

2 – Protected, PN GW Info only in PNE, default

	PNEInfo
	1..n
	E
	
	The member PNEs of PN.
Its sub attributes are

· PNEID
· Name
· Active
· Mode

	PNEID
	1
	A
	String
	PNE Identification

	Name
	0..1
	A
	String
	PNE Name (e.g. mp3 player, assigned nickname)

	Active
	1
	A
	Boolean
	The active status of PNE.

TRUE – This PNE is active

FALSE – This PNE is not active because PNE is temporary disconnected.

	Mode
	1
	A
	Integer
	The mode of device

1 – PNE, If the mode of device is PNE, the value should be “PNE”. 

2 – PNGW, If the mode of device is PN GW, the value should be “PN GW”. 

3 – BOTH, If the mode of device is both of PNE and PN GW, the value should be “BOTH” ( e.g. mobile phone )

	
	
	
	
	


Table 3 Information elements in EntityDiscoveryRequest message

7.4.2. CPNS Entity Discovery Response message

	Element
	Cardinality
	T
	Data Type
	Description

	EntityDiscoveryResponse
	1
	E
	
	Its sub attributes are

· MsgID

Its sub elements are

· UserInfo

· EntityInfo

· PNInfo

	MsgID
	1
	A
	String
	Message ID of EntityDiscoveryRequest message

	UserInfo
	1
	E
	-
	Its attributes are
· UserID
· Name

	UserID
	1
	A
	String
	CPNS User ID 

	Name
	0..1
	A
	String
	CPNS User Name

	EntityInfo
	1
	E
	
	Entity Information

Its sub attributes are

· PNEID

· PNGWID
· Name
· Mode

· InactiveMode
· NeedProxy
· Public

	PNEID
	0..1
	A
	String
	PNE Identification (see section 5.1.3).

	PNGWID
	0..1
	A
	String
	PN GW Identification (see section 5.1.3).

	Name
	0..1
	A
	String
	PNE or PN GW Name (e.g. player, assigned nickname)

	Mode
	1
	A
	String
	The mode of respondent. If the mode of respondent is PNE, the value should be “PNE”. If the mode of respondent is PN GW, the value should be “PN GW”. If the mode of respondent is both of PNE and PN GW, the value should be “BOTH” ( e.g. mobile phone )

	InactiveMode
	0..1
	A
	String
	If the current value of Mode is “PNE” or “PN GW” in a device and there are functionalities of PNE and PN GW in a device, the other function is inactive.

(e.g. If the value of Mode is “PNE” and its functionalities are PNE and PN GW in a mobile phone, inactive is set “PN GW” and this means inactive mode is “PN GW”. 
e.g. If the value of Mode is “PN GW” and its functionalities are PNE and PN GW in a mobile phone, inactive is set “PNE” and this means inactive mode is “PNE”.)

	NeedProxy
	0..1
	A
	Integer
	If this device doesn’t have enough to support CPNS functionalities, this value SHALL be set.

1: Not enough to input button. (e.g. confirmation)

2: Not enough to input text. (e.g. ID and password input)

3: Not enough to support CPNS functionalities. (e.g. PN GW should be proxy for this PNE)


	Public
	0..1
	A
	Boolean
	If this CPNS entity is a capable PN GW of Zone Based  Service, this value should be “TRUE”.

	PNInfo
	0..n
	E
	
	PN information when the value of Mode attribute is PN GW handling PN(s). This is helpful information to join request from PNE.

Its sub attributes are

· PNID

· Description
· TempPN
· Sharing
Its sub element is
· PNEInfo

	PNID
	1
	A
	String
	PN identification.

	Description
	0..1
	A
	String
	PN Description. (e.g. home, office)

	TempPN
	0..1
	A
	Boolean
	If this PN is temporary PN, this is “TRUE”.

If the physical connection between PNGW and all of PNEs is broken, this PN should be released automatically.





	Sharing
	0..1
	A
	Integer
	The level of PN Inventory in PNE side

1 – Shared, PN GW Info and PNE Info are shared in PNE

2 – Protected, PN GW Info only in PNE, default

	PNEInfo
	1..n
	E
	
	The member PNEs of PN.

Its sub attributes are

· PNEID

· Name
· Active
· Mode

	PNEID
	1
	A
	String
	PNE Identification

	Name
	0..1
	A
	String
	PNE Name (e.g. mp3 player, assigned nickname)

	Active
	1
	A
	Boolean
	The active status of PNE.

TRUE – This PNE is active

FALSE – This PNE is not active because PNE is temporary disconnected.

	Mode
	1
	A
	Integer
	The mode of device

1 – PNE, If the mode of device is PNE, the value should be “PNE”. 

2 – PNGW, If the mode of device is PN GW, the value should be “PN GW”. 

3 – BOTH, If the mode of device is both of PNE and PN GW, the value should be “BOTH” ( e.g. mobile phone )

	
	
	
	
	


Table 4 Information elements in EntityDiscoveryResponse message
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