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1 Reason for Change

This CR provides description of example of specific procedure for secure group key delivery in Appendix (informative).
2 Impact on Backward Compatibility

N/A
3 Impact on Other Specifications

N/A 
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

The group is recommended to implement the changes listed in section 6. 
6 Detailed Change Proposal

Change 1:  Add description of in Appendix
Appendix XX. Example of specific procedure for secure group key delivery (Informative)
This appendix explains outline of group key delivery procedure using LKH (Logical Key Hierarchy), which is one of candidate mechanisms to realize broadcast group key delivery. The LKH is specified in RFC 2627 and actualizes efficient and secure broadcast group key delivery.
XX.1 GKDK/GKEK management
XX.1.1 GKDK

When PN GW receives GKDK assignment request from a PNE in the same PN, PN GW creates GKDK for the PNE. 

GKDK is created using key hierarchy which is composed of key materials and stored in PN GW. The key hierarchy is constructed when PN GW receives GKDK assignment request from PNE and does not store the key hierarchy. .

· Key hierarchy construction
Figure A shows the example of key hierarchy. To construct the key hierarchy, PN GW creates logical tree structure and key materials at first, and then allocates each key material to root, intermediate or leaf node in the logical tree. Once a key hierarchy is created, the key hierarchy is stored in PN GW.
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Figure A. Example of key hierarchy
· GKDK creation
Figure B shows the example of GKDK creation. GKDK creation is performed by the following procedure.
1. PN GW allocates leaf node of key hierarchy to PNE. 
2. PN GW gathers key materials in the path from corresponding leaf node to root, and packs all gathered materials into one GKDK. The arrow in Figure B shows how key materials are gathered when creating PNE A-1’s GKDK, which consists of KM1,1, KM1,2, KM1,4, KM1,n. GKDKs for other PNEs are as follows:.
· PNE A-2: KM2,2, KM1,2, KM1,4, KM1,n
· PNE A-3: KM3,3, KM3,4, KM1,4, KM1,n
· PNE A-4: KM4,4, KM3,4, KM1,4, KM1,n
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Figure B. Example of GKDK creation

After the GKDK is created, PN GW sends a GKDK assignment response to a requester PNE with the created GKDK.
XX.1.1 GKEK
Figure C shows the example of GKEK creation when PNE A-1, 2 and 3 are SG member PNEs. The GKEK creation is performed by the following procedure.
1. PN GW chooses subset trees in the key hierarchy so that SG member PNEs in PN are covered. In the figure, PN GW chooses the subset tree rooted by KM1,2, which covers PNE A-1 and 2,  and the subset tree rooted by KM3,3, which covers PNE A-3.
2. PN GW selects key materials which are the root nodes of the subset trees (KM1,2 and KM3,3). 
3. PN GW creates GKEK by assembling the selected key materials.
4. PN GW stores the created GKEK.
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Figure C. Example of GKEK creation

XX.2 Secure group key delivery
Figure D shows an example of secure group key delivery. The example in this subsection is based on the same scenario shown in the previous subsection (see Figure C).
· Group Key encryption and delivery

The procedures are as follows.

1. When receiving Group Key from CPNS Server, PN GW makes two copies of the Group Key.

2. PN GW encrypts one copy using KM1,2 and encrypts another copy using KM3,3.
3. PN GW packs the two encrypted Group Keys in a single message (i.e. Group Key delivery request) and broadcasts the message in PN.
· Group Key decryption

The procedures are as follows.
1. SG member PNEs (i.e., PNE A-1, A-2 or A-3) unpacks the message and picks up the two encrypted Group Key.

2. PNE decrypts Group Key using key materials in GKDK.

· PNE A-1 and A-2 decrypt Group Key using KM1,2 (i.e., from Group Key encrypted by KM1,2).
· PNE A-3 decrypts Group Key using KM3,3 (i.e., from Group Key encrypted by KM3,3).
Note that, though PNE A-4, which is in the same PN but not an SG member, receives encrypted Group Key, PNE A-4 can not decrypt Group Key, since the PNE A-4 does not have corresponding key materials (i.e., KM1,2 and KM3,3)
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Figure D. Example of secure group key delivery
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