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1 Reason for Change

This CR provides description in section 6 and 7 for PN GW authentication, which is included, as step 1, in CPNS Typical Flow (section 6.1 in current TS).

[image: image1]
Note: Depending on the future decision on binding protocol, all or part of the procedure suggested in this CR may become unnecessary, since binding protocol (e.g., HTTPS) may take responsibility for that procedure, and CPNS Enabler may have nothing to do for that procedure.
R01: Yellow part was added during Yokosuka interim meeting.
2 Impact on Backward Compatibility

None
3 Impact on Other Specifications

None
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Review and approve the proposed change in this CR for incorporation into the CPNS TS.
6 Detailed Change Proposal

Change 1:  Add the PN GW Authentication in the Section 6.x
6.x PN GW Authentication
Figure X shows the high level flow of PN GW Authentication. In the flow, PN GW and CPNS Server perform mutual authentication and session key sharing.
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Figure x: PN GW Authentication
1. PN GW sends Connect Request message to CPNS Server. The message includes CPNS Entity ID of the PN GW and random number created by PN GW (random_PN GW).
2. CPNS Server sends PN GW Authentication Request message to the PN GW. The message includes random number created by CPNS Server (random_server).
3. PN GW calculates hash value from message 1 & 2 by using its own EUKey (hash_PN GW).
4. PN GW creates session key from random_PN GW, random_server and its own EUKey.
5. PN GW sends PN GW Authentication Response & Server Authentication Request message to CPNS Server. The message includes CPNS Entity ID of the PN GW and hash_PN GW calculated in step 3.
6. CPNS Server creates session key from random_PN GW, random_server and EUKey of the PN GW.
7. CPNS Server authenticates PN GW. That is, CPNS Server verifies hash_PN GW by checking if the same hash value can be calculated by itself.  
8. CPNS Server calculates hash value (hash_server) from message 1, 2 & 5 by using EUKey of the PN GW.
9. CPNS Server sends Server Authentication Response message to the PN GW. The message includes hash_server
10. PN GW authenticates CPNS Server. That is, the PN GW verifies hash_server by checking if the same hash value can be calculated by itself.
Change 2:  Add the PN GW Authentication in the Section 7.x
7.x PN GW Authentication

If fixed or removable module keeping identity information and credential (i.e., a SIM/USIM/ISIM) is installed on PN GW, following procedure is not performed.

The session key will be expired after certain amount of time. When there is no session key or session key is expired, PN GW Authentication described below is performed.
Before starting message forwarding between PNE and CPNS Server, PN GW SHALL perform mutual authentication with CPNS Server.

· PN GW

Before starting message forwarding between PNE and CPNS Server, PN GW SHALL send ConnectRequest message to CPNS Server. ConnectRequest message SHALL include CPNS Entity ID of the PN GW and random number  created by PN GW (random_PN GW). 

When receiving PN GW Authentication Request message, PN GW SHALL create session key from random_PN GW, random_server (random number included in the PN GW Authentication Request message) and its own EUKey. 

In addition, PN GW SHALL send PN GW Authentication Response & CPNS Server Authentication Request message to the CPNS Server. The message SHALL include hash value (hash_PN GW) calculated from ConnectRequest message, PN GW Authentication Request message and the PN GW’s EUKey.

When receiving CPNS Server Authentication Response message, PN GW SHALL verify hash_server (random number included in the Server Authentication Response message) included in the message by checking if the same value can be calculated from ConnectRequest message, PN GW Authentication Request message,  PN GW Authentication Response & Server Authentication Request message and the PN GW’s EUKey.
· CPNS Server

When receiving ConnectRequest message from PN GW, CPNS Server SHALL send PN GW Authentication Request message to the PN GW. PN GW Authentication Request message SHALL include random number created by CPNS Server (random_server).
When receiving PN GW Authentication Response & Server Authentication Request message, CPNS Server SHALL create session key from random_PN GW, random_server and EUKey of the PN GW which is sender of the message.
In addition, CPNS Server SHALL verify hash_PN GW included in the message by checking if the same value can be calculated from ConnectRequest message, PN GW Authentication Request message and the PN GW’s EUKey. 

If verification succeeds, CPNS Server SHALL send Server Authentication Response message to the PN GW. The message SHALL include hash value (hash_server) calculated from ConnectRequest message, PN GW Authentication Request message,  PN GW Authentication Response & Server Authentication Request message and the PN GW’s EUKey.
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