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1 Reason for Change

This CR provides the description on how the basic framework of PSK-TLS is applied to authentication between PNE and PNGW during PN Establishment.

Its basic concept can be found in OMA-CD-CPNS-2010-0386-INP_How_to_use_EUKey_to_ensure_security (slide 6, 12 and 13).
Note: This CR also includes CR-393’s description as the base description. Description proposed by this CR can be identified by using WORD history functionality.
R01:This revision reflects following compromise:
· criterion on whether to assign LocalEUKey or not is PNE’s UI capability 
If PNE have enough UI, LocalEUKey is assigned to PNE and PN GW during PN Establishment phase. If PNE does not have enough UI, “pre-assigned key” is utilized for security between PNE and PNGW.
Note: Regardless of security level of underlying PAN between PNE and PNGW, LocalEUKey is assigned to PNE and PNGW.
· Criterion on whether to establish secure session between PNE and PNGW is security provided by underlying PAN
Unless underlying PAN provides enough security, secure session is established.

2 Impact on Backward Compatibility

None
3 Impact on Other Specifications

None
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Review and approve the proposed change in this CR for incorporation into the CPNS TS.
6 Detailed Change Proposal

Change 1:  Add the PN GW Authentication in the Section 6.x
7.x.1 PNE Establishment

5.2.1.1 PNE initiated
This flow shows the PNE initiated procedure of PN Establishment. In the flow, it is assumed that PNE #1, #2 and PN GW have physical pairing among themselves with PAN technologies. 
The PN may consist of one PN GW and one PNE or multiple PNEs. This section covers both cases in Figure 1 and description.
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Figure 1: Flow of PN Establishment initiated by PNE

Figure a. shows a flow of PN Establishment. The flow depicts the scenario where PNE initiates PN establishment. 

Editor’s note:
PN GW can also initiate PN establishment. Flow for PNGW initiated scenario will be added by another CR.
0. Before PN Establishment, the PNE #1, #2 and PN GW perform CPNS Entity Discovery among themselves respectively. Detailed flow is shown in X.y

1. The PNE #2 sends a PN Setup Request message to PNGW. 

The PN Setup Request message contains;
· Device Capabilities of device the PNE belongs to
· Optionally Content(s) information which the device has
· Type of PN Setup
A. ‘1-1’ case which enable the PNE to establish a PN with the PN GW only; or
B. ‘All’ case which enable the PNE to establish a PN with all CPNS devices connected to the PN GW; or 
C. PNE IDs to be invited
Editor’s note:
the terminology ‘PNE ID’ will be changed properly, when definition or description of PNE is decided.
· Random number created by PNE#2 (hereinafter, rand_PNE#2) to be used for mutual authentication between PNE#2 and CPNS Server
· Indication to request LocalEUKey assignment if the following conditions are true:
i. PNE#2 has enough UI
ii. PAN between PNE#2 and PN GW does not provide sufficient security mechanism to protect authenticity, confidentiality and integrity of CPNS message,
NOTE: In case of 1-1, the only procedure related to PNE #2 with PN GW and CPNS Server should be performed in Figure 1.
2. The PN GW sends the PN Setup Notify to the PNE #1.
The PN Setup Request message contains;
· The initiator of PN Setup 
· PN ID
3. The PNE #1 sends the PN Setup Notify Response to the PN GW in order to confirm participation in PN. The PN Setup Notify Response message contains;
· Random number created by PNE#1 (hereinafter, rand_PNE#1) to be used for mutual authentication between PNE#1 and CPNS Server
· Indication to request LocalEUKey assignment if the following conditions are true:
i. PNE#1 has enough UI
ii. PAN between PNE#1 and PN GW does not provide sufficient security mechanism to protect authenticity, confidentiality and integrity of CPNS message
4. When receiving a PN Setup Request message, the PN GW creates the information for PN Inventory for the corresponding Personal Network, creates and maintains routing table for the routing of inside Personal Network, which is made out of PN Inventory.
Editor’s note:
It is FFS whether the routing table will be made of PN Inventory, after agreement of PN Inventory.
The PN GW sends PN Registration Request message to CPNS Server.

The PN Registration message may contain the information;
· PN GW Info.
A. Capability information of device which PN GW is deployed
B. Subscription information
· PNE Info.
A. Capability information of device which PNE is deployed

B. Optionally Contents information which the device has
C. PNE ID 
· PN ID
· rand_PNE#1 and rand_PNE#2
5. The CPNS Server creates two LocalEUKeys to be shared between PNE#1 and PN GW (hereinafter, LocalEUKey_PNE#1), and between PNE#2 and PN GW (hereinafter, LocalEUKey_PNE#2), if there is indication to request LocalEUKey assignment. For each LocalEUKey, two copies are created, one for PNE and the other for PN GW, and each copy is encrypted by PNE’s EUKey and PN GW’s EUKey. 
Then, the CPNS Server sends Authentication request for the PNEs to the PN GW. 
The Authentication request contains;

·  Random number created by CPNS Server (hereinafter, rand_server) to be used for mutual authentication between CPNS Server and PNE#1 and PNE#2
· Encrypted LocalEUKey_PNE#1 and encrypted LocalEUKey_PNE#2 (two encrypted copies for each LocalEUKey, one encrypted by PNE’s EUKey and the other encrypted by PN GW’s EUKey)
· PN ID
6. Upon receiving Authentication request, PN GW decrypts LocalEUKey_PNE#1 and LocalEUKey_PNE#2 by its own EUKey, and stores the LocalEUKey_PNE#1 and LocalEUKey_PNE#2  Then, the PN GW relays the Authentication request to the PNE #2 based on routing table identified with PN ID.

The Authentication request contains;

· Encrypted LocalEUKey_PNE#2 (copy of LocalEUKey_PNE#2 encrypted by PNE#2’s EUKey)
·  rand_server
Upon receiving Authentication request, PNE#2 decrypts LocalEUKey_PNE#2 and stores the LocalEUKey_PNE#2. 
Then, if PAN between PNE#2 and PN GW does not provide sufficient security mechanism to protect authenticity, confidentiality and integrity of CPNS message, PNE#2 and PN GW perform mutual authentication and session key sharing by using LocalEUKey_PNE#2 in the same way as described in 6.x “PN GW Authentication”

7. The PN GW also relays the Authentication request to the PNE #1 based on routing table identified with PN ID.

The Authentication request contains;
· Encrypted LocalEUKey_PNE#1 (copy of LocalEUKey_PNE#1 encrypted by PNE#1’s EUKey)

·  rand_server
Upon receiving Authentication request, PNE#1 decrypts LocalEUKey_PNE#1 and stores the LocalEUKey_PNE#1. 
Then, if PAN between PNE#1 and PN GW does not provide sufficient security mechanism to protect authenticity, confidentiality and integrity of CPNS message,PNE#1 and PN GW perform mutual authentication and session key sharing by using LocalEUKey_PNE#1 in the same way as described in 6.x “PN GW Authentication”

8. The PNE#2 calculates hash value for authentication (hereinafter, hash_PNE#2) and session key to be shared with CPNS Server (hereinafter, SK_PNE#2). SK_PNE#2 is calculated from rand_PNE#2, rand_server and EUKey of PNE#2. hash_PNE#2 is calculated from rand_PNE#2, rand_server, EUKey of PNE#2 and SK_PNE#2.  Then, the PNE #2 sends the Authentication response to the PN GW.

The Authentication response contains;

· hash_PNE #2
9. The PNE#1 calculates hash value for authentication (hereinafter, hash_PNE#1) and session key to be shared with CPNS Server (hereinafter, SK_PNE#1). The calculation is performed in the same way as in the above step. Then, the PNE #1 sends the Authentication response to the PN GW.

The Authentication response contains;

·  hash_PNE #1
10. The PN GW relays the Authentication responses to the CPNS Server.

The Authentication response contains;
· hash_PNE #1 and hash_PNE #2
11. Upon receiving the Authentication responses, the CPNS Server authenticates PNE#1 and PNE#2 by verifying hash_PNE#1 and hash_PNE#2, respectively. The CPNS Server registers the PN with PN Inventory, when at least one of the PNEs is authenticated. 

12. CPNS Server calculates session key and hash value for authentication for each PNE (hereinafter hash_server_PNE#1 and hash_server_PNE#2). 
Session keys are calculated in the same way as in the step 8 and 9  (Thus, the same session key, SK_PNE#1 and SK_PNE#2 are calculated, if CPNS Server and PNE have the same EUKey). 
hash_server_PNE#1 and hash_server_PNE#2 are also calculated in the similar way as in the step 8 and 9, but additionally use another value,  hash_PNE#1 for hash_server_PNE#1 and hash_PNE#2 for hash_server_PNE2, respectively.    
Then, CPNS Server sends PN Registration Response message to PN GW.

The PN Registration Response message contains;

· hash_server_PNE #1 and hash_server_PNE #2
13. PN GW stores the PN Inventory locally.
14. PN GW sends PN Setup Response message to PNE #2.

The PN Setup Response message contains;
· PN Inventory
· hash_server_PNE#2
Upon receiving PN Setup Response message, PNE#2 authenticates CPNS Server by verifying hash_server_PNE#2.
15. The PN GW sends the PN Establishment Notify to the PNE #1. 
The PN Setup Notify message contains; 
· PN Inventory
· hash_server_PNE#1
Upon receiving PN Setup Response message, PNE#1 authenticates CPNS Server by verifying hash_server_PNE#1
Editor’s note: 
whether PN GW sends all or part of PN inventory to PNE will be decided after deciding contents of PN Inventory

5.2.1.2 PN GW initiated

This flow shows the PN GW initiated procedure of PN Establishment, in case PN GW establishes a PN with one PNE or multiple PNEs. In the flow, it is assumed that PNE #1, #2 and PN GW among themselves have physical pairing with PAN technologies. 
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Figure 2: PN GW initiated PN Establishment

0. Before PN Establishment, PNEs and PN GW perform CPNS Entity Discovery as described in X.y
1. The PN GW sends a PN Setup Request message to PNE #2.

2. The PN GW sends a PN Setup Request message to PNE #1.

3. Upon receiving the PN Setup Reqeust message from the PN GW, the PNE #2 sends PN Setup  Response message to confirm whether it participates in the PN or not. 

The PN Setup  Response message contains;

· Device Capabilities of device the PNE belonging to
· Optionally, Contents information which the device has
· PNE ID
· Random number created by PNE#2 (hereinafter, rand_PNE#2) to be used for mutual authentication between PNE#2 and CPNS Server
· Indication to request LocalEUKey assignment if the following conditions are true:
i. PNE#2 has enough UI
ii. PAN between PNE#2 and PN GW does not provide sufficient security mechanism to protect authenticity, confidentiality and integrity of CPNS message,
4. Upon receiving the PN Setup Request message from the PN GW, the PNE #1 sends PN Setup  Response message to confirm whether it participates in the PN or not. 

The PN Setup Response message contains;

· Capability information of device which PNE is deployed

· Optionally, Contents information which the device has

· PNE ID
· Random number created by PNE#1 (hereinafter, rand_PNE#1) to be used for mutual authentication between PNE#1 and CPNS Server
· Indication to request LocalEUKey assignment if the following conditions are true:
i. PNE#1 has enough UI
ii. PAN between PNE#1 and PN GW does not provide sufficient security mechanism to protect authenticity, confidentiality and integrity of CPNS message
5. When receiving a PN Setup Response message with the confirmation of participation in the PN, the PN GW creates the information for PN Inventory for the corresponding Personal Network, creates and maintains the routing table for the routing of inside the Personal Network.

The PN GW sends PN Registration Request message to CPNS Server. 

The PN Registration Request message contains;

· PN WG Info.
C. Capability information of device which PN GW is deployed
D. Subscription information
· PNE Info.
D. Capability information of device which PNE is deployed

E. Optionally Contents which the device has
F. Optionally, PNE ID which is embedded in factory or the user creates
· PN ID
· rand_PNE#1 and rand_PNE#2
6. The CPNS Server creates two LocalEUKeys to be shared between PNE#1 and PN GW (hereinafter, LocalEUKey_PNE#1), and between PNE#2 and PN GW (hereinafter, LocalEUKey_PNE#2). For each LocalEUKey, two copies are created, one for PNE and the other for PN GW, and each copy is encrypted by PNE’s EUKey and PN GW’s EUKey. 
Then, the CPNS Server sends Authentication request for the PNEs to the PN GW.
The Authentication request contains;

· Random number created by CPNS Server (hereinafter, rand_server) to be used for mutual authentication between CPNS Server and PNE#1 and PNE#2 
· Encrypted LocalEUKey_PNE#1 and encrypted LocalEUKey_PNE#2 (two encrypted copies for each LocalEUKey, one encrypted by PNE’s EUKey and the other encrypted by PN GW’s EUKey)
· PN ID
7. Upon receiving Authentication request, PN GW decrypts LocalEUKey_PNE#1 and LocalEUKey_PNE#2 by its own EUKey, and stores the LocalEUKey_PNE#1 and LocalEUKey_PNE#2. Then, the PN GW relays the Authentication request to the PNE #2 based on routing table identified with PN ID.

The Authentication request contains;

· Encrypted LocalEUKey_PNE#2 (copy of LocalEUKey_PNE#2 encrypted by PNE#2’s EUKey)
· rand_server

Upon receiving Authentication request, PNE#2 decrypts LocalEUKey_PNE#2 and stores the LocalEUKey_PNE#2. 
Then, if PAN between PNE#2 and PN GW does not provide sufficient security mechanism to protect authenticity, confidentiality and integrity of CPNS message,PNE#2 and PN GW perform mutual authentication and session key sharing by using LocalEUKey_PNE#2 in the same way as described in 6.x “PN GW Authentication”


8. The PN GW also relays the Authentication request to the PNE #1 based on routing table identified with PN ID.

The Authentication request contains;

· Encrypted LocalEUKey_PNE#1 (copy of LocalEUKey_PNE#1 encrypted by PNE#1’s EUKey)
· rand_server
Upon receiving Authentication request, PNE#1 decrypts LocalEUKey_PNE#1 and stores the LocalEUKey_PNE#1. 
Then, if PAN between PNE#1 and PN GW does not provide sufficient security mechanism to protect authenticity, confidentiality and integrity of CPNS message,PNE#1 and PN GW perform mutual authentication and session key sharing by using LocalEUKey_PNE#1 in the same way as described in 6.x “PN GW Authentication”

9. The PNE#2 calculates hash value for authentication (hereinafter, hash_PNE#2) and session key to be shared with CPNS Server (hereinafter, SK_PNE#2). SK_PNE#2 is calculated from rand_PNE#2, rand_server and EUKey of PNE#2. hash_PNE#2 is calculated from rand_PNE#2, rand_server, EUKey of PNE#2 and SK_PNE#2.  Then, the PNE #2 sends the Authentication response to the PN GW.

The Authentication response contains;

· hash_PNE #2
10. The PNE#1 calculates hash value for authentication (hereinafter, hash_PNE#1) and session key to be shared with CPNS Server (hereinafter, SK_PNE#1). The calculation is performed in the same way as in the above step. Then the PNE #1 sends the Authentication response to the PN GW.

The Authentication response contains;

· hash_PNE #1
11. The PN GW relays the Authentication responses to the CPNS Server.

The Authentication response contains;

· hash_PNE #1 and hash_PNE #2
12. Upon receiving the Authentication responses, the CPNS Server authenticates PNE#1 and PNE#2 by verifying hash_PNE#1 and hash_PNE#2, respectively. The CPNS Server registers the PN with PN Inventory, when at least one of the PNEs is authenticated. 

13. The CPNS Server calculates session key and hash value for authentication for each PNE (hereinafter hash_server_PNE#1 and hash_server_PNE#2). 
Session keys are calculated in the same way as in the step 8 and 9  (Thus, the same session key, SK_PNE#1 and SK_PNE#2 are calculated, if CPNS Server and PNE have the same EUKey). 
hash_server_PNE#1 and hash_server_PNE#2 are also calculated in the similar way as in the step 8 and 9, but additionally use another value,  hash_PNE#1 for hash_server_PNE#1 and hash_PNE#2 for hash_server_PNE2, respectively. 
Then, CPNS Server sends PN Registration response to the PN GW.
The PN Registration Response message contains;

· hash_server_PNE #1 and hash_server_PNE #2
14. The PN GW stores the PN Inventory locally.
15. The PN GW sends PN Establishment Notify message to PNE #2. 

The PN Notify message contains;

· PN Inventory
· hash_server_PNE#2
Upon receiving PN Setup Response message, PNE#2 authenticates CPNS Server by verifying hash_server_PNE#2.
16. The PN GW sends PN Establishment Notify message to PNE #1. 

The PN Notify message contains;

· PN Inventory
· hash_server_PNE#1
Upon receiving PN Setup Response message, PNE#1 authenticates CPNS Server by verifying hash_server_PNE#1






�Similar changes in the previous section are applied in this section.
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