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1 Reason for Change

Protocol related solution proposal to TS. 

For background information, please look at following docs. 

· OMA-CD-CPNS-2010-0369-INP_CPNS_Protocol_comparison
· OMA-CD-CPNS-2010-0296R01-CR_CPNS_message_common
· OMA-CD-CPNS-2010-0173R01-INP_CPNS_protocol
· OMA-CD-CPNS-2009-0105R01-INP_PUCC_CPNS_Function_Mapping
· OMA-CD-CPNS-2009-0030-INP_Overlay_Discussion
Proposed protocol stack image (Refer OMA-CD-CPNS-2010-0296). 
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Proposed CPNS protocol structure (Refer OMA-CD-CPNS-2010-0296).
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Deployment image (Refer OMA-CD-CPNS-2009-0030).
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R01 replaces original CR before presentation. 
2 Impact on Backward Compatibility

none
3 Impact on Other Specifications

none
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

 Review and approve the proposed change in this CR for incorporation into the CPNS TS.
6 Detailed Change Proposal

Change 1:  CPNS transport protocol 
9. CPNS Transport Protocol
(Informative)



9.1 XML based overlay network protocol

9.1.1 Overview

In convergence of PAN and WAN, CPNS Enabler will be most effective for the service such as health care and consumer electronic convergence in which various digital equipments are connected together using various communication protocol. In that sense, the key success for CPNS Enabler is the applicability to various underlying networks. 

The section focuses on XML based overlay network protocol and refers to PUCC technical specifications i.e., [PUCC-ARCH] and [PUCC-BASIC] for the implementation practice description.
For the purpose of XML based overlay network protocol description, the section is consisted of following subsections. 
· CPNS message routing mechanism 

· CPNS message common entry
· Transport protocol binding
The basis of XML based overlay protocol is agnostic to underlying protocol such as HTTP, TCP, UDP, SIP, etc; therefore in the following subsections applicability of specific CPNS interface to transport protocol is not specified.  

Followings are the principles of XML based overlay protocol. 
· Communication protocol which uses XML for description of message format and rules. 

· The transport protocol to transport CPNS message, packaged in XML document format
· The message receiver extracts the method and its parameter from XML document and executes function accordingly.

· Then the receiver may return another XML document to the message sender. 

Following shows CPNS XML based overlay protocol layer. 
The key for easy XML based overlay protocol implementation is well defined XML structure and flexible enough for future extension. Putting all information element but with different purpose together on the same level of XML tree leads to confusing protocol specification and difficult to implement/extend for future use. 
Upon the underlying network protocol, the CPNS common is the logical layer for those common elements found in CPNS messages. And upon CPNS common various CPNS messages provide the functions of CPNS Enabler. 
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Figure x1: CPNS XML based protocol layer
9.1.2 CPNS message routing mechanism

This section describes overview of CPNS message routing mechanism. Following model is used for documentation purpose in further description. 
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Figure x2: CPNS topology model
Followings are the basic principles of CPNS message routing mechanism

· The CPNS Server and PN GW store two types of topology information in the form of PN Inventory and SG Inventory. The format of each inventory can be found in Section 5. 

· PN GW and CPNS Server collect inventory information via PN Management procedure and SG Management procedure. 

· Each CPNS Entity stores transport binding table that the format and resolution mechanism is implementation matter. Following shows the implementation practice.  

· CPNS device (i.e., PNE and PN GW) exchanges its transport resource information  (e.g., transport layer address, transport layer protocol such as TCP, HTTP and SMS and address type such as IPv4, IPv6, and Bluetooth) via CPNS Entity Discovery to build transport binding table (See Table x1). 
· CPNS messages are routed by utilizing inventory information (i.e., PN Inventory and SG Inventory) and transport binding table. 

For the purpose of CPNS message routing mechanism description, the section is consisted of following subsections.

· CPNS Entity Discovery
· CPNS PN Establishment & Registration
· Service Publication & Discovery
· Service Discovery
· Service/Content Delivery
· Usage Statistics Collection & Reporting
· Service Group Management
9.1.2.1 CPNS Entity Discovery

CPNS device exchanges own transport layer resource through CPNS Entity Discovery on physical pairing path. For instance, PNE#1 and PN GW#1 exchange such information through CPNS Entity Discovery. 

NOTE: At the step of CPNS Entity Discovery each entity does not have resource knowledge of each such as who is PNE and who is PN GW, but for the documentation purpose the CPNS Entity name is used.
NOTE:  For simplicity all other information description defined in normative section is not described here. 

Following shows the example of resource information from PNE#1.
	<OwnEntityID>PNE#1</OwnEntityID>
<ConnectionCapability>10</ConnectionCapability> # the max number of connections. An entity can specify number of connection using this element. 

<TransportAddress protocol="TCP" type="IPv4">192.168.64.1</TransportAddress>


Following shows the example of resource information in response from PN GW#1.
	<OwnEntityID>PN GW#1</OwnEntityID>
<ConnectionCapability>10</ConnectionCapability> # the max number of connections. An entity can specify number of connection using this element. 

<TransportAddress protocol="TCP" type="IPv4">192.168.64.128</TransportAddress>


Through the procedure (e.g., CPNS Entity Discovery), PNE#1 and PN GW#1 build the transport binding table. 
Following shows the PNE#1 transport binding table as an example. 

	Entity ID
	Protocol Type
	Address Type
	Address

	PN GW#1
	TCP
	IPv4
	192.168.64.128

	
	
	
	


Table x1: Transport binding table in PNE#1

· Entity ID is the CPNS Entity ID 

· Protocol Type is the type of underlying network protocol e.g., TCP, UDP, HTTP, SIP, Bluetooth, etc

· Address Type is the type of address e.g., IPv4, URL (for HTTP), Bluetooth, and so on
· Address is the transport layer address and can be IP or non IP (e.g., Bluetooth address)
9.1.2.2 CPNS PN Establishment & Registration

CPNS PN Establishment & Registration consist of several CPNS messages. For simplicity PNE initiated procedure is used. 

Through CPNS Entity Discovery, each entity share transport layer resources and already build transport binding table for CPNS message routing. 

In accordance of the transport binding table, PNE#1 sends PN setup to PN GW#1. In case PN GW has other physical pairing with e.g., PNE#2. PN GW#1 sends PN setup notify message to PNE#2 and receive the response accordingly defined in normative section. 

Upon receiving the PN setup notify response, PN GW#2 sends PN registration request with PN Inventory to the CPNS Server under the assumption that the transport address of CPNS Server is pre-configured to PN GW#2 or known to PN GW#2 by using other mean of address resolution.

The CPNS Server sends back the PN registration response to PN GW#2. Querying CPNS Entity ID in PN Inventory and transport binding table, the PN GW#2 sends the response back to appropriate PNE(s).

9.1.2.3 Service Publication & Discovery

Service Publication & Discovery consists of two sub functions i.e., Service Publication and Service Discovery. 

9.1.2.3.1 Service Publication

For Service Publication routing description, the section consider PNE#7 as application hosting device. The PN management for the PNE where PNE#7 resides in is already performed, which means all transport resource information are exchanged and PN GW has both PN Inventory and transport binding table for all PNE(s) reside in the PN.

The PNE#7 in accordance of transport binding table publishes service description to the CPNS Server via PN GW#3. In case the TraceRoute common message element is set, the PN GW#3 records own CPNS Entity ID in the message in the publication request message. Upon receiving the service description and successfully registering the service description, the CPNS Server sends back the response message through the route path (i.e., Route entry of TraceRoute) in reverse order. Upon receiving the response message, the PN GW#3 queries the transport binding table to resolve the transport address and send back the response message to PNE#7. 

9.1.2.3.2  Service Discovery

Service Discovery consists of two CPNS messages i.e., Service Discovery and Service description advertisement. For simplicity, this section only describes Service Discovery. 

Let’s say PNE#2 is the consumer PNE and looking for lighting service which is to turn on and off the remotely located light. 

The PNE#2 sends Service Discovery request to PN GW#1 in accordance of transport binding table. The PN GW#1 sends the message to the CPNS Server. In case the TraceRoute common message element is set, the PN GW#1 records own CPNS Entity ID in the message in the Service Discovery request message. Upon receiving the message and successfully found the matched CPNS metadata, the CPNS Server sends back the response message through the route path (i.e., Route entry of TraceRoute) in reverse order. Upon receiving the response message, the PN GW#1 queries the transport binding to resolve the transport address and send back the response message to PNE#2.
9.1.2.4 Service/Content Delivery

Service/Content Delivery facilitate data delivery, which means the function controls the control message for the data delivery.
This section describes service invocation message routing. 

PNE#2 knows the CPNS Entity ID hosting the lighting service by Service Discovery.  The PNE#2 assembles the service invocation message and set destination ID as PNE#7 and sends the message to PN GW#1 in accordance of transport binding table. 
Upon receiving the message, PN GW has two route paths to the destination. One is via CPNS Server and another is on CPNS-3 interface. 

When sending the message via CPNS Server, the PN GW#1 relays the message to the CPNS Server. Upon receiving the message, the CPNS Server resolve the responsible PN GW for the PNE#7 and sends the message to appropriate PN GW i.e., PN GW#3 and the PN GW#3 sends the message to PNE#7. In case the TraceRoute common message element is set, intermediate CPNS Entity records own CPNS Entity ID to the message. The PNE#7 sends back the response message through the route path (i.e., Route entry of TraceRoute) in reverse order. At each CPNS entity send the message in accordance of transport binding table. 
When sending the message via CPNS-3, the PN GW#1 request for routing information to PNE#7 to the CPNS Server. The CPNS Server returns route path information i.e., PN GW#3 and to PNE #7 with transport resource information (e.g., address). Upon receiving such routing information, the PN GW#1 sends invocation message to PN GW#3. Upon receiving the message, in accordance of transport binding table, the PN GW#3 sends the message to PNE#7. In case the TraceRoute common message element is set, intermediate CPNS Entity records own CPNS Entity ID to the message. The PNE#7 sends back the response message through the route path (i.e., Route entry of TraceRoute) in reverse order. At each CPNS entity send the message in accordance of transport binding table.
9.1.2.5 Usage Statistics Collection & Reporting

The PNE#1 sends stat report to the PN GW#2 in accordance of transport binding table and PN GW#2 relays the report to the CPNS message. In case the TraceRoute common message element is set, the PN GW#1 records own CPNS Entity ID in the message in the message. The CPNS Server sends back the response message through the route path (i.e., Route entry of TraceRoute) in reverse order.
9.1.2.6 Service Group Management

The Service Group Management consists of several messages for management of Service Group. The same scheme is applied to the Service Group Management messages routing. 
As for management of service itself, when the Service Group ID is designated in Service Invocation message, then the content is distributed among PNEs in the Service Group and the data routing schema is out of scope of CPNS Enabler. 

9.1.3 CPNS message common entry

The description can be found in Section X. 

Editor’s note:
This section may require further update based on discussion about common message syntax i.e., CR296. 

9.1.4 Transport protocol binding

For CPNSv1.0 transport protocol binding specification is informative. This section covers following transport protocol binding description as deployment practice. 
NOTE: Binding scheme for other protocol binding such as UDP and other can be found in [PUCC-BASIC]. 
· TCP binding

· Bluetooth binding

· HTTP binding

9.1.4.1 TCP binding

Editor’s note:
TBD 
9.1.4.2 Bluetooth binding

This section describes Bluetooth binding specification. 
The Logical Link Control and Adaptation Layer Protocol (L2CAP) is used for CPNS message delivery. 
Following shows the L2CAP packet structure encapsulating CPNS messages. In the Data part of the packet CPNS messages related information are contained. In Sub-Options, the Header part contains necessary info-set (i.e, Frame Type and Connection Type) for the frame and messages part contain CPNS messages with necessary info-set (i.e., Value type and Value length).
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9.1.4.3 Bluetooth binding format

Following shows the basic encapsulation format of CPNS XML based overlay protocol. All CPNS messages are encapsulated in following frame. 

	Part
	Format

	Header
	· T as in Frame Type : 1 bit (tbd)
· Set to 1

· C as in Connection Type : 1 bit

· Connection type indicates connection type and when the value is set to 0 the transport connection should not be terminated after the frame. When the value is set to 1 the transport connection should be terminated after the frame.
· Rev as in Reserved : 6 bit

	Sub-Options
	· Sub-Options part consisted of Type, Length, and Value. 

· Type define value type: 1 byte

· 0x01 : Indicate the value is CPNS message

· 0x02: Indicate the value is Source Entity ID

· 0x03: Indicate the value is Destination Entity ID

· Length define value length: 2 bytes

· Value is the CPNS message


9.1.4.4 HTTP binding

This section describes HTTP binding specification. 

For HTTP binding, since HTTP is the client-server model based protocol, a CPNS entity needs to act as HTTP client and another as HTTP server in dialog. Given that, two deployment scenarios can be considered. One is when a CPNS entity supports both HTTP client and HTTP server role and another case is when a CPNS Entity only supports either HTTP client or HTTP server. 
The URL format is used for the transport layer address of the HTTP binding. The URL of the HTTP server role is somehow known to the CPNS Entity (i.e., PN GW) acting as HTTP client role in advance.
9.1.4.4.1 Case1: A CPNS Entity has both HTTP server and client capability
Since a CPNS Entity is equipped with both HTTP server and client role, CPNS message is exchanged asynchronously over independent HTTP session per CPNS message delivery direction. 

Following figure shows the example of CPNS Entity#1 sends a CPNS request message (indicated by message type) to CPNS Entity#2. 
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Figure x3: CPNS Entity#1 sending CPNS message to CPNS Entity#2
Following figure shows the example of CPNS Entity#2 sends a CPNS response message (indicated by message type) to CPNS Entity#1. It may be the CPNS response message to the CPNS request message in Figure x3. 
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Figure x4: CPNS Entity#2 sending CPNS message to CPNS Entity#1
When message type indicates the message is “advertise”, then HTTP client of responsible CPNS Entity sends the adverse type CPNS message over HTTP POST request and receive HTTP POST response with ACKFRM but no CPNS response message. 
For all message type “request”, “response”, and “advertise”, the HTTP POST request is used for CPNS message transmission as shown in Figure x3 and x4. As alternative, the CPNS message (e.g., CPNS response message) can be conveyed over HTTP POST response but not shown here but can be found in detail in PUCC technical specification [PUCC-BASIC].
Following table shows the binding of HTTP Method (See RFC2616) and CPNS message request/response.
	MsgType of CPNS message
	Direction of CPNS message
	HTTP message

	Request
	Send
	POST request

	
	Receive
	POST request

	Response
	Send
	POST request or POST response

	
	Receive
	POST response or POST response

	Advertise
	Send
	POST request

	
	Receive
	POST request


Table x: CPNS message type and HTTP method association in case 1
9.1.4.4.2 Case2: A CPNS Entity has either HTTP server or client capability
The consideration with this case is that because HTTP based message can’t be pushed from the HTTP server role to the HTTP client role, when CPNS Entity (e.g., CPNS Server) with HTTP server role needs to send a message with MsgType “Request” or “Advertise”, polling shall be performed periodically from the CPNS Entity (e.g., PN GW) to the CPNS Entity with HTTP server role. 

Following figure shows the example of CPNS Entity#1 and CPNS Entity#2 exchange CPNS request & response message over on HTTP dialog. The HTTP POST request is used for CPNS request message delivery and HTTP OST response for delivery of CPNS response message. 
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Figure x5: CPNS Entity#1 and CPNS Entity#2 exchange CPNS request & response message
Following figure shows the example of CPNS Entity#2 with HTTP Server role advertises CPNS message to CPNS Entity#1. For CPNS Entity with HTTP server role to advertise message, the CPNS Entity with HTTP client role needs to indicate the poling is set in the body of HTTP POST request beforehand. With the polling and when CPNS Entity with HTTP server role sends the message, the HTTP POST response is used for the CPNS message delivery. Polling specific description (e.g., cycle/polling duration value) is out of scope.
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Figure x6: CPNS Entity#2 advertises CPNS message to CPNS Entity#1
Following table shows the HTTP Method (See RFC2616) associated with CPNS message request and response.

	MsgType of CPNS message
	Direction of CPNS message
	HTTP message

	Request
	Send
	POST request

	
	Receive
	POST response 

NOTE: With polling

	Response
	Send
	POST request

	
	Receive
	POST response 

NOTE: With polling or not

	Advertise
	Send
	POST request

	
	Receive
	POST response 

NOTE: With polling


Table x: CPNS message type and HTTP method association in case 2
NOTE: The HTTP POST response in above specification only corresponds to the status code of 200 OK and the behaviour of case with other status code is not specified. 

9.1.4.4.3 HTTP binding format

Following shows the basic encapsulation format of CPNS XML based overlay protocol with regard to above example. All CPNS messages are encapsulated in following frame. More information about encapsulation scheme can be found in PUCC technical specification [PUCC-BASIC].
	Part
	Format

	Header
	· CPNSFRM <Connection type> <Frame number> <Size> <Destination CPNS Entity ID> <Source CPNS Entity ID>

· The header for CPNS message delivery

· Connection type indicates connection type and when the value is set to 0 the transport connection should not be terminated after the frame. When the value is set to 1 the transport connection should be terminated after the frame and for HTTP the value is 1. 
· Frame number is sequential number used to distinguish frames. 
· Size is to designate size of payload in the octet number. 
· Destination CPNS Entity ID is the identifier which identifies the destination Entity.
· Source CPNS Entity ID is identifier which identifies the source Entity.
· ACKFRM

· The header for HTTP POST response with no CPNS message in payload
· POLFRM

· The header for polling as in HTTP POST request

· NOMSGFRM

· The header for polling response indicating no message

	Payload
	· For the case of header is CPNSFRM contains CPNS messages.
· For the case of header is ACKFRM contains no content and should not be used. 
· For the case of header is POLFRM contains no content and should not be used. 

· For the case of header is NOMSGFRM contains no content and should not be used.

	Trailer
	FRMEND


Table x: Frame format for HTTP
Following shows the example syntax of frame. The header is CPNSFRM which indicate that the frame contains CPNS messages. The Connection Type indicates the transport protocol connection should be terminated after the frame. The Frame number indicates the 1st frame. As indicated by Destination CPNS Entity ID and Source CPNS Entity ID the message the direction of the message is from CPNS Entity#1 to CPNS Entity#2. 
	CPNSFRM 1 1  n CPNS Entity#1 CPNS Entity #2
<CPNS messages/>

FRMEND


Change 2:  Informative reference
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