Doc# OMA-CD-CPNS-2011-0010-CRR01_Key_Assignment_between_PNE_and_PNGW
Change Request

Doc# OMA-CD-CPNS-2011-0010R01-CR_Key_Assignment_between_PNE_and_PNGW
Change Request


Change Request

	Title:
	Key Assignment between PNE and PN GW
	 FORMCHECKBOX 
 Public       FORMCHECKBOX 
 OMA Confidential

	To:
	CD CPNS

	Doc to Change:
	OMA-TS-CPNS_Core-V1_0-20101227-D

	Submission Date:
	06th, Jan. 2011

	Classification:
	 FORMCHECKBOX 
 0: New Functionality
 FORMCHECKBOX 
 1: Major Change
 FORMCHECKBOX 
 2: Bug Fix
 FORMCHECKBOX 
 3: Editorial

	Source:
	Seokhoon Choi, Samsung, seokhoon426.choi@samsung.com
Sungjin Park, Samsung, sungjin43.park@samsung.com

	Replaces:
	n/a


1 Reason for Change

There was a general review and discussion about the need of additional security mechanisms between PNE and PN GW which are not relying on underlying network’s security mechanism. However, the group failed to reach a consensus on how to ensure the security between PNE and PN GW.
There are following issues with current section 6.2.2 :
1. If the underlying network does not provide the enough security mechanism as stated in the INP 383, PNE and PN GW can not perform the mutual authentication & key exchange using the existing PAN technologies (e.g. 3GPP GBA) as stated in the section 6.2.2 of CPNS TS, because there are no secure channels pre-established to exchange such information (i.e. EUKey).
2. If the CPNS Server verification is succeeds in the step 10 of section 6.2.2, this implies that the PNE is verified and the latter steps won’t work right. Because PNE is already verified with Hashed PW and it seems the role of Hashed PW is duplicated with the EUKey and therefore the CPNS Server doesn’t need to generate and provide EUKey for the PNE authentication purpose additionally.
3. The PNE secure storage can not be guaranteed, while PNGW and CPNS Server can ensure the secure storage via USM and 3GPPGBA.
To resolve the above issues, this CR proposes the security mechanism to ensure the security between PNE and PN GW in the case of underlying network does not provide the enough security mechanism.
R01 is provided based on comments received during the F2F meeting in Japan.
2 Impact on Backward Compatibility

None
3 Impact on Other Specifications

None
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Review and approve the proposed change in this CR for incorporation into the CPNS TS.
6 Detailed Change Proposal
Change 1:  Section 6.2.3 Key Assignment for PNE without UI capabilities
6.2.2
Key Assignment for PNE without UI capabilities
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Figure X. Key Assignment for PNE without UI capabilities
In the description below, PNGW and PNE are owned by the same CPNS User and the underlying network between the PNGW and PNE does not provide the sufficient security mechanism. In addition, PNE has secret passphrase, “Temporary Key”, which is preconfigured by manufacturer. Temporary Key is stored inside of PNE.
0. Before Key Assignment for PNE without UI, a CPNS Server and a PNGW perform the mutual authentication & key exchange using the existing mechanism (e.g., 3GPP GBA). 
1. The PN GW sends the Key Assignment Request message to the CPNS Server. The message includes the CPNS User ID and PNE Entity ID.  In addition, to enable CPNS Server to verify CPNS User ID in the message, the message includes hashed user password.
2. Upon receiving the Key Assignment Request message, the CPNS Server authenticates CPNS User of PNE by verifying hashed user password. .
3. The CPNS Server generates and stores a set of PNE’s EUKeys together with CPNS User ID and PNE Entity ID to secure storage.
4. The CPNS Server receives the Temporary Key corresponding to the received Entity ID.
5. The CPNS Server sends the Key Assignment Response message to the PN GW. The message includes the Temporary Key and a set of PNE’s EUKeys. Upon receiving the Key Assignment Response message, the PN GW stores the received Temporary Key and a set of PNE’s EUKeys in the secure storage in the PN GW.
6. The PN GW sends Key Assignment Response message to the PNE. The message includes PNE’s EUKey encrypted by PNE’s Temporary Key.
7. Upon receiving the Key Assignment Response message, the PNE decrypts the PNE’s EUKey with the Temporary Key and stores the PNE’s EUKey securely.
Change 2:  Section 7.4.2 Key Assignment for PNE without UI capabilities

7.4.2
Key Assignment for PNE without UI capabilities
PNE has secret passphrase, “Temporary Key”, which is preconfigured by manufacturer. Temporary Key is stored inside of the PNE.
An Entity User Key for PNE is securely delivered from a CPNS Server to a PNE as illustrated in Figure X of section 6.x.x. 
Before starting the Key Assignment procedure for PNE without enough UI, a CPNS Server and a PNGW SHALL perform the mutual authentication & key exchange using the existing mechanism (e.g., 3GPP GBA). After the step, the PSK1 is shared between the CPNS Server and the PN GW.
7.4.2.5 Key Assignment

7.4.2.5.1 Key Assignment Request
Before sending the Key Assignment Request message to the CPNS Server, the PN GW SHALL perform the following procedure:

1. Receive the PNE Entity ID, CPNS User ID and User Password from the User.
2. Generate and store a RANDPNGW. RANDPNGW is a random number generated by the PNGW.
3. Generate hash value for user authentication data. Hash ( AuthData ) where AuthData = Hash( Password ) | RANDPNGW | Time 
4. Generate the Key Assignment Request message. The message SHALL contain the PNE Entity ID, CPNS User ID, RANDPNGW, Time and the user authentication data..
After the above procedure, the PN GW SHALL send Key Assignment Request message to the CPNS Server
7.4.2.5.1 Key Assignment Response
Upon receiving the Key Assignment Request message, the CPNS Server SHALL perform the following procedure:

1. Generate hash value for user authentication. Hash ( AuthData ) where AuthData = Hash( Password ) | RANDPNGW | Time
2. Verify the received user authentication data using the CPNS Server generated hash value for user authentication (i.e., hash value generated in step1). If the verification fails, send the Key Assignment Response message to the PN GW with fail status code.
3. Generate and store a RANDSVR.RANDSVR is a random number generated by the CPNS Server
4. Generate Seed value for generating PNE hash chains where [SeedPNE=Hash(RANDPNGW | RANDSVR)].
EUKeyn=H(SeedPNE)
EUKeyn-1=H(EUKeyn)
EUKeyn-2=H(EUKeyn-1)
……
EUKey2=H(EUKey3)
EUKey1=H(EUKey2)
5. Store it with PNE Entity ID and CPNS User ID.
6. Find the Temporary Key, TKPNE, corresponding to the Entity ID. 

Note: Temporary Key can be obtained from the PNE Manufacturer. How to acquire the temporary key corresponding to the Entity ID is out of scope of CPNS specification

7. Generate the Key Assignment Response message. The message SHALL contain the Status, [EUKeyPNE] and Temporary Key. 
After the above procedure, the CPNS Server SHALL send Key Assignment Response message to the PN GW.
Upon receiving the Key Assignment Response message from the CPNS Server, the PN GW SHALL perform the following procedure:
1. The PN GW SHALL store the Temporary Key and [EUKeyPNE].
2. The PN GW SHALL select the EUKey  among [EUKeyPNE].
3. Generate the Key Assignment Response message. The message SHALL contain the EUKey that is encrypted with the Temporary Key.
Upon receiving the Key Assignment Response message and the Status is Success, the PNE SHALL perform the following procedure:
1. Decrypt the PNE’s EUKey with the Temporary Key and stores PNE’s EUKey. 
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