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1 Reason for Change

This CR proposes the mutual authentication mechanism for the PNE and the CPNS Server in the case of underlying network does not provide the enough security mechanism.
.
2 Impact on Backward Compatibility

None
3 Impact on Other Specifications

None
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Review and approve the proposed change in this CR for incorporation into the CPNS TS.
6 Detailed Change Proposal
Change 1:  Adding New Section 7.5 Mutual Authentication
7.5 Mutual Authentication
7.5.1    PNE
Upon receiving the AUTHENTICATE Request from the PNGW, the PNE
1. SHALL check the AN, where AN=? Hash(RANDSVR, TKPNE)
2. SHALL encrypt EUKey1 with TKPNE
3. SHALL update and store the Temporary Key with TKPNE`, where TKPNE,` = Hash(TKPNE,)
4. SHALL update the EUKey1 with EUKey2
5. SHALL include encrypted EUKey1 to the AUTHENTICATE Response.
Upon receiving the PN Setup Response from the PNGW, PNE

1. SHALL generate public Session Key SK, where SK = KEY_DERIVATION(EUKey1).

7.5.2    PN GW

Upon receiving the AUTHENTICATE Request from the CPNS Server, the PN GW
1. SHALL select EUKey2 among [EUKeyPNE].
2. SHALL encrypt and include EUKey2 with Temporary Key in the AUTHENTICATE Request.
3. SHALL update and store the Temporal Key with TKPNE`, where TKPNE,` = Hash(TKPNE,).
4. SHALL send the AUTHENTICATE Request to the PNE(s) based on routing table identified with PN ID.
Upon receiving the AUTHENTICATE Response from the PNE, the PN GW SHALL relay the AUTHENTICATE Response to the CPNS Server.

Upon receiving the PN Setup Response from the CPNS Server, PN GW SHALL relay the PN Setup Response to the PNE.

7.5.3    CPNS Server

Upon receiving the PN Setup Request from the PNGW, the CPNS Server SHALL generate the AUTHENTICATE Request according to the format of CPNS Message in section 8. The CPNS Server

1. SHALL include RANDSVR .
2. SHALL generate and include AN , where AN = Hash (RANDSVR || TKPNE).
3. SHALL include PN ID.

4. SHALL send the AUTHENTICATE Request to the PN GW.

Upon receiving the AUTHENTICATE Response from the PN GW, the CPNS Server 

1. SHALL decrypt and check the EUKey1.
EUKey1 = D_ TKPNE(E_TKPNE(EUKey1).
2. SHALL update and store the Temporal Key with TKPNE`, where TKPNE,` = Hash(TKPNE,).
3. SHALL send PN Setup Response to the PNGW.
4. SHALL generate public Session Key SK, where SK = KEY_DERIVATION(EUKey1).

5. SHALL generate and send the PN Setup Response to the PNGW.
6. SHALL generate public Session Key SK, where SK = KEY_DERIVATION(EUKey1).
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