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1 Reason for Change

This CR proposes the description on detailed technical description on PN GW operation during PN establishment. 
This CR tries to follow the style of description in 2010-381R02 PN Management and CR 280R01 CPNS Metadata. 
As KDDI suggested, this CR removes the authentication related texts and adds reference.
2 Impact on Backward Compatibility

None
3 Impact on Other Specifications

None
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Review and approve the proposed change in this CR for incorporation into the CPNS TS.
6 Detailed Change Proposal

Change 1:  Section 7.4.1 PN Establishment
7.6.1       PN Establishment
7.6.1.2    PN GW

Upon receiving the SETUP Request from the PNE, the PNGW 
1.  SHALL check the type of PN setup in PNSetupType attribute. If the value of PNSetupType is; 
A. 1 for 1-1’ case which enables the PNE to establish a PN with the PN GW only, the PNGW SHALL send the SETUP Request towards the CPNS Server.

B. 2 for ‘All’ case which enables the PNE to establish a PN with all CPNS devices connected to the PN GW, the PNGW SHALL send the SETUP Request towards all the PNEs connected to the PNGW.

C. 3 for ‘Specific’ case which enables the PNE to establish a PN with PNEs to be invited, the PNGW SHALL send the SETUP Request towards the PNE ID(s) to be invited during PN Establishment.
2. SHALL create the PN information for PN Inventory for the corresponding Personal Network.
3. SHALL create and maintains routing table for the routing of inside Personal Network, which is made out of PN Information.
After checking the type of PN setup, if the value of PNSetupType is 2 or 3, the PN GW SHALL generate the SETUP Request according to the format of CPNS Message in section 8. The PN GW
1. SHALL include Message ID in MsgID attribute in order to indentify the transaction.

2. SHALL include the PNE ID, which originates to establish the PN, in OriginEntityID attribute.

3. MAY include PNE ID(s) to be invited to the PN in InvitedPNEID attribute in order to acknowledge which PNE(s) is(are) invited to the PN.

4. SHALL include PNInfo element.

The PNInfo element contains attributes below.

A. PNID attribute SHALL set PN ID.

B. Description attribute MAY include texts which explain the PN.
5. SHALL include PNGWInfo element.

The PNGWInfo element contains attributes below.

A. PNGWID attribute SHALL set the PN GW ID.
B. Name attribute MAY include the nickname of PN GW assigned by CPNS User or device type.
6. SHALL send SETUP Request towards the PNE(s) to be invited.
Upon receiving the SETUP Response from the PNE, the PN GW SHALL check the answer to SETUP Request in ReqAnswer attribute in order to confirm participation in PN. If the value of ReqAnswer is 1, the PN GW SHALL create the information for PN Inventory for the corresponding PN, create and maintain routing table with the derived from PANTech and Address attributes from SETUP Response for the routing of inside PN.

When checking if the value of PNSetupType is 1 after receiving the SETUP Request from the originating PNE or if the value of ReqAnswer is 1 after receiving the SETUP Response from the invited PNE, the PNGW SHALL genenrate SETUP Request message according to the format of CPNS Message in Section 8. The PN GW
1. SHALL include Message ID in MsgID attribute in order to indentify the transaction.

2. SHALL include the PNE ID, which originates to establish the PN, in OriginEntityID attribute.

3. SHALL include PNInfo element.

The PNInfo element contains attributes below. 
A. PNID attribute SHALL set the PN ID, which is created in PN GW..

B. Description attribute SHALL include texts which explain the PN.

C. Disclosure attribute SHALL be included.

i. 1 for preventing PN Information to be delivered, in case Service Discovery is requested after PN setup.

ii. 2 for allowing PN Information to be delivered, in case Service Discovery is requested after PN setup.

iii. 3 for asking confirmation to OwnershipEntity whether or not PN Information is delivered, in case Service Discovery is requested after PN setup. 

D. OwnershipEntity attribute MAY be Entity ID which has authorization to allow PN Information delivery, in case Service Discovery is requested after PN setup. 

E. TempPN attribute MAY be included.

i. True, indicating that broken physical connection releases PN after PN setup. 

ii. False, indicating that PN Information remains in CPNS Server, even if physical connection is broken.

F. Sharing attribute MAY be included.

i. 1 for sharing the PNE Info and PN GW Info with other PNE member(s) of PN

ii. 2 for preventing the PNE Info to be shared with other PNE member(s) of PN, but delivering PN GW Info to PNE member(s) of PN  
4. SHALL include the PNGWInfo element.

The PNGWInfo element contains attributes below.

A. PNGWID attribute SHALL set PN GW ID.

B. Name attribute MAY include the nickname of PN GW assigned by CPNS User or device type. 
5. SHALL include PNEInfo elements which contains all PNE(s) information including DeviceCapa and AppInfo from originating PNE and invited PNE(s). 
6. SHALL send the SETUP Request to the CPNS Server.

Upon receiving the AUTHENTICATE Request from the CPNS Server, the PN GW SHALL relay the AUTHENTICATE request to the PNEs based on routing table identified with PN ID. Upon receiving the AUTHENTICATE Response from the requested PNEs, the PN GW SHALL relay the AUTHENTICATE response to the CPNS Server.

As for the mutual authentication between PNE and CPNS Server, the CPNS Server SHALL follow the procedure as described in section x.y Mutual Authentication.
Upon receiving the SETUP Response from the CPNS Server, the PN GW

1. SHALL store locally the derived PN Information under PNInfo element from the SETUP Response, which is called PN inventory.

2. SHALL send the SETUP Response to the originating PNE. If the value in sharing attribute is,

A. 1 – Shared (Default value), the PN GW SHALL include PN GW Info and PNE Info, which are derived in SETUP Response from the CPNS Server, in the SETUP Response to the originating PNE. 

B. 2 - Protected, the PN GW SHALL include only PN GW Info, which is derived in SETUP Response from the CPNS Server, in the SETUP Response to the originating PNE.
3. SHALL send the PNEstablishmentNotify to the invited PNE(s). If the value in sharing attribute is,
A. 1 – Shared (Default value), the PN GW SHALL include PN GW Info and PNE Info, which are derived in SETUP Response from the CPNS Server, in the PNEestablishmentNotify. 

B. 2 - Protected, the PN GW SHALL include only PN GW Info, which is derived in SETUP Response from the CPNS Server, in the PNEstablishmentNofity.
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