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1 Reason for Change

Provide the resolutions on section 6.3.3.1
· Provide a message format for EUKey Assignment Notification Message
· Add a Temporary Key to the EUKey Assignment Response Message
· Change the cardinality of EUKey
2 Impact on Backward Compatibility

None
3 Impact on Other Specifications

None
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Review and approve the proposed change in this CR for incorporation into the CPNS TS.
6 Detailed Change Proposal
Change 1:  Modify Section 8.3 EUKey Assignment
8.3 EUKey Assignment
This subsection provides format of the messages necessary for EUKey assignment for PNE and PN GW.

	Message
	Implementation
	Direction

	EUKey Assignment Trigger Message
	Mandatory
	PN GW ( PNE

	EUKey Assignment Request Message
	Mandatory
	PNE ( PN GW
PN GW ( CPNS Server

	EUKey Assignment Response Message
	Mandatory
	CPNS Server ( PN GW

PN GW ( PNE

	EUKey Assignment Notification Message
	Mandatory
	PN GW ( PNE


NOTE: EUKey Assignment Trigger Message is mandatory if PNE does not have enough UI capabilities for inserting User ID and Password.
8.3.3 EUKey Assignment Response Message
	Element
	Cardinality
	T
	Data Type
	Description

	EUKey Assignment Response 
	1
	E
	
	Its attributes are:

· MsgID

· Status

	MsgID
	1
	A
	String
	Message ID of the corresponding EUKey Assignment  Request message

	Status
	1
	A
	Integer
	The status of success or fail.

1 – Success

2 – Fail, User authentication fails

3 – Fail, Other reasons

	User ID
	1
	E
	String
	User ID of CPNS User who owns an assignee PNE/PN GW

	Entity ID
	1
	E
	String
	Entity ID of an assignee PNE/PN GW

	ResInfo
	1
	E
	
	EUKey Assignment Response information

Its sub attributes are

· RANDSVR
· EUKey
· Temporary Key

	RANDSVR
	1
	A
	Integer
	RANDSVR is a random number generated by the CPNS Server

	EUKey
	1..n
	A
	String
	Encrypted EUKey that is encrypted by the KEK

	TemporaryKey
	0..1
	A
	String
	Key used for ensuring the security between PNE and PN GW in the case of underlying network does not support sufficient security mechanism.


Table 11 Information elements in EUKey Assignment Response Message
Change 2:  Section 8.3.3 Add new EUKey Assignment Notification Message

8.3.4 EUKey Assignment Notification Message
	Element
	Cardinality
	T
	Data Type
	Description

	EUKey Assignment Notification
	1
	E
	
	Its attributes are:

· MsgID

· Status

	MsgID
	1
	A
	String
	Message ID of the corresponding EUKey Assignment  Notification message

	User ID
	1
	E
	String
	User ID of CPNS User who owns an assignee PNE/PN GW

	Entity ID
	1
	E
	String
	Entity ID of an assignee PNE/PN GW

	EUKey
	1
	A
	String
	Encrypted EUKey that is encrypted by the Temporary Key


Table X Information elements in EUKey Assignment Notifiation Message
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