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Reason for Change

After analyse of the CR OMA-CD-CPNS-2011-0010R02-CR_Key_Assignment_between_PNE_and_PN_GW  a new step is needed to improve the user experience.
In the step 1 of this CR, the user enters the ID of his PNE.
If the PNE is a BT handset, it is very difficult to read the ID with more than 10 digits.
This CR adds a new step to simplify this process.

Impact on Backward Compatibility
None
Impact on Other Specifications
None
Intellectual Property Rights
Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.
Recommendation
 Review and approve the proposed changes in this CR for incorporation into the CPNS TS.
Detailed Change Proposal
6.3.3.1  Without underlying network’s security mechanism between PNE and PN GW



[bookmark: _Toc283799198]6.3.3 Key Assignment for PNE without UI capabilities
6.3.3.1 Without underlying network’s security mechanism between PNE and PN GW
The following  procedure will happen,  if the PNE does not have UI and the underlying network between the PNGW and PNE does not provide the sufficient security mechanism.




[bookmark: _Toc283063883]Figure 6 Key Assignment for PNE without UI capabilities
In the description below, PNGW and PNE are owned by the same CPNS User. In addition, PNE has secret passphrase, “Temporary Key”, which is preconfigured by manufacturer. Temporary Key is stored inside of PNE.


0. Before Key Assignment for PNE without UI, a CPNS Server and a PNGW perform the mutual authentication & key exchange using the existing mechanism (e.g., 3GPP GBA). 
1. The PN GW launches a detection to know the PNE(s) near it.
2. The PNE answers with its PNE Entity ID.
3. PNE Entity ID is validated in the PN GW. 
4. The PN GW sends the Key Assignment Request message to the CPNS Server. The message includes the CPNS User ID and PNE Entity ID.  In addition, to enable CPNS Server to verify CPNS User ID in the message, the message includes hashed user password.
5. Upon receiving the Key Assignment Request message, the CPNS Server authenticates CPNS User of PNE by verifying hashed user password. .
6. The CPNS Server generates and stores a set of PNE’s EUKeys together with CPNS User ID and PNE Entity ID to secure storage.
7. The CPNS Server receives the Temporary Key corresponding to the received Entity ID.
8. The CPNS Server sends the Key Assignment Response message to the PN GW. The message includes the Temporary Key and a set of PNE’s EUKeys. Upon receiving the Key Assignment Response message, the PN GW stores the received Temporary Key and a set of PNE’s EUKeys in the secure storage in the PN GW.
9. The PN GW sends Key Assignment Response message to the PNE. The message includes PNE’s EUKey encrypted by PNE’s Temporary Key.
10. Upon receiving the Key Assignment Response message, the PNE decrypts the PNE’s EUKey with the Temporary Key and stores the PNE’s EUKey securely.	Comment by jfdeprun: Headset  has no secure element. The storage of the key in the memory is not secure.

In this case the solution is to update periodically the key. And also after each wake up of the PNE. 
After each wake up, the GW launches a detection and compare the ID answer with the previous ID saved in its memory (and a secure memory can be used in this case because the GW has a secure element).
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