Doc# OMA-CD-CPNS-2011-0043-CR_PN_Management_Procedure.doc
Change Request

Doc# OMA-CD-CPNS-2011-0043-CR_PN_Management_Procedure.doc
Change Request



Change Request
	Title:
	PN Management Procedure
	 FORMCHECKBOX 
 Public       FORMCHECKBOX 
 OMA Confidential

	To:
	CD CPNS

	Doc to Change:
	Latest version of TS.

	Submission Date:
	1 Feb 2011

	Classification:
	 FORMCHECKBOX 
 0: New Functionality
 FORMCHECKBOX 
 1: Major Change
 FORMCHECKBOX 
 2: Bug Fix
 FORMCHECKBOX 
 3: Editorial

	Source:
	JiHye Lee, LG Electronics, wisejh.lee@lge.com
Youn-Sung Chu, LG Electronics, ys.chu@lge.com

	Replaces:
	n/a


1 Reason for Change

2 Impact on Backward Compatibility

None
3 Impact on Other Specifications

None
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Review and approve the proposed change in this CR for incorporation into the CPNS TS.
6 Detailed Change Proposal

Change1: Section 7.1, 7.2
7. Signalling procedure

7.1 Overview


7.2 CPNS Entity Discovery

When the CPNS Entity starts up in CPNS Device for the first time, the Mode of CPNS Device is set by the User or certain policy configured by operators. Each CPNS Entity needs to find out the other detected device’s Mode and additional information like current PN Information during entity discovery procedure after physical connection. The requesting CPNS Entity and requested CPNS Entity recognized their Mode, and the CPNS Device acting as PNE finds out current PN information which CPNS Device stores, in case the requested CPNS Entity is PN GW.  If the bearer among CPNS entities can support broadcasting feature for discovery, this message SHOULD be delivered via broadcasting.

7.2.1 Entity Discovery

7.2.1.1 Requesting CPNS Entity
When connecting a network,, the CPNS Entity does not know the detected device’s mode. If two or more CPNS Entities send the discovery message at a same time, the sub element information of that messages are duplicated. Because of this, the CPNS Device having PNE Mode may wait random time after physical pairing between two CPNS Devices.  PN GW sends the EntityDiscoveryRequest message without any waiting or smaller unit of random time set  than PNE (e.g. PNGW is millisecond unit, PNE is second unit). If the PN GW sends the PNInfo element including member PNEs in PAN, there is no need to make a physical connection between PNEs to know PNE’s Mode when the CPNS Device detects other device.For the CPNS Entity Discovery, the CPNS Entity SHALL create the EntityDiscoveryRequest message including 

· EntityInfo element SHALL be inserted as the information of requesting CPNS Entity. 

· UserInfo element SHALL be inserted as the information of requesting CPNS Entity
· UserID attribute SHALL be inserted from CPNS Application Profile in device.
· UserName attribute SHOULD be inserted.
· PNEID attribute SHALL be inserted if the requesting device has active PNE.

· PNGWID attribute SHALL be inserted if the requesting device has active PN GW.

· PNEName and/or PNGWName attribute SHOULD be inserted if device supports.

· Mode attribute, InactiveMode attribute SHALL be inserted in case the requesting CPNS Device has both of PNE and PN GW functionalities. The CPNS Entity SHALL insert active mode into Mode attribute and inactive mode into InactiveMode attribute. If PNE and PNGW are active, the value of Mode attribute SHALL be “3”(BOTH). If PNE is active but PN GW is inactive, the value of Mode attribute SHALL be “1”(PNE) and InactiveMode attribute SHALL be “2”(PN GW). If PN GW is active but PNE is inactive, the value of Mode attribute SHALL be “2”(PN GW) and InactiveMode attribute SHALL be “2”(PNE). 

· PNInfoReq attribute SHALL be inserted as “TRUE”, in case the requesting CPNS Entity wants to know the PN information stored by requested CPNS Entity acting as PN GW. In case the requesting CPNS Entity does not want to know the PN Information of requested CPNS Entity acting as PN GW, PNInforReq attribute SHALL be “FALSE” or skipped.
· UICapa attribute SHALL be inserted with “TRUE” by PNE, in case the PN GW stands in for PNE’s behalf in specific environment for this PNE. For example, the PN GW needs to decide to accept to PN Setup request or service group management request due to lack of UI.  The CPNS Entity acting PN GW needs to insert text like UserID or password instead of this device at EUKey assignment step after entity discovery procedure.
· NeedProxy attribute SHALL be inserted with “TRUE” by PNE, in case non CPNS Device. PN GW is a proxy that allows the user to use suitable PNE, e.g. supporting UPnP [UPnP Forum], DLNA [DLNA] and Bluetooth, to consume provided CPNS services.
· Zonebasedservicesupport attribute SHALL be inserted with “TRUE” in case CPNS entity acting PN GW is capable of Zone Based Service.
· PNInfo element SHOULD be inserted, in case the requesting CPNS Entity is acting PN GW and stores PN Inventory. If PN GW does not want to expose its PN Information to unauthenticated PNE, which means Privacy attribute of UserInfo in Application Profile (see section 5.10.2) is ‘1’ (Hidden) or Disclosure attribute of PN is ‘1’(Blocked), PN GW SHALL be able to skip to include PN Information in the EntityDiscoveryRequest message
· PNID attribute SHALL be inserted.
· Description attribute SHOULD be inserted, when PN Inventory contains.
· TempPN attribute SHALL be applied if requesting Entity has PN Inventory with TempPN attribute. 

· Sharing attribute SHALL be inserted.
· PNEInfo element as the member of PN SHALL be inserted. Sub attributes PNEID and Active SHALL be inserted, but PNEName attribute MAY be inserted only in case PN Inventory stores name of PNE.
After creating the EntityDiscoveryRequest message, the CPNS Entity SHALL send the EntityDiscoveryRequest message to detected devices. The EntityDiscoveryRequest message MAY be sent by broadcast in PAN (e.g., when the Ethernet is used as PAN).
After receiving the EntityDiscoveryResponse message, the CPNS Entity SHALL recognize which CPNS Entities have the PNE mode, which CPNS Entity has PN GW mode and additionally PN information, if any. If PNE finds out the PNGW with PNEInfo elements and its sub element PNEID, PNE does not need to send additional physical connection with PNE in PNEInfo elements of PNGW. Based on this, the CPNS Entity acting PNE can ask to let PNE to join the PN if PN GW has the PN, or to create PN if PN GW has no PN or proper PN. The CPNS Entity acting PN GW can make the PN including detected PNE(s) and invite PNE to be a member of its PN. 
7.2.1.2 Requested CPNS Entity
When receiving the EntityDisocveryRequest message, the CPNS Entity recognizes the mode and IDs information of requesting CPNS Entity through EntityInfo element. 

When receiving the EntityDiscoveryRequest message, the CPNS Entity SHALL send the EntityDiscoveryResponse message including 

· EntityInfo element SHALL be inserted as the information of requested CPNS Entity. If the CPNS Entity having its Mode information sends the EntityDiscoveryRequest message, there is no need to send additional EntityDiscoveryRequest message from the requested Entity.
· UserInfo element SHALL be inserted as the information of requesting CPNS Entity
· UserID attribute SHALL be inserted from CPNS Application Profile in device.
· UserName attribute SHOULD be inserted
· PNEID attribute SHALL be inserted if the requested device has active PNE.

· PNGWID attribute SHALL be inserted if the requested device has active PN GW.

· PNEName and/or PNGWName attribute SHOULD be inserted if device supports.

· Mode attribute, InactiveMode attribute SHALL be inserted in case the requested CPNS Device has both of PNE and PN GW functionalities. The CPNS Entity SHALL insert active mode into Mode attribute and inactive mode into InactiveMode attribute. If PNE and PNGW are active, the value of Mode attribute SHALL be “3”(BOTH). If PNE is active but PN GW is inactive, the value of Mode attribute SHALL be “1”(PNE) and InactiveMode attribute SHALL be “2”(PN GW). If PN GW is active but PNE is inactive, the value of Mode attribute SHALL be “2”(PN GW) and InactiveMode attribute SHALL be “1”(PNE). 
· UICapa attribute SHALL be inserted with “TRUE” by PNE in case the PN GW stands in for PNE’s behalf in specific environment for this PNE. For example, the PN GW needs to decide to accept to PN Setup request or service group management request due to lack of UI.The CPNS Entity acting PN GW needs to insert text like UserID or password instead of this device at EUKey assignment step after entity discovery procedure.
· NeedProxy attribute SHALL be inserted with “TRUE” by PNE, in case non CPNS Device. PN GW is a proxy that allows the user to use suitable PNE, e.g. supporting UPnP [UPnP Forum], DLNA [DLNA] and Bluetooth, to consume provided CPNS services.
· Zonebasedservicesupport attribute SHALL be inserted with “TRUE” in case CPNS entity acting PN GW PN GW is capable of Zone Based Service.

· PNInfo element SHALL be inserted, in case the PNInfoReq in the EntityDiscoveryRequest message is “TRUE” and the requested CPNS Entity acting PN GW stores PN Inventory. If the CPNS User of entity discovery message sender and the CPNS User of receiver are same, PNInfo element SHALL be included.  If PN GW does not want to expose its PN Information to unauthenticated PNE owned by different CPNS User, which means Privacy attribute of UserInfo in Application Profile (see section 5.10.2) is ‘1’ (Hidden) or Disclosure attribute of PN is ‘1’(Blocked), PN GW SHALL be able to skip to include PN Information in the EntityDiscoveryResponse message
· PNID attribute SHALL be inserted.
· Description attribute SHOULD be inserted, when PN Inventory contains.
· TempPN attribute SHALL be inserted if requesting Entity has PN Inventory with TempPN attribute.

· Sharing attribute SHALL be inserted.
· PNEInfo element as the member of PN SHALL be inserted. Sub attribute PNEID SHALL be inserted, but PNEName attribute SHOULD be inserted only in case PN Inventory stores name of PNE.
After sending the EntityDiscoveryResponse message, the CPNS Entity SHALL check which CPNS Entities have the PNE mode, which CPNS Entity has PN GW mode and additionally PN information. 
7.2.2 PN Discovery

7.2.2.1 PNE

When necessary to discover the current PN from PN GW, PNE SHALL send the EntityDiscoveryRequest message to PN GW including PNInfoReq sub attribute as “TRUE” as described in section 7.2.1.1.
When PNE receives the PNDiscoveryResponse message from PN GW, it can recognize PNInfo element in the PNDiscoveryResponse message.
7.2.2.2 PN GW
When receiving the EntityDiscoveryRequest message from PNE, the PN GW SHALL check whether PNInfo is in PN Inventory and send the EntityDiscoveryResponse message to PNE including sub attributes and elements of PNInfo element as described in section 7.2.1.2. If PN GW does not want to expose its PN Information to unauthenticated PNE, PN GW should be able to skip to include PN Information in the EntityDiscoveryResponse message.
7.2.3 Remote Entity Discovery
When Entity wants to create the Service Group including remote PNE or Entity wants to invite remote PNE to be member of Service Group, Entity needs to know the information of remote Entity from CPNS Server. The remote Entity means a PNE which isn’t physically connected with requesting PNE and which is the member of remote PN. When Entity wants to know the PN Information, Entity can request remote PN information. The remote PN means a PN which requester Entity does not physically connect with PN GW of the remote PN.
7.2.3.1 PNE

When PNE wants to know the remote PNE information or remote PN information, PNE SHALL send the RemoteDiscoveryRequest message to PN GW including below.

· OriginEntityID attribute SHALL be inserted for the discovery requesting PNE.
· ReqPNInfo attribute SHALL be inserted with “TRUE” value if the requester wants to know the PN information.
· EntityInfo element SHALL be inserted to discover certain remote Entity. The requesting PNE SHALL insert at least one of attributes in these attributes.

· EntityID attribute SHOULD be inserted if the requesting PNE knows the Entity ID. If Entity wants to know the PN information having certain PNE as a member, EntityID or EntityName SHALL be inserted and ReqPNInfo attribute SHALL be “TRUE”.
· EntityName attribute SHOULD be inserted if the requesting PNE knows the Entity Name.
· PNID attribute SHALL be inserted if the requesting PNE wants to know certain PN information. If this PNID attribute is inserted, ReqPNInfo SHALL be set with “TRUE” value.
· UserInfo element SHOULD be inserted if the requesting PNE knows the User information.

· UserID attribute SHOULD be inserted if the requesting PNE knows the User Identification.

· UserName attribute SHOULD be inserted if the requesting PNE knows the User Name.
When PNE receives the RemoteDiscoveryResponse message with PNEInfo element from PN GW, PNE can start to create Service Group including remote PNE, PNE can invite the remote PNE to Service Group considering proper PN or join PN from public PN GW. 

7.2.3.2 PN GW
When PN GW wants to know the remote PNE information or remote PN information, PN GW SHALL send the RemoteDiscoveryRequest message to CPNS Server including below.

· OriginEntityID attribute SHALL be inserted 

· ReqPNInfo attribute SHALL be inserted with “TRUE” value if the requester wants to know the PN information.
· EntityInfo element SHALL be inserted to discover certain remote Entity. The requesting PN GW SHALL insert at least one of attributes in this element.

· EntityID attribute SHOULD be inserted if the requesting PN GW knows the Entity ID. If Entity wants to know the PN information having certain PNE as a member, EntityID or EntityName SHALL be inserted and ReqPNInfo attribute SHALL be “TRUE”.
· EntityName attribute SHOULD be inserted if the requesting PN GW knows the Entity Name.
· PNID attribute SHALL be inserted if the requesting PN GW wants to know certain PN information. If this PNID attribute is inserted, ReqPNInfo SHALL be set with “TRUE” value.
· UserInfo element SHOULD be inserted if the requesting PN GW knows the User information.

· UserID attribute SHOULD be inserted if the requesting PN GW knows the User Identification.

· UserName attribute SHOULD be inserted if the requesting PN GW knows the User Name.
When PN GW receives the RemoteDiscoveryRequest message from PNE, PNE SHALL forward the RemoteDiscoveryRequest message to CPNS Server.

When PN GW receives the RemoteDiscoveryResponse message from CPNS Server, PN GW SHALL forward the RemoteDiscoveryResponse message to PNE if the request message was originated by PNE.
7.2.3.3 CPNS Server
When CPNS Server receives the RemoteDiscoveryRequest message from PN GW, CPNS Server SHALL find out proper PNEs in PN Inventory. If there is no matched PNE, CPNS Server SHALL send the RemoteDiscoveryResponse message without any sub EntityInfo element to PN GW. If there are matched PNEs in PN Inventory, CPNS Server SHALL send the RemoteDiscoveryResponse message to PN GW including below element. If the privacy is protected depending on policies of operator or service provider, CPNS Server SHALL NOT insert the result of PNEInfo element.NOTE: PN Inventory has the element of user privacy.
· PNInfo element SHALL be inserted if ReqPNInfo attribute is “TRUE” in the RemoteDiscoveryRequest message. CPNS Server SHALL find out proper PN information in local PN Inventory and then CPNS Server tries to match between the UserID of OriginEntityID and if the CPNS User of requester. If both CPNS User are same, the CPNS Server insert the proper PN information. If both CPNS User are not same each other, the CPNS Server insert the PNInfo element in case Disclosure attribute of PN is not ‘1’ (Blocked) and Privacy attribute of CPNS User is ‘2’(Open).  
· PNID attribute SHALL be inserted.
· Description attribute MAY be inserted from PN Inventory.
· PNGW element SHALL be inserted with PNGWID and optionally PNGWName.
· PNEInfo element SHALL be inserted with PNEID and optionally PNEName.
· PNEInfo element SHALL be inserted for PNEs which are proper for the request from PN Inventory. 

· PNEID attribute SHALL be inserted.

· PNEName attribute SHOULD be inserted if PN Inventory contains.

· Active attribute SHALL be inserted.

· UserInfo element SHOULD be inserted. 
· PNID element SHALL be inserted.
Change2:  Section 7.8.2, 7.8.3
7.8.2 PNE Management
This section describes managing members of PN, which are PNEs, after PN Establishment procedure. 

7.8.2.1 PNE Inviting
7.8.2.1.1 PNE
[Procedure in inviting PNE]

After a PN is established, PNE can invite additional PNE to join the PN. To realize this, PNE SHALL create the PNERequest message including below sub attributes and elements. PNE SHOULD find out the information of invited PNE in entity discovery procedure.

· Command attribute SHALL be inserted with “2” (Invite) value.

· OriginEntityID attribute SHALL be inserted for invite requesting PNE’s PNEID.

· PNEInfo element SHALL be inserted for PNE to be invited.

· PNEID attribute SHALL be inserted

· PNInfo element SHALL be inserted

· PNID attribute SHALL be inserted from PN Inventory.

· Description attribute SHOULD be inserted if PN Inventory contains

· TempPN attribute SHALL be applied if requesting Entity has PN Inventory with TempPN attribute.

· Sharing attribute SHALL be inserted from PN Inventory.

· PNGWInfo element SHALL be inserted from PN Inventory. 

· PNGWID attribute SHALL be inserted.

· PNGWName attribute SHOULD be inserted if PN Inventory contains.

· Zonebasedservicesupport attribute SHALL be inserted if PN Inventory contains.

· DeviceInfo element SHALL be inserted with Mode attribute from PN Inventory.

After creating the PNERequest message, PNE SHALL send the PNERequest message to PN GW. 

When PNE receives the PNEResponse message with Result attribute “1” (Success) from PN GW, PNE SHOULD store invited PNE’s PNEInfo including below attributes in local PN Inventory if the PN GW shares the member information with the member of PN, which means Sharing attribute is “1” (see section 5.6 PN Inventory).
· PNEID attribute SHALL be inserted.

· PNEName attribute SHOULD be inserted if it is found in entity discovery procedure.

· Active attribute SHALL be inserted with “TRUE” value.

[Procedure in invited PNE]

When the invited PNE receives the PNERequest message with Command attribute “2” (Invite) from PN GW, PNE SHALL send the PNEResponse message including Result attribute “1” (Success) to PN GW (see section 5.6 PN Inventory). 
When the invited PNE receives the PNUpdateNotfication message from PN GW, PNE SHALL create PN Inventory and store PNInfo elements in local PN Inventory.
7.8.2.1.2 PN GW
[PN GW initiated invitation request]

After a PN is established, PN GW can invite additional PNE to join the PN after entity discovery procedure. To realize this, PN GW SHALL create the PNERequest message for invited PNE including below sub attribute and elements.

· Command attribute SHALL be inserted with “2” (Invite) value.

· PNEInfo element SHALL be inserted for PNE to be invited.

· PNEID attribute SHALL be inserted

· PNInfo element SHALL be inserted

· PNID attribute SHALL be inserted from PN Inventory.

· Description attribute SHOULD be inserted if PN Inventory contains

· TempPN attribute SHALL be applied if requesting Entity has PN Inventory with TempPN attribute.

· Sharing attribute SHALL be inserted from PN Inventory.

· PNGWInfo element SHALL be inserted from PN Inventory. 

· PNGWID attribute SHALL be inserted.

· PNGWName attribute SHOULD be inserted if PN Inventory contains.

· Zonebasedservicesupport attribute SHALL be inserted if PN Inventory contains.

· DeviceInfo element SHALL be inserted with Mode attribute from PN Inventory.

· PNEInfo element SHOULD be inserted for current member of PN if Sharing attribute is set “1” to share the member information from PN Inventory.

· PNEID attribute SHALL be inserted.

· PNEName attribute SHOULD be inserted if PN Inventory contains.

· 
· 
After creating the PNERequest message, PN GW SHALL send the PNERequest message to each invited PNE. 

[PNE initiated invitation request]

When PN GW receives the PNERequest message with Command attribute “2” (Invite) from PNE, PN GW SHALL check that invited PNE is in detected devices by PN GW through entity discovery procedure. 

If PNGW does not have information of invited PNE, which means PN GW can’t connect with invited PNE physically or can’t find invited PNE through entity discovery, PN GW SHALL send the PNEResponse message with Result attribute “3” (Fail, not connected) to requesting PNE.

If the invited PNE is detected by PN GW, PN GW SHALL forward the PNERequest message to PNE to be invited.

[PN GW procedure common to PNE initiated and PN GW initiated invitation cases]
When PN GW receives the PNEResponse message with Result attribute “1” (Success) from PNE, PN GW SHALL send the PNUpdateRequest message to CPNS Server including below sub attribute and element (see section 5.6 PN Inventory).
· 
· PNInfo element SHALL be inserted

· PNID attribute SHALL be inserted

· PNEInfo element SHALL be inserted for successfully invited PNE.

· PNEID attribute SHALL be inserted 

· PNEName attribute SHOULD be inserted if it was received in entity discovery procedure.

· Active attribute SHALL be “TRUE”.
· Privacy attribute SHALL be inserted if the value is ‘2’(Open).
· Update attribute SHALL be inserted with “1” (New) value.

· DeviceInfo element SHALL be inserted with Mode attribute during entity discovery procedure.
When PN GW receives the PNUpdateResponse message from CPNS Server, PN GW SHALL update PNEInfo in local PN Inventory from the PNUpdateRequest message (see section 5.6 PN Inventory). 
After storing PNEInfo in local PN Inventory, if the PN GW shares the member information with the member of PN (Sharing attribute is “1”), PN GW SHOULD send the PNUpdateNotification message to existed member PNE(s) including below sub attribute and element (see section 5.6 PN Inventory).

· 
· PNInfo element SHALL be inserted from PN Inventory.

· PNID attribute SHALL be inserted from PN Inventory.

· PNEInfo element SHALL be inserted for the newly invited PNE(s).

· PNEID attribute SHALL be inserted 

· PNEName attribute SHOULD be inserted if it was received in entity discovery procedure.

· Active attribute SHALL be “TRUE”.

· Update attribute SHALL be inserted with “1” (New) value.
· DeviceInfo element SHALL be inserted with Mode attribute.
If the original request was initiated by PNE, PN GW SHALL send PNEActionResponse message including Result attribute “1” (Success) to PNE referring OriginEntityID in the PNEActionRequest message.
7.8.2.1.3 CPNS Server
When CPNS Server receives the PNUpdateRequest message from PN GW, CPNS Server SHALL update PN Inventory with PNEInfo element in PNInfo element, and then CPNS Server SHALL send the PNUpdateResponse message with Result attribute to PN GW.

7.8.2.2 PNE Joining
7.8.2.2.1 PNE
After a PN is established, PNE can join PN as a member. To realize this, PNE SHALL send the PNERequest message to PNGW in a target PN including below attribute and elements.

· Command attribute SHALL be inserted with “1” (Join) value.

· PNEInfo element SHALL be inserted for joining PNE to PNGW in a target PN. 

· PNEID attribute SHALL be inserted
· PNEName attribute SHOULD be inserted
· PNInfo element SHALL be inserted to notify which PN 

· PNID attribute SHALL be inserted regarding PNGW handles several PNs. And this PNID was obtained when PNE went through entity discovery process to find out proper PN GW or its PN.
When PNE receives the PNEResponse message with Result attribute “1” (Success) from PN GW, PNE SHALL create PN Inventory and then store PNInfo element in local PN Inventory (see section 5.6 PN Inventory).
7.8.2.2.2 PN GW
When PN GW receives the PNERequest message with Command attribute “1” (Join) from PNE, PN GW SHALL send the PNUpdateRequest message to CPNS Server including below attribute and element.

· 
· PNInfo element SHALL be inserted

· PNID attribute SHALL be inserted

· PNEInfo element SHALL be inserted for joining PNE 
· PNEID attribute SHALL be inserted 

· PNEName attribute SHOULD be inserted if it was received in the PNERequest message or entity discovery procedure.

· Active attribute SHALL be “TRUE”.

· Update attribute SHALL be inserted with “1” (New) value. 
· DeviceInfo element SHALL be inserted with Mode attribute.
When PN GW receives the PNUpdateResponse message from CPNS Server, PN GW SHALL store PNEInfo in local PN Inventory (see section 5.6 PN Inventory) and then PN GW SHALL send the PNEResponse message to newly joined PNE including below attribute and element.

· Result attribute SHALL be inserted with “1”(Success) value.

· PNInfo element SHALL be inserted

· PNID attribute SHALL be inserted from PN Inventory.

· Description attribute SHOULD be inserted if PN Inventory contains

· TempPN attribute SHALL be applied if requesting Entity has PN Inventory with TempPN attribute.

· Sharing attribute SHALL be inserted from PN Inventory.

· PNGWInfo element SHALL be inserted from PN Inventory. 

· PNGWID attribute SHALL be inserted.

· PNGWName attribute SHOULD be inserted if PN Inventory contains.

· Zonebasedservicesupport attribute SHALL be inserted if PN Inventory contains.

· DeviceInfo element SHALL be inserted with Mode attribute.
· PNEInfo element SHOULD be inserted for current member of PN if Sharing attribute is set “1” to share the member information from PN Inventory.

· PNEID attribute SHALL be inserted.

· PNEName attribute SHOULD be inserted if PN Inventory contains.

· Active attribute SHALL be inserted.

· DeviceInfo element SHALL be inserted with Mode attribute.
After sending the PNEResponse message, if the PN GW shares the member information with the member of PN (Sharing attribute is “1”), PN GW SHOULD create the PNUpdateNotification message for existed member PNE(s) include

· 
· PNInfo element SHALL be inserted from PN Inventory.

· PNID attribute SHALL be inserted from PN Inventory.

· PNEInfo element for the newly joined PNE.

· PNEID attribute SHALL be inserted 

· PNEName attribute SHOULD be inserted if it was received in entity discovery procedure.

· Active attribute SHALL be “TRUE”.

· Update attribute SHALL be inserted with “1” (New) value.
· DeviceInfo element SHALL be inserted with Mode attribute.
After creating PNUpdateNotification messages, PN GW SHOULD send PNUpdateNotification messages to the member PNEs in the PN.
7.8.2.2.3 CPNS Server
When CPNS Server receives the PNUpdateRequest message from PN GW, CPNS Server SHALL update PN Inventory with PNEInfo element in PNInfo element, and then CPNS Server SHALL send the PNUpdateResponse message with Result attribute to PN GW.

7.8.2.3 PNE Expulsion
7.8.2.3.1 PNE
[Procedure in expelling PNE]

When PNE wants to expel the other PNE, PNE SHALL send the PNERequest message to PN GW including below attribute and element.

· Command attribute SHALL be inserted with “4”(Expel) value.

· OriginEntityID attribute SHALL be inserted for PNE which wants to expel other PNE.

· PNEInfo element SHALL be inserted for expelled PNE

· PNEID attribute SHALL be inserted

· PNInfo element SHALL be inserted to notify that PNE should be expelled from which PN.

· PNID attribute SHALL be inserted.
When PNE receives the PNEResponse message with Result “1”(Success) from PN GW, PNE SHALL remove the PNEInfo element of PNInfo from PN Inventory.

[Procedure in expelled PNE]
When PNE receives the PNENotification message with Command attribute “1” (Expel) from PN GW, expelled PNE SHALL remove PNInfo element in local PN Inventory and SHALL remove available SGInfo element in local SG Inventory for the SG related with this PN.

7.8.2.3.2 PN GW
When PN GW receives the PNERequest message with Command “4”(Expel) from PNE or if PN GW wants to expel a certain member PNE of PN, PN GW SHALL check the expelled PNE is connected with PN GW currently. If expelled PNE is not connected with PN GW and the expulsion request was initiated by PNE, PN GW SHALL send the PNEResponse message with Result attribute “3” (Fail, not connected) to the requester PNE.

If the expelled PNE is connected with PN GW, PN GW SHALL check there is related SG for this expelled PNE in local SG Inventory of PN GW. If there is related SG, PN GW SHALL initiate PNE Expulsion procedure of SG management to exclude PNE from the related SG (see section 7.4.2.2.2 PN GW).

After successful PNE Expulsion in SG or there is no related SG with this expelled PNE, PN GW SHALL check member PNEs in this PN. 

If the expelled PNE is the last member PNE in PN, PN GW SHALL initiate PN release procedure (Section 7.3.7.2 PN GW). 

If there are member PNEs of this PN, PN GW SHALL send the PNUpdateRequest message to CPNS Server including below attribute and element 
· 
· PNInfo element SHALL be inserted to notify which PN

· PNID attribute SHALL be inserted.

· PNEInfo element SHALL be inserted for expelled PNE.
· PNEID attribute SHALL be inserted.

· Update attribute SHALL be inserted with “3” (Removed) value. 

When PN GW receives the PNUpdateResponse message from CPNS Server, PN GW SHALL check Sharing attribute of this PN. If the PN GW shares the member information with the member of PN (Sharing attribute is “1”), PN GW SHOULD send the PNUpdateNotification messages to existed member PNEs including below attribute and element.

· 
· PNInfo element SHALL be inserted from PN Inventory.

· PNID attribute SHALL be inserted from PN Inventory.

· PNEInfo element for the expelled PNE.

· PNEID attribute SHALL be inserted 

· Update attribute SHALL be inserted with “3” (Removed) value.
After checking Sharing attribute for sending PNUpdateNotification messages, PN GW SHALL send the PNENotification message to expelled PNE including below attribute and element.

· Command attribute SHALL be inserted with “1”(Expel) value.

· PNEID attribute SHALL be inserted with expelled PNE’s ID

· PNID attribute SHALL be inserted to notify that PNE should be expelled from which PN.

After sending the PNENotification message, PN GW SHALL remove PNEInfo element of PNInfo element in local PN Inventory. If the expulsion request was initiated by PNE, PN GW SHALL send the PNEResponse message with Result attribute with “1” (Success) to requester PNE.
7.8.2.3.3 CPNS Server
When CPNS Server receives the PNUpdateRequest message from PN GW, CPNS Server SHALL update PN Inventory removing PNEInfo element in PNInfo element.

After updating PNInfo element in local PN Inventory, CPNS Server SHALL send the PNUpdateResponse message with Result attribute to PN GW.

7.8.2.4 PNE Leaving
7.8.2.4.1 PNE
When PNE wants to leave a PN, PNE SHALL send the PNERequest message to PN GW including below attribute and element.

· Command attribute SHALL be inserted with “3” (Leave) value. 
· PNEInfo element SHALL be inserted for PNE to leave

· PNEID attribute SHALL be inserted

· PNInfo element SHALL be inserted to notify that PNE should leave from which PN.

· PNID attribute SHALL be inserted.
When PNE receives the PNEResponse message from PN GW, PNE SHALL check there is SGID attribute in the message. If there is SGID, PNE SHALL remove the SGInfo element in local SG Inventory. PNE SHALL remove the PNInfo element in local PN Inventory.

If PNE is physically disconnected with PN GW forming temporary PN, PNE SHALL remove the PNInfo element in local PN Inventory and remove related SGInfo element in local SG Inventory. 

7.8.2.4.2 PN GW
When PN GW receives the PNERequest message with Command attribute “3” (Leave) from PNE or PN GW is physically disconnected with PNE forming temporary PN, PN GW SHALL check there is related SG for this PNE in local SG Inventory of PN GW. If there is related SG, PN GW SHALL initiate PNE Expulsion procedure of SG management to exclude PNE from the related SG (see section 7.4.2.2.2 PN GW).

After successful PNE Expulsion in SG or there is no related SG with this PNE to be left, PN GW SHALL send the PNEResponse message to physically connected PNE to be left including below attribute and element. 

· Result attribute SHALL be inserted with 
“1”(Success) if there is no temporary stored SGID related with this PNE or 
“4”(Notification) if there is related SG.

· SGID element SHALL be inserted with SGID related with the PNE.

If the leaving PNE is the last member in PN, PN GW SHALL initiate PN release procedure (Section 7.3.7.2 PN GW). 

If there are member PNEs of this PN, PN GW SHALL send the PNUpdateRequest message to CPNS Server including below attribute and element 

· 
· PNInfo element SHALL be inserted to notify which PN

· PNID attribute SHALL be inserted.

· PNEInfo element SHALL be inserted for left PNE.
· PNEID attribute SHALL be inserted.

· Update attribute SHALL be inserted with “3” (Removed) value. 

When PN GW receives the PNUpdateResponse message from CPNS Server, PN GW SHALL check Sharing attribute of this PN. If the PN GW shares the member information with the member of PN (Sharing attribute is “1”), PN GW SHOULD send the PNUpdateNotification messages to existed member PNEs including below attribute and element.
· 
· PNInfo element SHALL be inserted from PN Inventory.

· PNID attribute SHALL be inserted from PN Inventory.

· PNEInfo element for the expelled PNE.

· PNEID attribute SHALL be inserted 

· Update attribute SHALL be inserted with “3” (Removed) value.
After sending the PNUpdateResponse message, PN GW SHALL remove PNEInfo element of PNInfo element in local PN Inventory.

7.8.2.4.3 CPNS Server
When CPNS Server receives the PNUpdateRequest message from PN GW, CPNS Server SHALL update PN Inventory removing PNEInfo element in PNInfo element.

After updating PNInfo element in local PN Inventory, CPNS Server SHALL send the PNUpdateResponse message with Result attribute “1” (Success) to PN GW.

7.8.3 PN Release

When PNE or PN GW wants to release PN which it belongs to, PNE or PN GW can send release request message.

If the type of PN is temporary PN, the PN should be released when all of the physical connection between gateway and devices are broken, which means PN GW should send release message to CPNS Server and PNE and PN GW should remove the PNInfo element in local PN Inventory each other. 

7.8.3.1 PNE
When PNE wants to remove a PN which it belongs to, PNE SHALL send the PNReleaseRequest message to the PN GW including below attributes. 

· PNID attribute SHALL be inserted

· PNEID attribute SHALL be inserted for requesting PNE

If PNE receives the PNReleaseResponse message from PN GW, PNE SHALL remove the PNInfo element of PN Inventory related with this PNID.

If PNE receives the PNReleaseNotification message from PN GW, PNE SHALL remove the PNInfo element of PN Inventory related with this PNID.

If the PNE in the temporary PN is unintentionally disconnected without PN Release, that PNE SHALL remove the PNInfo element in local PN Inventor.

7.8.3.2 PN GW
When PN GW receives the PNReleaseRequest message from PNE, PN GW wants to remove a PN which PN GW belongs to, or PN GW is disconnected with all of PNEs forming temporary PN, PN GW SHALL send the PNReleaseRequest message to CPNS Server including below attributes.

· PNID attribute SHALL be inserted

· PNEID attribute for requesting PNE SHALL be inserted if this release request was initiated by PNE.
When PN GW receives the PNReleaseResponse message with Result attribute “1” (Success) from CPNS Server, PN GW SHALL check there are connected PNEs forming this released PN.  If there are connected member PNEs, PN GW SHALL send the PNReleaseNotification messages including PNID attribute to the PNEs, which are members in PN. If PNE requested release PN originally, PN GW SHALL NOT send the PNReleaseNotifcation message to the requesting PNE. PN GW SHALL remove PNInfo element in local PN Inventory related with this PNID of PN to be released.

When PN GW receives the PNReleaseNotification message from CPNS Server, PN GW SHOULD display Reason attribute to the User if this message contains Reason attribute. 
PN GW SHALL check there are connected PNEs forming this released PN.  If there are connected member PNEs, PN GW SHALL send the PNReleaseNotification messages including PNID attribute to the PNEs, which are members in PN. After notification to the member PNE, PN GW SHALL send the PNReleaseReponse message including Result attribute with “1” (Success) to CPNS Server. PN GW SHALL remove PNInfo element in local PN Inventory related with this PNID of PN to be released.

If the PN GW is disconnected with member PNE forming PN to be release, PN GW SHALL send the PNReleaseResponse message to the PNE which requested PN release including.

· Result attribute SHALL be “3” (Fail, PNE disconnected)

· PNEInfo element SHALL be included for the disconnected PNE

· PNEID attribute SHALL be included for PNE ID.
7.8.3.3 CPNS Server
When CPNS Server receives the PNReleaseRequest message from PN GW, CPNS Server SHALL check the member PNEs have the Service Group using this PNID in local SG Inventory. If there is PNID for Service Group, CPNS Server SHALL remove that PNID. CPNS Server SHALL create the PNReleaseResponse message including

· Result attribute SHALL be inserted with “1”(Success). .

After creating the message, CPNS Server SHALL send the PNReleaseResponse message to PN GW and CPNS Server SHALL remove the PNInfo element related with this PNID in local PN Inventory if there is no Service Group for member PNEs.
Depending on the operator’ policy, CPNS Server SHALL send the PNReleaseNotification message including PNID attribute and Reason attribute to the PN GW, CPNS Server SHALL remove PNInfo element in local PN Inventory.
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