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1 Reason for Change

This CR provides solution for comment on Consistency Review.

	A0
	2011.02.1
	E
	5.3.4
	Source: KDDI(20)

Form: OMA-CONR-2011-0007-CPNS_ConR_Comments_from_KDDI
Comment: Regarding SG members, several terms (e.g. group member, member PNE, Service Group member PNE) are used with the same meaning. 

Proposed Change: 
KDDI provide CR (CR-0046 and CR-0047).

CR-0046 covers only Group Key delivery part while CR-0047 covers other whole parts.
	Status: OPEN / CLOSED

<provide response>

	A0
	2011.02.1
	T
	5.3.4
	Source: KDDI(19)

Form: OMA-CONR-2011-0007-CPNS_ConR_Comments_from_KDDI 
Comment: Regarding Group Key delivery, there is no description about hybrid Group Key delivery in Section 5.

(This AI is assigned to KDDI in Yokosuka meeting).

Proposed Change: 
KDDI provides CR (CR-0047).
	Status: OPEN / CLOSED

<provide response>

	
	2011.02.1
	E
	5.3.4
	Source: KDDI(21)

Form: OMA-CONR-2011-0007-CPNS_ConR_Comments_from_KDDI
Comment: “GKDK” and “GKEK” in the bottom of this section are not functionalities. GKDK management and GKEK management are functionalities.

Proposed Change: 
KDDI provides CR (CR-0047).

Change “GKDK” and “GKEK” to “GKDK management” and “GKEK management”, respectively.
	Status: OPEN / CLOSED

<provide response>


R01: Modified based on Honolulu meeting.
2 Impact on Backward Compatibility

N/A
3 Impact on Other Specifications

N/A 
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

The group is recommended to implement the changes listed in section 6. 
6 Detailed Change Proposal

Change 1:  Add description of hybrid Group Key delivery in Section 5.3.4. 
· deliver Group Key
When Group Key is created or updated, CPNS Server delivers a Group Key to PN GW(s). Then, each PN GW delivers a Group Key to Service Group member PNE(s) pertaining to the same PN of the PN GW.

Delivery of Group Key from PN GW to PNE can be performed in three different ways: unicast based Group Key delivery, broadcast based Group Key delivery or hybrid of the two. Based on certain criteria such as used media in PAN and the number of SG member PNEs in PN based on operator’s policy, PN GW selects unicast, broadcast or hybrid of the two.

PN GW and PNE SHALL support unicast based Group Key delivery. 
If a device in which PN GW/PNE is deployed supports underlying network broadcast mechanism, PN GW/PNE SHOULD support broadcast based Group Key delivery. 
In broadcast Group Key delivery, PNGW sends Group Key encrypted by GKEK using underlying network broadcast, and SG member PNE decrypts the encrypted Group Key by GKDK. If a PN GW is connected to multiple underlying networks (e.g., WiFi and Bluetooth), PN GW broadcasts the Group Key using respective underlying networks. 



· 

· 

If PN GW/PNE support broadcast Group Key delivery, the following procedures SHALL be supported.

PN GW
Create and deliver GKDK according to request from PNE. 
Create GKEK and encrypt Group Key by GKEK so that only SG member PNE(s) in PN can decrypt Group Key with GKDK.

PNE
Request GKDK from PNGW and store GKDK.
Decrypt Group Key by GKDK when receiving Group Key encrypted by GKEK.
When some SG member PNE(s) can receive Group Key via broadcast and other SG member PNE(s) can not receive, the hybrid approach can be utilized. In the hybrid approach, PN GW delivers Group Key by unicast to SG member PNE(s) which does not support broadcast and by broadcast to SG member PNE(s) which supports broadcast.

 
End of change






















































































































































�This sentence is reordered for readability.


�“GKDK” is rephrased into “GKDK management” since “GKDK” is not function. Also, proposed description is consistent with Section 7. (i.e., the title of Section 7.10.4 is GKDK/GKEK management)


�Same as above


�Here is description of hybrid delivery.
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