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1 Reason for Change

	This CR is to resolve the following comment from KDDI;
ｖ
	2011.02.1
	T
	6.6.2


	Source: KDDI (57)

Form: OMA-CD-CPNS-2011-xxxx-Consistency_Review_Comments_KDDI

Comment: Fig 12, 13 and 14. PNE which newly connects to PN (e.g., PNE2 in the figure12) should perform mutual authentication and session key sharing with CPNS Server and PN GW.
Proposed Change: Add authentication request/response between CPNS Server and newly connecting PNE (CR will be provided)
	Status: OPEN / CLOSED

<provide response>

	ｖ
	2011.02.1
	E
	6.6.2
	Source: KDDI (58)

Form: OMA-CD-CPNS-2011-xxxx-Consistency_Review_Comments_KDDI

Comment:  Section 6.6.2 contains the both flows of PN invite and PN join. 

Proposed Change: We should separate both flows into different sections.


	Status: OPEN / CLOSED

<provide response>

	
	2011.02.1
	T
	6.6.2
	Source: KDDI (59)

Form: OMA-CD-CPNS-2011-xxxx-Consistency_Review_Comments_KDDI
Comment:  Fig12. PN Update Notification should be also sent to PNE2 to let it know it successfully becomes PN member
Proposed Change:
Add PN Update Notification from PN GW to PNE2 after step4. 

	Status: OPEN / CLOSED

<provide response>

	
	2011.02.1
	T
	6.6.2
	Source: KDDI (60)

Form: OMA-CD-CPNS-2011-xxxx-Consistency_Review_Comments_KDDI
Comment:  Fig13. PN Update Notification should be also sent to PNE3 to let it know it successfully becomes PN member
Proposed Change:
Add PN Update Notification from PN GW to PNE3 after step6. 

	Status: OPEN / CLOSED

<provide response>

	
	2011.02.1
	T
	6.6.2
	Source: KDDI (60-2)

Form: OMA-CD-CPNS-2011-xxxx-Consistency_Review_Comments_KDDI
Comment:  Re “Upon this message, CPNS Server recognizes the additional member is joined in PN”,

this description can be covered by “CPNS Server updates PN Inventory” in the later step

Proposed Change:
Remove the description. 

	Status: OPEN / CLOSED

<provide response>


This CR also includes some editorial modifications.
2 Impact on Backward Compatibility

None
3 Impact on Other Specifications

None
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Review and approve the proposed change in this CR for incorporation into the CPNS TS.
6 Detailed Change Proposal

Change 1:  Add authentication request/response between CPNS Server and newly connecting PNE during PNE Management (PNE Invite and Join) to Section 6.6.2
6.6.2 PN Invite

This section describes general PNE invite flow in a PN. Basic assumption is that the PNE1 is a member of PN and PN GW wants to invite PNE2 as a member of PN.
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Figure 12 PNE Invite initiated by PN GW
1. PN GW sends PNE Request (Invite) to PNE2 for inviting PNE2 to PN.
2. PNE2 sends PNE Response (Invite) to PN GW.

3. PN GW sends PN Update Request to CPNS Server. 
4. CPNS Server sends AUTHENTICATION Request to PN GW to authenticate invited PNE, PNE2.
5. PN GW forwards AUTHENTICATION Request to PNE2.
6. PNE2 generates authentication data using its EUKey and send it by AUTHENTICATION Response to CPNS Server via PN GW
7. PN GW forwards AUTHENTICATION Response to CPNS Server
8. After authenticating PNE2, CPNS Server updates PN Inventory and sends PN Update Response to PN GW.

9. If the PN GW shares the member information with the member of PN, PN GW sends PN Update Notification to the PNE1 including PNE2 information.

10. PN GW sends PN Update Notification to PNE2 to let PNE2 know it successfully connects to PN.
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Figure 13 PNE Invite Initiated by PNE
1. PNE2 sends PNE Request (Invite) to PN GW to invite PNE3 to PN.
2. PN GW sends PNE Request (Invite) to PNE3.

3. PNE3 sends PNE Response (Invite) to PN GW.

4. PN GW sends PN Update Request to CPNS Server. 
5. CPNS Server sends AUTHENTICATION Request to PN GW to authenticate invited PNE, PNE3.
6. PN GW forwards AUTHENTICATION Request to PNE3.
7. PNE3 generates authentication data using its EUKey and send it by AUTHENTICATION Response to CPNS Server via PN GW
8. PN GW forwards AUTHENTICATION Response to CPNS Server
9. After authenticating PNE3, CPNS Server updates PN Inventory and sends PN Update Response to PN GW.

10. PN GW sends PNE Response (Invite) to PNE2.

11. PN GW sends PN Update Notification to PNE3 to let PNE3 know it successfully connects to PN.
12. If the PN GW shares the member information with the member of PN, PN GW sends PN Update Notification to the PNE1 including PNE3 information.

6.6.3 PN Join

Figure 14 shows a flow of PNE joins a PN which is initiated by PNE. 
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Figure 14 Flow of PNE Joins a PN Initiated by PNE
0. PNE and PN GW discover each other, and PNE gets the list of PN(s) this PN GW belongs to.
1. The PNE sends PNE Request (Join) to PN GW to join one of PN(s) in the list.
2. The PN GW sends PNE Request (Join) to the CPNS Server.
3. CPNS Server sends AUTHENTICATION Request to PN GW to authenticate PNE.
4. PN GW forwards AUTHENTICATION Request to PNE.
5. PNE generates authentication data using its EUKey and send it by AUTHENTICATION Response to CPNS Server via PN GW
6. PN GW forwards AUTHENTICATION Response to CPNS Server
7. After authenticating PNE, the CPNS Server updates the PN Inventory. 

8. The CPNS Server sends PNE Response (Join) to the PN GW.
9. The PN GW updates PN Inventory locally.
10. The PN GW sends PNE Response (Join) to the PNE. 
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