Doc# OMA-CD-CPNS-2011-0055-CR_Additional_Description_for_EUKey_Assignment__Section_7_
Change Request

Doc# OMA-CD-CPNS-2011-0055-CR_Additional_Description_for_EUKey_Assignment__Section_7_
Change Request



Change Request

	Title:
	Additional Description for EUKey Assignment (Section 7)
	 FORMCHECKBOX 
 Public       FORMCHECKBOX 
 OMA Confidential

	To:
	CD CPNS

	Doc to Change:
	OMA-TS-CPNS_Core-V1_0-20110118-D

	Submission Date:
	2nd Feb 2011

	Classification:
	 FORMCHECKBOX 
 0: New Functionality
 FORMCHECKBOX 
 1: Major Change
 FORMCHECKBOX 
 2: Bug Fix
 FORMCHECKBOX 
 3: Editorial

	Source:
	Yuichi Ishikawa, yi-ishikawa@kddi.com

	Replaces:
	n/a


1 Reason for Change

This CR is to resolve the following review comments:
	
	2011.02.1
	T
	7.4.1
	Source: KDDI (77)

Form: OMA-CD-CPNS-2011-xxxx-Consistency_Review_Comments_KDDI

Comment:
the procedure is not detail enough.
Proposed Change:

Should add description on specific procedure for user authentication and EUKey encryption, etc by applying same approach in 7.4.2 here

(CR will be provided)
	Status: OPEN / CLOSED

<provide response>

	
	2011.02.1
	T
	7.4.1.1
	Source: KDDI (78)

Form: OMA-CD-CPNS-2011-xxxx-Consistency_Review_Comments_KDDI

Comment:
Re “When receiving Key Request message from PN GW, CPNS Server SHALL authenticate the PNE . 

The authentication of PNE  by CPNS Server”
It should be User which is authenticated by User ID and password, not PNE

Proposed Change:
change “PNE” to “CPNS User who owns PNE”
	Status: OPEN / CLOSED

<provide response>


This CR also resolves some editorial mistakes.
2 Impact on Backward Compatibility

None
3 Impact on Other Specifications

None
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Review and approve the proposed change in this CR for incorporation into the CPNS TS.
6 Detailed Change Proposal

Change 1:  Change 7.4.1 to resolve review comments
7.4.1 Key Assignment for PNEs with UI capabilities
7.4.1.1 Key Assignment Request
· PNE

Key request procedures in PNE differ depending on the capability of CPNS Device in which the PNE is to be deployed.

If PNE runs in the CPNS Device which provides enough UI for CPNS User to insert User ID and password, the PNE SHALL support User ID and password insertion by CPNS User. 

Upon requested by CPNS User for EUKey assignment, PNE SHALL:
1. Generate and store a RANDPNE. RANDPNE is a random number generated by the PNE.
2. Generate hash value for user authentication data. Hash ( AuthData ) where AuthData = Hash( Password ) | RANDPNE | Time
3. Generate the EUKey Assignment Request message. The message SHALL contain the PNE ID, User ID, RANDPNE, Time and the user authentication data.
After the above procedure, the PNE SHALL send EUKey Assignment Request message to the PN GW.


· PN GW

When receiving EUKey Assignment Request message from PNE, PN GW SHALL forward the EUKey Assignment Request message to CPNS Server.

· CPNS Server

When receiving Key Request message from PN GW, CPNS Server SHALL authenticate the CPNS User who owns PNE. 
The authentication of CPNS User by CPNS Server SHALL be performed using User ID and password of CPNS User who owns the PNE. Upon receiving the EUKey Assignment Request message, the CPNS Server SHALL:
1. Generate hash value for user authentication. Hash ( AuthData ) where AuthData = Hash( Password ) | RANDPNE | Time
2. Verify the user authentication data using the CPNS Server generated hash value for user authentication. If the verification is fail, send the Key Assignment Response message to the PN GW with fail status code.


7.4.1.2 Key Assignment Response
· CPNS Server

If the user authentication succeeds, CPNS Server SHALL:

1. Generate and store a RANDSVR. RANDSVR is a random number generated by the CPNS Server.
2. Generate and store a KEK where KEK = Hash ( Hash( Password ) | RANDPNE | RANDSVR )
3. Generate and store a EUKey for PNE. The EUKey for PNE is a random number generated by the CPNS Server.
4. Generate the Key Assignment Response message. The message SHALL contain the Status, RANDSVR, and EUKey for PNE that is encrypted with the KEK.
After the above procedure, the CPNS Sever SHALL send EUKey Assignment Response message to the PN GW.
· PN GW

Upon receiving EUKey Assignment Response message from CPNS Server, PN GW SHALL forward the EUKey Assignment Response message to PNE.
· PNE

When receiving EUKey Assignment Response message from PN GW, PNE SHALL store EUKey after the decryption.
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