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1 Reason for Change

This CR is to resolve the following review comments:
	ｖ
	2011.02.1
	T
	7.6
	Source: KDDI(100)

Form: OMA-CD-CPNS-2011-xxxx-Consistency_Review_Comments_KDDI
Comment: 
need to add necessary description for PNE authentication during PN Management (Join, Invite)
Proposed Change: 
add description for PNE authentication during PN Management (Join, Invite)

CR will be provided
	Status: OPEN / CLOSED

<provide response>

	ｖ
	2011.02.1
	T
	7.6.1
	Source: KDDI(101)

Form: OMA-CD-CPNS-2011-xxxx-Consistency_Review_Comments_KDDI
Comment: 
Re “PNE SHALL indicate that it needs LocalEUKey assignment in the following messages.”,

There is no corresponding field to indicate necessity of LocalEUKey in the messages.

Proposed Change: 
Add field to indicate necessity of LocalEUKey in the messages.
	Status: OPEN / CLOSED

<provide response>

	
	
	
	
	Comment from Samsung regarding TK
	


This CR also resolves some editorial mistakes.
2 Impact on Backward Compatibility

None
3 Impact on Other Specifications

None
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Review and approve the proposed change in this CR for incorporation into the CPNS TS.
6 Detailed Change Proposal

Change 1:  Add necessary description for PNE authentication during PNE Management (PNE Invite and Join) to Section 7.6 PNE Authentication
7.6 PNE Authentication

During PN Establishment, PNE invite and PNE Join procedures, PNE performs mutual authentication and session key sharing with PN GW and CPNS Server. This section explains how the mutual authentication and session key sharing are performed


7.6.1 PNE
To start mutual authentication with CPNS Server, PNE SHALL generate a random number, “rand_PNE”, and include PNE ID and rand_PNE into the following messages to be sent to PN GW. Also, if PNE has enough UI, PNE SHALL indicate that it needs LocalEUKey assignment by setting LocalEUKeyAssignment “TRUE” in the following messages.
· During PN Establishment procedure

· SETUP Request from originating PNE

· SETUP Response from invited PNE

· During PNE Management (PNE Inviting)
· PNE Response (Invite) from invited PNE
· During PNE Management (PNE Joining)
· PNE Request (Join) from joining PNE
Upon receiving AUTHENTICATE Request message from PN GW, PNE SHALL calculate hash value, “hash_PNE”, and session key to be shared with CPNS Server. The calculation SHALL be performed as follows:

· hash_PNE SHALL be calculated from rand_PNE, rand_server (a hash value calculated by CPNS Server and included in the received message), PNE’s EUKey and the session key

· the session key SHALL be calculated from rand_PNE, rand_server and PNE’s EUKey.

PNE SHALL include PNE ID and hash_PNE into AUTHENTICATE Response message and send AUTHENTICATE Response message to PN GW.

In addition, if AUTHENTICATE Request includes LocalEUKey, PNE SHALL decrypt LocalEUKey included in the received AUTHENTICATE Request message by its own EUKey and store the LocalEUKey. 

Afterwards, if PAN between PNE and PN GW does not provide sufficient security mechanism to protect authenticity, confidentiality and integrity of CPNS message, PNE SHALL perform mutual authentication and session key sharing by using LocalEUKey (when PNE has enough UI) or Temporary Key (when PNE does not have enough UI) in the same way as described in 7.7 “PN GW Authentication” (i.e., PNE SHALL perform the same signalling procedure of PN GW described in the section 7.7). 

Note: mechanism to check if PAN provides sufficient security mechanism to protect authenticity, confidentiality and integrity of CPNS message is out of scope of CPNS1.0

Upon receiving the following messages from PN GW in each procedure, PNE SHALL authenticate CPNS Server by verifying hash_server (i.e., checks if the same value as hash_server can be calculated from rand_PNE, rand_server, PNE’s EUKey, the session key and hash_PNE)

· During PN Establishment procedure
· SETUP Response (received by originating PNE)

· PNEstablishmentNotify (received by invited PNE)

· During PNE Management (PNE Inviting)

· PN Update Notification (received by invited PNE)
· During PNE Management (PNE Joining)

· PNE Response (Join) (received by joining PNE)
7.6.2 PN GW

Upon receiving the following messages from PNE, 

· During PN Establishment procedure
· SETUP Request from originating PNE

· SETUP Response from invited PNE

· During PNE Management (PNE Inviting)

· PNE Response (Invite) from invited PNE

· During PNE Management (PNE Joining)

· PNE Request (Join) from joining PNE
PN GW SHALL include PNE ID(s) and rand_PNE(s) included in the received message(s) into the following messages and send the message to the CPNS Server. If there are multiple PNEs to be connected to PN during the single procedure (e.g., If one or more invited PNEs are to be connected to PN in addition to originating PNE in the single PN Establishment procedure), PN GW SHALL include all PNE IDs and rand_PNEs sent from the PNEs into the following messages.

· During PN Establishment procedure
· SETUP Request

· During PNE Management (PNE Inviting)

· PN Update Request

· During PNE Management (PNE Joining)

· PN Update Request
Upon receiving AUTHENTICATE Request message from CPNS Server, PN GW SHALL create new AUTHENTICATE Request message and include rand_server included in the received message into newly created AUTHENTICATE Request message. PN GW SHALL send newly created AUTHENTICATE Request message to PNE(s) which is listed in the received AUTHENTICATE Request message. If there are multiple PNEs listed in the received AUTHENTICATE Request message, PN GW SHALL create and send AUTHENTICATE Request message to each PNE.

In addition, for mutual authentication between PN GW and PNE, if AUTHENTICATE Request message includes LocalEUKey(s), PN GW SHALL decrypt LocalEUKey(s) included in the received AUTHENTICATE Request message by its own EUKey and store the LocalEUKey(s). PN GW SHALL include copy of LocalEUKey encrypted by PNE’s EUKey into newly created AUTHENTICATE Request message.

Afterwards, if PAN between PNE and PN GW does not provide sufficient security mechanism to protect authenticity, confidentiality and integrity of CPNS message, PN GW SHALL perform mutual authentication and session key sharing by using LocalEUKey (when PNE has enough UI) or Temporary Key (when PNE does not have enough UI) in the same way as described in 7.7 “PN GW Authentication” (i.e., PN GW SHALL perform the same signalling procedure of CPNS Server described in the section 7.7).

Note: mechanism to check if PAN provides sufficient security mechanism to protect authenticity, confidentiality and integrity of CPNS message is out of scope of CPNS1.0

Upon receiving AUTHENTICATE Response message from PNE(s), PN GW SHALL create new AUTHENTICATE Response message and include PNE ID(s) and hash_PNE(s) included in the received message into newly created AUTHENTICATE Response message. If there are multiple PNEs to be connected to PN during the single procedure (e.g., If one or more invite PNEs are to be connected to PN in addition to originating PN  in the single PN Establishment procedure), PN GW SHALL include all PNE IDs and hash_PNEs sent from the PNEs into the newly created AUTHENTICATE Response message.

Upon receiving the following message from CPNS Server,

· During PN Establishment procedure

· SETUP Response

· During PNE Management (PNE Inviting)

· PN Update Response

· During PNE Management (PNE Joining)

· PN Update Response

PN GW SHALL include hash_server included in the received message into the following messages and send the message to the PNE(s). If there are multiple PNEs to be connected to PN during the single procedure (e.g., If one or more invite PNEs are to be connected to PN in addition to originating PN  in the single PN Establishment procedure), PN GW SHALL send the following message to each PNE.

· During PN Establishment procedure

· SETUP Response to originating PNE

· PNEstablishmentNotify to the invited PNE(s)

· During PNE Management (PNE Inviting)

· PN Update Notification to invited PNE

· During PNE Management (PNE Joining)

· PNE Response (Join) to joining PNE
7.6.3 CPNS Server
Upon receiving rand_PNE(s) from PN GW, CPNS Server SHALL generate a random number, rand_server, and include PNE ID and rand_server into the AUTHENTICATE Request message. If there are multiple PNEs to be connected to PN during the single procedure (e.g., If one or more invite PNEs are to be connected to PN in addition to originating PN  in the single PN Establishment procedure), CPNS Server includes all PNE IDs into the AUTHENTICATE Request message.

In addition, for mutual authentication between PNE(s) and PN GW, if PNE requests LocalEUKey assignment, CPNS Server SHALL generate LocalEUKey(s) to be shared between PNE(s) and PN GW. 
For each LocalEUKey, CPNS Server SHALL create two copies, one for PNE and the other for PN GW, and encrypt each copy by PNE’s EUKey and PN GW’s EUKey, respectively. CPNS Server SHALL include the copies of LocalEUKey(s) into the AUTHENTICATE Request message to be sent to PNE(s) via PN GW. If there are multiple PNEs to be connected to PN during the single procedure (e.g., If one or more invite PNEs are to be connected to PN in addition to originating PN  in the single PN Establishment procedure), CPNS Server creates different LocalEUKeys for each PNE and includes all encrypted LocalEUKey into the AUTHENTICATE Request message.
Upon receiving AUTHENTICATE Response message from PN GW, CPNS Server SHALL calculate session key from rand_PNE, rand_server and PNE’s EUKey. CPNS Server SHALL authenticate PNE(s) by verifying hash_PNE(s) (i.e., checks if the same hash value can be calculated from rand_server, rand_PNE, PNE’s EUKey and the session key). 

In addition, CPNS Server SHALL calculate another hash value(s), hash_server(s), from rand_PNE, rand_server, PNE’s EUKey, the session key and hash_PNE. CPNS Server SHALL send hash_server to PNE by the following messages via PN GW.

· During PN Establishment procedure

· SETUP Response 
· During PNE Management (PNE Inviting)

· PN Update Response

· During PNE Management (PNE Joining)

· PN Update Response
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