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1 Reason for Change

This CR is to close the AI related to C066:
	C066
	2011.02.03
	T
	5.3.4
	Source: SK Telecom

Form: OMA-CONR-2011-0009-CPNS_Review_from_SK_Telecom

Comment: Basic purpose of using Group Key is needed.

Proposed Change: Explain the all the messages transferred to the group be encrypted using group key.
	Status: OPEN 

CLOSED (2/9) without change.

AI on KDDI and Samsung to discuss the usage of Group Key


2 Impact on Backward Compatibility

None
3 Impact on Other Specifications

None
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Review and approve the proposed change in this CR for incorporation into the CPNS TS.
6 Detailed Change Proposal

Change 1:  Change 1st paragraph of 5.3.2 to clarify message for SG is not protected by Session Key
5.3.2 Authentication, Confidentiality and Integrity
Except for CPNS messages destined to Service Group, authenticity, confidentiality and integrity of CPNS messages are ensured by the secure session established between CPNS Server and PNE, CPNS Server and PN GW and PN GW and PNE. Security of CPNS messages destined to Service Group is protected by Group Key, not by secure session (See 5.3.4). 
Note for TS Editor (this Note should be removed when incorporating this CR to TS): Description after the 1st paragraph in 5.3.2 is not changed.
Change 2:  Add description to 5.3.4 to clarify how Group Key is used to protect messages
5.3.3 Group Key

Group Key is a security key which all member entities in the same Service Group share and is used to ensure security (e.g., confidentiality and integrity etc.) of messages destined to Service Group. 
Usage of Group Key

Authenticity, integrity and confidentiality of CPNS messages destined to Service Group are protected by Group Key as follows:
· Authenticity and integrity
Message sender calculates hash value of message by Group Key, and adds the hash value to the message as MAC (message authentication code). By verifying MAC using Group key, message recipient can verify message authenticity (i.e., can verify if the message is sent from SG member PNE or CPNS Server). Also, message recipient can verify message integrity.
· Confidentiality
CPNS message destined to Service Group is encrypted by Group Key.
Management of Group Key
For Group Key management, CPNS supports the following operations: 
· create Group Key
When Service Group is created, CPNS Server creates Group Key.
· delete Group Key
When Service Group is deleted, CPNS Server deletes Group Key.
· update Group Key
Update of Group Key is performed in two ways;
· When group member leaves from Service Group, CPNS Server updates Group Key.
· CPNS Server itself can update Group Key. (e.g. for periodic updates).

· deliver Group Key
When Group Key is created or updated, CPNS Server delivers a Group Key to PN GW(s). Then, each PN GW delivers a Group Key to Service Group member PNE(s) pertaining to the same PN of the PN GW.

Delivery of Group Key from PN GW to PNE can be performed in two different ways: unicast based Group Key delivery or broadcast based Group Key delivery. 

PN GW and PNE SHALL support unicast based Group Key delivery. If a device in which PN GW/PNE is deployed supports underlying network broadcast mechanism, PN GW/PNE SHOULD support broadcast based Group Key delivery. PN GW selects unicast/broadcast based on certain criteria such as used media in PAN and the number of member PNEs in PN based on operator’s policy. 

In broadcast Group Key delivery, PNGW sends Group Key encrypted by GKEK using underlying network broadcast, and member PNE decrypts the encrypted Group Key by GKDK. If a PN GW is connected to multiple underlying networks (e.g., WiFi and Bluetooth), PN GW broadcasts the Group Key using respective underlying networks. 

Note: how to select unicast or broadcast is out of scope of current version of CPNS Enabler.
If PN GW/PNE support broadcast based Group Key delivery, the following functionalities SHALL be supported.

· GKDK
PN GW delivers a GKDK to each PNE in the same PN. GKDK is created by PN GW. 
· GKEK

PN GW creates GKEK so that only member PNE(s) can decrypt the Group Key.
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