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1 Reason for Change

This CR is to close the AI 052

	CD CPNS-2011-A052
	Change the structure of section 5.3 to clarify the usage and difference between MAC key & group key
	KDDI to change the structure of section 5.3 to clarify the usage and difference between MAC key and group key.
	CDCPNS-CC
	 
	KDDI
	Op
	 
	 


This CR changes structure of 5.3 as follows;
	Original(proposed by CR077)
	new

	5.3 Security Consideration

5.3.1 EUKey assignment

5.3.2 Authentication, Confidentiality and Integrity

5.3.2.1 Secure Session in CPNS Enabler
5.3.3 Authorization

5.3.4 Group Key

5.3.4.1 Usage of Group Key

5.3.4.2 Management of Group Key
	5.3 Security Consideration

5.3.1 EUKey management

5.3.2 Group Key management

5.3.3 Authentication, Confidentiality and Integrity

5.3.3.1 CPNS messages to CPNS Entity

5.3.3.2 CPNS messages to Service Group

5.3.4 Authorization


Some of the description (highlighted in pink) of this CR is taken from CR077.

Other description is copied from current TS.

R01: To close AI 057 shown below,

	CD CPNS-2011-A057
	KDDI and SKT to revise 099R01 together.
	KDDI and SKT to revise 099R01 together.
	CDCPNS-CC
	 
	KDDI and SKT


SKT & KDDI had offline discussion to clarify when Group Key should be used, and reached following consensus;

"if the security between PN GW and server and the security between PNE and PN GW both ensure the sufficient level," we do not need to use Group Key. Otherwise, we need to use Group Key.
2 Impact on Backward Compatibility

None
3 Impact on Other Specifications

None
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Review and approve the proposed change in this CR for incorporation into the CPNS TS.
6 Detailed Change Proposal
Change 1:  Change structure of 5.3 “Security consideration” to clarify the purpose of group key
5.3 Security Consideration
5.3.1 EUKey Management
CPNS Server assigns EUKey to PNE and PN GW after authenticating CPNS User based on User ID and password. Assigned EUKey is stored securely in CPNS Server together with Entity ID, User ID and password.

Before assigning EUKey to PNE or PN GW, User ID and password of the CPNS User who owns PNE or PN GW SHALL be registered with CPNS Server. 

EUKey assignment to PNE SHALL be performed after the PNE discovers PN GW by Entity Discovery and before PNE attempts to connect to PN (i.e., before establishing PN, joining PN or being invited to PN)

EUKey assignment to PN GW SHALL be performed before mutual authentication between PN GW and CPNS Server.
If there is EUKey in the PNE or PN GW already assigned, EUKey assignment SHALL NOT happen. 

Section 7.4 describes the different approaches of EUKey assignment depending on UI capability and PAN security
5.3.2 Group Key Management
Group Key is a security key which all member entities in the same Service Group share and is used to ensure security (e.g., confidentiality and integrity etc.) of messages destined to Service Group. For Group Key management, CPNS supports the following operations: 
· create Group Key
When Service Group is created, CPNS Server creates Group Key.
· delete Group Key
When Service Group is deleted, CPNS Server and SG member PNEs delete Group Key.
· update Group Key
Update of Group Key is performed in two ways;
· When SG member PNE leaves or is expelled from Service Group, CPNS Server updates Group Key.
· CPNS Server itself can update Group Key. (e.g. for periodic updates).

· deliver Group Key
When Group Key is created or updated, CPNS Server delivers a Group Key to PN GW(s). Then, each PN GW delivers a Group Key to Service Group member PNE(s) pertaining to the same PN of the PN GW.

Delivery of Group Key from PN GW to PNE can be performed in three different ways: unicast based Group Key delivery, broadcast based Group Key delivery or hybrid of the two. (Section 7.8.5)
PN GW and PNE SHALL support unicast based Group Key delivery. If a device in which PN GW/PNE is deployed supports underlying network broadcast mechanism, PN GW/PNE SHOULD support broadcast based Group Key delivery 


· 


· 



5.3.3 Authentication, Confidentiality and Integrity

5.3.3.1 CPNS messages to CPNS Entity
Authenticity, confidentiality and integrity of CPNS messages to CPNS Entity are ensured by the secure session established between CPNS Server and PNE, CPNS Server and PN GW and PN GW and PNE.

Regarding message protection between PN GW and CPNS Server, if fixed or removable module keeping identity information and credential (e.g., a SIM/USIM/ISIM) is installed on PN GW, PN GW and CPNS Server  can utilize that credential (e.g., a SIM/USIM/ISIM) for security
Regarding message protection between PN GW and PNE, if there is secure underlying PAN which protects authenticity, confidentiality and integrity of CPNS message, PN GW and PNE can utilize the underlying PAN security mechanism.

Otherwise, secure session needs to be established between PN GW and PNE.
Secure session used to protect CPNS message is chosen based on its source and destination ID.

· For CPNS message whose src and dst ID are CPNS Server//PNE and PNE /CPNS Server
Secure session between CPNS Server and PNE 

· For CPNS message whose src and dst ID are CPNS Server/PN GW and PN GW/CPNS Server
Secure session between CPNS Server and PN GW

· For CPNS message whose src and dst ID are PN GW/PNE and PNE/PN GW
Secure session between PN GW and PNE

5.3.3.1.1 Secure Session in CPNS Enabler

· Secure session establishment

Secure session between CPNS Entities is established by PSK-based approach.

As for session establishment between CPNS Server and PNE/PN GW, EUKey is used as PSK. 

As for session establishment between PNE and PN GW, another key is used as PSK, since EUKey is not necessarily shared between PNE and PN GW. The key (hereinafter, LocalEUKey) is created in CPNS Server and sent to PNE and PN GW after encrypted by EUKey of each entity. Before assigning LocalEUKey, EUKey is assigned to PNE and PN GW.
By using EUKey or LocalEUKey as PSK, secure session is established by the two operations:

· Mutual authentication

Two CPNS Entities authenticate each other by using shared-secret based authentication outlined in section 7.5
1. 
2. 
3. 
· Session key sharing

Session key sharing is also performed by using shared-secret. Two CPNS Entities create session key by calculating hash value from random number and PSK (i.e., EUKey or LocalEUKey). Since both sides use the same random number and the same PSK, the same session keys are created at both sides. Same random numbers exchanged during mutual authentication are used here.


· Message protection by secure session
· Authenticity and integrity
Message sender calculates hash value of message by session key, and adds the hash value to the message as MAC (message authentication code). Message recipient can verify message authenticity and integrity by verifying MAC using session key.
· Confidentiality
Message is encrypted by session key. Some messages and parameters may not be encrypted.
5.3.3.2 CPNS messages to Service Group

When sending out a message to Service Group, CPNS Entities SHALL use Group Key to guarantee security of message delivery to member PNEs. However, to those member PNEs which satisfy both of the following two conditions, CPNS Entities can send the message without protection by using Group Key.

1. PNE connects to its PN GW via secure PAN which ensures message authenticity, integrity and confidentiality

2. its PN GW has fixed or removable module keeping identity information and credential (e.g., a SIM/USIM/ISIM) and uses the module for secure communication with CPNS Server
When using Group Key, security of CPNS messages is protected as follows:

Authenticity, integrity and confidentiality of CPNS messages destined to Service Group are protected by Group Key as follows:

· Authenticity and integrity
Message sender calculates hash value of message by Group Key, and adds the hash value to the message as MAC (message authentication code). By verifying MAC using Group key, message recipient can verify message authenticity (i.e., can verify if the message is sent from SG member PNE or CPNS Server). Also, message recipient can verify message integrity.
· Confidentiality
CPNS message destined to Service Group is encrypted by Group Key.
5.3.4 Authorization

Since CPNS Server stores EUKey with Entity ID of PNE or PN GW and User ID of CPNS User who owns PNE or PN GW, CPNS Server can know correct Entity ID and User ID after authenticating PNE or PN GW. Thus, CPNS Server can perform authorization using Entity ID and User ID.
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