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1 Reason for Change

This CR is to resolve the following review comments:
	C469
	2011.02.03
	Q/T
	7.5
	Source: SK Telecom

Form: OMA-CONR-2011-0009-CPNS_Review_from_SK_Telecom

Comment: It seems to have redundancies with section 7.6

Is the TKPNE is necessary for all cases? What is the relation btw this section and local EUKEY?

Proposed Change: Clarify the difference from section 7.6 and answer the questions above. 
	Status: Closed with the following change
Since description in 7.5.1(7.5 in old TS) is fully duplicated with 7,5.4(7.6 in old TS), whole part of 7.5.1 is removed

	C470
	2011.02.1
	T
	7.5 
	Source: HTC

Form: OMA-CONR-2011-0005-CPNS_ConR_Comments_From_HTC.doc
Comment: What’ the purpose of mutual authentication ? when to apply this procedure ? No specific Flow and  corresponding message for it ?
 Proposed Change :  Remove this section or clarify it. 
	Status: CLOSED

Closed with C469

	C471
	2011.02.1
	T
	7.5 / 7..7
	Source: HTC

Form: OMA-CONR-2011-0005-CPNS_ConR_Comments_From_HTC.doc
Comment: What’s the difference of mutual authentication : PN GW Part and 7.7 PN GW Authentication ?
Proposed Change : Clarify it.

	Status: CLOSED

Closed with C469

	C472
	2011.02.1
	T
	7.5
	Source: KDDI (98)

Form: OMA-CONR-2011-0007-CPNS_ConR_Comments_from_KDDI

Comment: Procedures in this assumes that PN GW owns TK and EUKey of PNE in advance. 

However, when a PNE connects to another PN GW (other’s PNGW or Zone PN GW), the PN GW does not have TK and EUKey. The procedure for such a case should be described.

Proposed Change: 

	Status: CLOSED

Closed with C469

	C473
	2011.01.31
	Q
	7.5
	Source: <ZTE>

Form: <OMA-CONR-2011-0003-CPNS_ConR_Comments_from_ZTE.doc>

Comment: <What’s the benefit of this mechanism?> 

Proposed Change: <>
	Status: CLOSED

Closed with C469

	C474
	2011.01.31
	Q
	7.5.1
	Source: <ZTE>

Form: <OMA-CONR-2011-0003-CPNS_ConR_Comments_from_ZTE.doc>

Comment: <In step 4, where does this EUKey2 come from?> 

Proposed Change: <>
	Status: CLOSED

Closed with C469

	C475
	2011.02.03
	T
	7.5

7.6

7.7
	Source: NEC

Form: OMA-CONR-2011-0002

Comment: These three sections seem to be overlapping quite a bit. All three sections talk about mutual authentication and therefore I see no reason having section 7.5 and after that the other two additional sections with additional details.

I hope section 7.5, which is in yellow color now, will replace or will merge with the other two sections, 7.6 and 7.7.

Proposed Change: 


Suggest to merge these sections somehow and not give the impression of repeating things time after time. 
	Status: Closed
Closed with C469

	C476
	2011.02.03
	Q/T
	7.6
	Source: SK Telecom

Form: OMA-CONR-2011-0009-CPNS_Review_from_SK_Telecom

Comment: Is this section for the mutual authentication btw PNE-PNGW or btw PNE-server ?

Proposed Change: Clarify the question above and re-state properly if needed.
	Status: Closed
Both PNE-PNGW and PNE-server are covered by the section.
It is clearly stated in the first paragraph of 7.5.4 (7.6 in old TS) that;

“PNE performs mutual authentication and session key sharing with PN GW and CPNS Server” 

	C477
	2011.02.1
	E
	7.6
	Source: KDDI (99)

Form: OMA-CONR-2011-0007-CPNS_ConR_Comments_from_KDDI
Comment: 
Since PNE authentication described here is performed during PN Establishment and PN Management (Join, Invite), move whole of this section after 7.8 “PN Management”
Proposed Change: 
	Status: CLOSED

Change as proposed. Editor to perform this change. 

	C478
	2011.02.1
	T
	7.6
	Source: KDDI (99-1)

Form: OMA-CONR-2011-0007-CPNS_ConR_Comments_from_KDDI
Comment: 
The parameter used in this section (e.g., rand_PNE, hash_server…) needs to be included in the existing messages such as SETUP Request/Response and PNE Request/Response, which lacks the corresponding fields.

Proposed Change: Add corresponding fields to the existing messages

CR will be provided
	Status: OPEN / CLOSED
Pending a CR.
To be closed with CR-58

	C479
	2011.02.1
	T
	7.6
	Source: KDDI(100)

Form: OMA-CONR-2011-0007-CPNS_ConR_Comments_from_KDDI
Comment: 
need to add necessary description for PNE authentication during PN Management (Join, Invite)
Proposed Change: 
add description for PNE authentication during PN Management (Join, Invite)

CR will be provided
	Status: CLOSED

Closed with CR-56 (OMA-CD-CPNS-2011-0056-CR_Additional_Description_for_PNE_Authentication)

	C480
	2011.01.31
	Q
	7.6
	Source: LGE

Form: <INP doc, mtg, confcall>

Comment: Editor’s note

 “Since, in current TS, PNE authentication procedure is included only in PN Establishment, this CR focuses only on PN Establishment. Regarding authentication during PNE Join and Invite procedures, another CR will propose additional description if necessary.” Is it solved?

Proposed Change: 
	Status: CLOSED

Closed with C479 (CR-56 provides description for mutual authentication in PNE Join and Invite case.)

	C481
	2011.02.03
	T
	7.6
	Source: Samsung
Form: INP doc #0004
Comment: 
Editor’s Note needs to be resolved
Proposed Change:
Delete Editor’s Note or add additional text 
	Status: CLOSED

Closed with C479 (CR-56 provides description for mutual authentication in PNE Join and Invite case.)

	C482
	2011.02.1
	T
	7.6.1
	Source: KDDI(101)

Form: OMA-CONR-2011-0007-CPNS_ConR_Comments_from_KDDI
Comment: 
Re “PNE SHALL indicate that it needs LocalEUKey assignment in the following messages.”,

There is no corresponding field to indicate necessity of LocalEUKey in the messages.

Proposed Change: 
Add field to indicate necessity of LocalEUKey in the messages.
	Status: CLOSED

Closed with CR-56 (OMA-CD-CPNS-2011-0056-CR_Additional_Description_for_PNE_Authentication)

	C483
	2011.02.1
	T
	7.6.1
	Source: KDDI(102)

Form: OMA-CONR-2011-0007-CPNS_ConR_Comments_from_KDDI
Comment: 
There is no message format for AUTHENTICATE Request/Response
Proposed Change: 
Add format of AUTHENTICATE Request/Response message

CR will be provided
	Status: OPEN / CLOSED
To be closed with CR-57

	C484
	2011.01.31
	E
	7.6.1
	Source: LGE

Form: <INP doc, mtg, confcall>

Comment: what is “7.y”? in

“PNE SHALL perform mutual authentication and session key sharing by using LocalEUKey in the same way as described in 7.y “PN GW Authentication” (i.e., PNE SHALL perform the same signalling procedure of PN GW described in the section 7.y).”
Proposed Change: Insert proper section. 7.7
	Status: CLOSED

Closed by comment C003

	C485
	2011.01.31
	T
	7.6.1
	Source: LGE

Form: <INP doc, mtg, confcall>

Comment: “Also, if PNE has enough UI, PNE SHALL indicate that it needs LocalEUKey assignment in the following messages.”
Section 7 is normative section. But there is no proper procedure to indicate something.

Proposed Change: 
It should be described 

How PNE indicate “it needs LocalEUKey” (e.g. UICapa is “FALSE” or empty).
	Status: CLOSED

Closed with CR-56, which adds the following description in 7.5.4.1 (7.6.1 in old TS) ;

“PNE SHALL indicate that it needs LocalEUKey assignment by setting LocalEUKeyAssignment “TRUE” in the following messages.”

	C486
	2011.02.03
	T
	7.6.1
	Source: Samsung
Form: INP doc #0004
Comment: 
If PNE does not have enough UI, need to clarify how LocalEUKey necessity can be indicated
Proposed Change:
Add description to explain the above comment or add additional assumption in section 7.6 that the following procedure will happen only PNE has UI capability.
	Status: CLOSED

Closed with C485

Regarding the assumption, current TS clearly states “Also, if PNE has enough UI, PNE SHALL indicate that it needs LocalEUKey assignment”

	C487
	2011.02.03
	T
	7.6.2
	Source: Samsung
Form: INP doc #0004
Comment: 
Upon receiving AUTHENTICATE Request message from CPNS Server, PN GW SHALL create new AUTHENTICATE Request message and include rand_server included in the received message into newly created AUTHENTICATE Request message.
Need to clarify why the PN GW create a new message, instead of relay the message to the PNEs
Proposed Change:
Need to clarify why the PN GW create a new message, instead of relay the message to the PNEs.
	Status: CLOSED

Closed without change for the following reason;

CPNS Server sends just one message to PN GW, whereas PN GW might need to send the message to multiple PNEs. Thus, it should create new message instead of just relaying message.

	C488
	2011.02.03
	Q/T
	7.7
	Source: SK Telecom

Form: OMA-CONR-2011-0009-CPNS_Review_from_SK_Telecom

Comment: What is the “ConnectRequest” message?

Proposed Change: Clarify the question above and re-state properly if needed.
	Status: Closed with following change.
“Before starting message forwarding between PNE and CPNS Server, PN GW SHALL send ConnectRequest message to CPNS Server to trigger mutual authentication.”
ConnectRequest is the message sent from PN GW to trigger mutual authentication with CPNS Server.

	C489
	2011.02.03
	Q/T
	7.7
	Source: SK Telecom

Form: OMA-CONR-2011-0009-CPNS_Review_from_SK_Telecom

Comment: What is the “ConnectRequest” message?

Proposed Change: Clarify the question above and re-state properly if needed.
	Status: Closed with C488


	C490
	2011.02.1
	T
	7.7
	Source: KDDI(103)

Form: OMA-CONR-2011-0007-CPNS_ConR_Comments_from_KDDI
Comment: 
the same message in PNE authentication procedure should be reused as much as possible
Proposed Change: 
Change message name as follows;

- PN GW Authentication Request message ( AUTHENTICATE Request
- PN GW Authentication Response & CPNS Server Authentication Request message

( AUTHENTICATE Response
- CPNS Server Authentication Response ( Connect Response
	Status: CLOSED with proposed change


	C491
	2011.02.1
	T
	7.7
	Source: KDDI(104)

Form: OMA-CONR-2011-0007-CPNS_ConR_Comments_from_KDDI
Comment: 
In current TS, there is no message format of messages used in this procedure.
Proposed Change: 
Add format of message used here.

CR will be provided
	Status: OPEN / CLOSED
To be closed with CR-57

	C492
	2011.02.1
	T
	7.7
	Source: KDDI(104-1)

Form: OMA-CONR-2011-0007-CPNS_ConR_Comments_from_KDDI
Comment: 
Re “If fixed or removable module keeping identity information and credential (i.e., a SIM/USIM/ISIM) is installed on PN GW, following procedure is not performed.”, 

This is just a prerequisite to support SEC_CF. Unless SEC_CF is available in both PNGW and CPNS Server, secure session establishment can not be skipped.

Proposed Change: 
Change current description as follows;

“If fixed or removable module keeping identity information and credential (i.e., a SIM/USIM/ISIM) is installed on PN GW and both PN GW and CPNS Server support SEC_CF, following procedure is not performed.”
	Status: CLOSED with proposed change


	C493
	2011.01.31
	E
	7.7
	Source: LGEMF

Form: <INP doc, mtg, confcall>

Comment: in the first paragraph, the USIM word is used. This word is too restrictive.

Proposed Change:.use Smart Card.


	Status: CLOSED

Closed by comment C250

	C494
	2011.02.03
	T
	7.7
	Source: Samsung
Form: INP doc #0004
Comment: 
Message format for PN GW Authentication is missing.
Need to clarify whether Authentication Response & CPNS Server Authentication Request message is a single message or two separate messages
Proposed Change:
Author needs to provide the message format for PN GW Authentication
	Status: CLOSED with C490



In addition, this CR incorporates the OMA-CD-CPNS-2011-0056-CR_Additional_Description_for_PNE_Authentication. The description added/modified by the CR is highlighted in blue.
2 Impact on Backward Compatibility

None
3 Impact on Other Specifications

None
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Review and approve the proposed change in this CR for incorporation into the CPNS TS.
6 Detailed Change Proposal

Change 1:  Change 7.5 to resolve review comments
7.5  Mutual Authentication
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7.5.1  PNE Authentication

During PN Establishment, PNE invite and PNE Join procedures, PNE performs mutual authentication and session key sharing with PN GW and CPNS Server. This section explains how the mutual authentication and session key sharing are performed


7.5.1.1  PNE
To start mutual authentication with CPNS Server, PNE SHALL generate a random number, “rand_PNE”, and include PNE ID and rand_PNE into the following messages to be sent to PN GW. Also, if PNE has enough UI, PNE SHALL indicate that it needs LocalEUKey assignment by setting LocalEUKeyAssignment “TRUE” in the following messages.
· During PN Establishment procedure

· SETUP Request from originating PNE

· SETUP Response from invited PNE
· During PNE Management (PNE Inviting)

· PNE Response (Invite) from invited PNE

· During PNE Management (PNE Joining)

· PNE Request (Join) from joining PNE
Upon receiving AUTHENTICATE Request message from PN GW, PNE SHALL calculate hash value, “hash_PNE”, and session key to be shared with CPNS Server. The calculation SHALL be performed as follows:

· hash_PNE SHALL be calculated from rand_PNE, rand_server (a hash value calculated by CPNS Server and included in the received message), PNE’s EUKey and the session key

· the session key SHALL be calculated from rand_PNE, rand_server and PNE’s EUKey.

PNE SHALL include PNE ID and hash_PNE into AUTHENTICATE Response message and send AUTHENTICATE Response message to PN GW.

In addition, , if AUTHENTICATE Request includes LocalEUKey, PNE SHALL decrypt LocalEUKey included in the received AUTHENTICATE Request message by its own EUKey and store the LocalEUKey. 

Afterwards, if PAN between PNE and PN GW does not provide sufficient security mechanism to protect authenticity, confidentiality and integrity of CPNS message, PNE SHALL perform mutual authentication and session key sharing by using LocalEUKey (when PNE has enough UI) or Temporary Key (when PNE does not have enough UI) in the same way as described in 7.5.2 “PN GW Authentication” (i.e., PNE SHALL perform the same signalling procedure of PN GW described in the section 7.5.2). 

Note: mechanism to check if PAN provides sufficient security mechanism to protect authenticity, confidentiality and integrity of CPNS message is out of scope of CPNS1.0

Upon receiving the following messages from PN GW in each procedure, PNE SHALL authenticate CPNS Server by verifying hash_server (i.e., checks if the same value as hash_server can be calculated from rand_PNE, rand_server, PNE’s EUKey, the session key and hash_PNE)

· During PN Establishment procedure
· SETUP Response (received by originating PNE)

· PNEstablishmentNotify (received by invited PNE)
· During PNE Management (PNE Inviting)

· PN Update Notification (received by invited PNE)

· During PNE Management (PNE Joining)

· PNE Response (Join) (received by joining PNE)

7.5.1.2  PN GW

Upon receiving the following messages from PNE, 

· During PN Establishment procedure
· SETUP Request from originating PNE

· SETUP Response from invited PNE
· During PNE Management (PNE Inviting)

· PNE Response (Invite) from invited PNE

· During PNE Management (PNE Joining)

· PNE Request (Join) from joining PNE
PN GW SHALL include PNE ID(s) and rand_PNE(s) included in the received message(s) into the following messages and send the message to the CPNS Server. If there are multiple PNEs to be connected to PN during the single procedure (e.g., If one or more invited PNEs are to be connected to PN in addition to originating PNE in the single PN Establishment procedure), PN GW SHALL include all PNE IDs and rand_PNEs sent from the PNEs into the following messages.

· During PN Establishment procedure
· SETUP Request
· During PNE Management (PNE Inviting)

· PN Update Request

· During PNE Management (PNE Joining)

· PN Update Request
Upon receiving AUTHENTICATE Request message from CPNS Server, PN GW SHALL create new AUTHENTICATE Request message and include rand_server included in the received message into newly created AUTHENTICATE Request message. PN GW SHALL send newly created AUTHENTICATE Request message to PNE(s) which is listed in the received AUTHENTICATE Request message. If there are multiple PNEs listed in the received AUTHENTICATE Request message, PN GW SHALL create and send AUTHENTICATE Request message to each PNE.

In addition, for mutual authentication between PN GW and PNE, if AUTHENTICATE Request message includes LocalEUKey(s), PN GW SHALL decrypt LocalEUKey(s) included in the received AUTHENTICATE Request message by its own EUKey and store the LocalEUKey(s). PN GW SHALL include copy of LocalEUKey encrypted by PNE’s EUKey into newly created AUTHENTICATE Request message.

Afterwards, if PAN between PNE and PN GW does not provide sufficient security mechanism to protect authenticity, confidentiality and integrity of CPNS message, PN GW SHALL perform mutual authentication and session key sharing by using LocalEUKey (when PNE has enough UI) or Temporary Key (when PNE does not have enough UI) in the same way as described in 7.5.2 “PN GW Authentication” (i.e., PN GW SHALL perform the same signalling procedure of CPNS Server described in section 7.5.2).

Note: mechanism to check if PAN provides sufficient security mechanism to protect authenticity, confidentiality and integrity of CPNS message is out of scope of CPNS1.0

Upon receiving AUTHENTICATE Response message from PNE(s), PN GW SHALL create new AUTHENTICATE Response message and include PNE ID(s) and hash_PNE(s) included in the received message into newly created AUTHENTICATE Response message. If there are multiple PNEs to be connected to PN during the single procedure (e.g., If one or more invite PNEs are to be connected to PN in addition to originating PN  in the single PN Establishment procedure), PN GW SHALL include all PNE IDs and hash_PNEs sent from the PNEs into the newly created AUTHENTICATE Response message.

Upon receiving the following message from CPNS Server,

· During PN Establishment procedure

· SETUP Response
· During PNE Management (PNE Inviting)

· PN Update Response

· During PNE Management (PNE Joining)

· PN Update Response
PN GW SHALL include hash_server included in the received message into the following messages and send the message to the PNE(s). If there are multiple PNEs to be connected to PN during the single procedure (e.g., If one or more invite PNEs are to be connected to PN in addition to originating PN  in the single PN Establishment procedure), PN GW SHALL send the following message to each PNE.

· During PN Establishment procedure

· SETUP Response to originating PNE

· PNEstablishmentNotify to the invited PNE(s)
· During PNE Management (PNE Inviting)

· PN Update Notification to invited PNE

· During PNE Management (PNE Joining)

· PNE Response (Join) to joining PNE
7.5.1.3  CPNS Server
Upon receiving rand_PNE(s) from PN GW, CPNS Server SHALL generate a random number, rand_server, and include PNE ID and rand_server into the AUTHENTICATE Request message. If there are multiple PNEs to be connected to PN during the single procedure (e.g., If one or more invite PNEs are to be connected to PN in addition to originating PN  in the single PN Establishment procedure), CPNS Server includes all PNE IDs into the AUTHENTICATE Request message.

In addition, for mutual authentication between PNE(s) and PN GW, if PNE requests LocalEUKey assignment, CPNS Server SHALL generate LocalEUKey(s) to be shared between PNE(s) and PN GW. 
For each LocalEUKey, CPNS Server SHALL create two copies, one for PNE and the other for PN GW, and encrypt each copy by PNE’s EUKey and PN GW’s EUKey, respectively. CPNS Server SHALL include the copies of LocalEUKey(s) into the AUTHENTICATE Request message to be sent to PNE(s) via PN GW. If there are multiple PNEs to be connected to PN during the single procedure (e.g., If one or more invite PNEs are to be connected to PN in addition to originating PN  in the single PN Establishment procedure), CPNS Server creates different LocalEUKeys for each PNE and includes all encrypted LocalEUKey into the AUTHENTICATE Request message.
Upon receiving AUTHENTICATE Response message from PN GW, CPNS Server SHALL calculate session key from rand_PNE, rand_server and PNE’s EUKey. CPNS Server SHALL authenticate PNE(s) by verifying hash_PNE(s) (i.e., checks if the same hash value can be calculated from rand_server, rand_PNE, PNE’s EUKey and the session key). 

In addition, CPNS Server SHALL calculate another hash value(s), hash_server(s), from rand_PNE, rand_server, PNE’s EUKey, the session key and hash_PNE. CPNS Server SHALL send hash_server to PNE by the following messages via PN GW.

· During PN Establishment procedure

· SETUP Response
· During PNE Management (PNE Inviting)

· PN Update Response

· During PNE Management (PNE Joining)

· PN Update Response
7.5.2  PN GW Authentication

If fixed or removable module keeping identity information and credential (i.e., a SIM/USIM/ISIM) is installed on PN GW and both PN GW and CPNS Server support SEC_CF, following procedure is not performed.
The session key will be expired after certain amount of time. When there is no session key or session key is expired, PN GW Authentication described below is performed.
Before starting message forwarding between PNE and CPNS Server, PN GW SHALL perform mutual authentication with CPNS Server.

· PN GW

Before starting message forwarding between PNE and CPNS Server, PN GW SHALL send ConnectRequest message to CPNS Server to trigger mutual authentication. ConnectRequest message SHALL include CPNS Entity ID of the PN GW and random number  created by PN GW (random_PN GW). 

When receiving AUTHENTICATE Request message, PN GW SHALL create session key from random_PN GW, random_server (random number included in the AUTHENTICATE Request message) and its own EUKey. 

In addition, PN GW SHALL send AUTHENTICATE Response message to the CPNS Server. The message SHALL include hash value (hash_PN GW) calculated from ConnectRequest message, AUTHENTICATE Request message and the PN GW’s EUKey.

When receiving ConnectResponse message, PN GW SHALL verify hash_server (random number included in the Server Authentication Response message) included in the message by checking if the same value can be calculated from ConnectRequest message, AUTHENTICATE Request message,  PN GW Authentication Response & Server Authentication Request message and the PN GW’s EUKey.
· CPNS Server

When receiving ConnectRequest message from PN GW, CPNS Server SHALL send AUTHENTICATE Request message to the PN GW. AUTHENTICATE Request message SHALL include random number created by CPNS Server (random_server).

When receiving PN GW Authentication Response & Server Authentication Request message, CPNS Server SHALL create session key from random_PN GW, random_server and EUKey of the PN GW which is sender of the message.

In addition, CPNS Server SHALL verify hash_PN GW included in the message by checking if the same value can be calculated from ConnectRequest message, AUTHENTICATE Request message and the PN GW’s EUKey. 

If verification succeeds, CPNS Server SHALL send Server Authentication Response message to the PN GW. The message SHALL include hash value (hash_server) calculated from ConnectRequest message, AUTHENTICATE Request message,  PN GW Authentication Response & Server Authentication Request message and the PN GW’s EUKey.
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