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1 Reason for Change

This CR collects all comment targeted to section 7.8. PN Management (Section 7.6 of OMA-TS-CPNS-V1_0-20110315-D), A056 on C542 (replace Active attribute to Update) and CR0030 related with this section.
In addition to above some editorial correction is done as follows:
1. Status ( Result which was not properly applied
R01 incorporate resolutions which were agreed during 24th March conference call (i.e. C503, C523, C532, C551, C554 and C562)
In addition to above resolutions for following comments are provided:
1. C501: PN Info is delivered to the CPNS Server PN Inventory
2. C512: Removed the PNID
3. C513: Explained the intention of text. Closed without change
4. C516: Group agreed to delete InactiveMode.
5. C519, C520: See the changes below. (Reused almost all the text from PNE initiated  case)
6. C525: Closed without change. ((Comment provider, ZTE, agreed)
7. C528: Closed by CR0113R01
8. C538: See the changes below. (Note has added)

9. C540: Closed without change. (Comment provider, SKT, agreed)
10. C554: See the changes below
11. C546: The text regarding restart is already addressed in section 7.13.5 and 7.13.5.1 of current TS, closed without any change

12. C556: See the changes below. (text has added)

13. C557: Closed without change. ((Comment provider, SKT, agreed) 
14. C558: Closed without change. Reversed to current TS
15. C561: Closed as this text has removed
16. C564: Closed without change. (Comment provider, NEC, agreed) 
Following 2 comments are still remained open:

506 : Proposal for Section 8 is not applied

R02 incorporate resolutions which were agreed during 30th March conference call (i.e. C516, C558)

	C496
	2011.01.31
	T
	7.8.1.1

8.5.1.3
	Source: LGE

Form: <INP doc, mtg, confcall>

Comment: This is yellow part.

If we decide the default value for PNSetupType and Disclosure like TempPN and Sharing (which is not yellow part) the size of SETUP message can be reduced. But the decision process must be done in set up phase.

The message format should be consistency among attributes.

Proposed Change: 
1. Cardinality of PNSetupType and Disclosure is “0..1” 

2. and, default value is “1” so, insert “,default” into the description

3. insert the process of deciding TempPN and Sharing as SHALL because that value must be considered first and then the value itself can be skipped considering default.

Or, match with TempPN and Sharing like PNSetupType and Disclosure
1. Cardinality of TempPN and Sharing is “1” 

2. and remove default value.

3. insert the process of deciding TempPN and Sharing as SHALL because that value must be considered first and then the value itself can be skipped considering default.
	Status: CLOSED
See CR#
Changed with second proposal as group agreed not to state any default value

	C497
	2011.02.03
	T
	7.8.1.1
	Source: SK Telecom

Form: OMA-CONR-2011-0009-CPNS_Review_from_SK_Telecom

Comment: What is the Ownership entity? How can it be decided?

Proposed Change: Clarify and illustrate.
	Status: CLOSED
Modify the text with agreed description in PN Inventory

	C498
	2011.02.03
	T
	7.8.1.1
	Source: SK Telecom

Form: OMA-CONR-2011-0009-CPNS_Review_from_SK_Telecom

Comment: Step 6-C and –D, “MAY” is hard to understand. Why mode and inactive mode are necessary?

Proposed Change: Clarify or remove.
	Status: CLOSED
To keep the consistency with CPNS Profile, no change has  applied


	C499
	2011.02.03
	T
	7.8.1.1
	Source: SK Telecom

Form: OMA-CONR-2011-0009-CPNS_Review_from_SK_Telecom

Comment: The purpose of ReqAnswer is not fully explained.

Proposed Change: Clarify or remove.
	Status: CLOSED
ReqAnswer indicated the status of SETUP request
Change the name of attribute to Return as proposed in CR0030

	C500
	2011.02.03
	T
	7.8.1.1
	Source: SK Telecom

Form: OMA-CONR-2011-0009-CPNS_Review_from_SK_Telecom

Comment: [Invited PNE] case, step 3, where this PN ID comes from?

Proposed Change: Clarify or remove.
	Status: CLOSED
Refer to the SETUP Request message, PNID needs to be included under PNInfo

	C501
	2011.02.1
	T
	7.8.1.1
	Source: KDDI(105)

Form: OMA-CONR-2011-0007-CPNS_ConR_Comments_from_KDDI
Comment: 
Re “Disclosure” attribute, to which entity is PN Information delivered?

Proposed Change: 
Need clarification
	Status:   CLOSED

PN Info is delivered to the CPNS Server PN Inventory
No changes has applied

	C502
	2011.02.1
	T
	7.8.1.1
	Source: KDDI(106)

Form: OMA-CONR-2011-0007-CPNS_ConR_Comments_from_KDDI
Comment: 
7th step. “SHALL”  for DeviceCapa should be changed to “SHOULD” or “MAY” due to the privacy related reason provided by KDDI(107).
Proposed Change: 

	Status: CLOSED

Change it to MAY 

	C503
	2011.02.1
	T
	7.8.1.1
	Source: KDDI(107)

Form: OMA-CONR-2011-0007-CPNS_ConR_Comments_from_KDDI
Comment: 
6th-8th step. Since these information (Re PNEInfo, only NAME is privacy information) might be privacy related, PN Establishment message should not include these information unless user wants to expose.
Proposed Change: 
Add following description to the end of 7.8.1

“In this procedure, following messages are exchanged between PNE and PNGW before secure session is established between them;

SETUP Request/Response

Thus, privacy information SHALL not be included in these messages unless user wants to expose.

To protect privacy information from unintentionally leaking, PNE/PNGW SHALL be able to enable CPNS User to choose (e.g., via GUI) whether to include following information in the SETUP Request/Response messages.
-Description in PNInfo
Currently, Description attribute is missing. Added this info
-Name in PNE/PNGWInfo
Already stated as optional (MAY)
-DeviceCapa
Resolved by C502
-AppInfo

- Name has changed to “ServiceProfile”. Already stated as optional (MAY)
PNE/PN GW SHALL include/exclude the above information in the SETUP Request/Response messages accordingly to CPNS User’s choice.”
	Status:  CLOSED

Change the attribute name from “Name” to “PNEName”
Added Description attribute under PNInfo due to the lack of this parameter
Added Privacy attribute
Delete Privacy attribute based on agreement on 24th March CC

	C504
	2011.02.1
	T
	7.8.1.1
	Source: KDDI(108)

Form: OMA-CONR-2011-0007-CPNS_ConR_Comments_from_KDDI
Comment: 
Re “As for the mutual authentication between PNE and CPNS Server, the CPNS Server SHALL follow the procedure as described in section x.y Mutual Authentication.”, 

1. Mutual Authentication is also necessary between PNE and PNGW.

2. Not only the CPNS Server but also PNEs and PN GW SHALL follow the procedure.
3. As for mutual authentication, “7.6 PNE Authentication” is agreed currently.

Proposed Change: 
- add “and between PNE and PN GW”  
- add “, PNEs and PN GW” here
- change referred section. 

(These changes should be applied whole part of 7.8.1)
	Status:   CLOSED

Changed with proposal

	C505
	2011.02.1
	T
	7.8.1.1
	Source: KDDI(109)

Form: OMA-CONR-2011-0007-CPNS_ConR_Comments_from_KDDI
Comment: 
In procedure in invited PNE, re “After the PNE receives input from CPNS User,”
Why is user’s input necessary before sending SETUP Response? Of course, in some cases, user’s input is necessary. However, always requiring user’s input is not a good idea.

Proposed Change: 
remove this phrase.
	Status:  CLOSED

Changed with proposal


	C506
	2011.02.1
	T
	
8.5.1.1
8.5.1.2
	Source: KDDI(109-2)

Form: OMA-CONR-2011-0007-CPNS_ConR_Comments_from_KDDI
Comment: 
Re procedure in invited PNE and PN GW, supported direction of SETUP Request is only from PNE to PN GW according to table in section 8, being inconsistent with the description here.

Proposed Change: 
Resolve inconsistency
	Status: OPEN 
Need to add additional direction of message to section 8.5.1.1 and 8.5.1.2 of the TS 2011315

	C507
	2011.02.1
	T
	7.8.1.1
	Source: KDDI(109-3)

Form: OMA-CONR-2011-0007-CPNS_ConR_Comments_from_KDDI
Comment: 
Re procedure in invited PNE, this PNE sends SETUP Request when receiving SETUP Request from PN GW. That is, PNE sends request in response to request. Sounds strange.
Proposed Change: 
resolve.
	Status:  CLOSED

Change the SETUP Request to PNSetupRsponse message

	C508
	2011.01.31
	T
	7.8.1.1
	Source: LGE

Form: <INP doc, mtg, confcall>

Comment: TempPN like PNSetupType, shall be decided first and then inserted, but it was not described.

Proposed Change: 
C.
TempPN attribute SHALL be included if originator want to indicate 
i.
True, indicating that broken physical connection releases PN after PN setup. 

ii.
False, indicating that PN Information remains in CPNS Server, even if physical connection is broken.
	Status:  CLOSED

Changed with proposal in CR30


	C509
	2011.02.1
	T
	7.8.1.1
	Source: HTC

Form: OMA-CONR-2011-0005-CPNS_ConR_Comments_From_HTC.doc
Comment:
In Step5 –B, what is OwnershipEntity 

 Proposed Change : Clarify it.

	Status:  CLOSED

No change has applied

See C497

	C510
	2011.02.1
	T
	7.8.1.1
	Source: HTC

Form: OMA-CONR-2011-0005-CPNS_ConR_Comments_From_HTC.doc
Comment: What’s the difference of “Disclosure attribute”  and “ Sharing  attribute 
 Proposed Change : Clarify it or remove it.

	Status:  CLOSED

No change has applied

Refer the description in PN Inventory

	C511
	2011.02.1
	T
	7..8.1.1
	Source: HTC

Form: OMA-CONR-2011-0005-CPNS_ConR_Comments_From_HTC.doc
Comment: Can we provide clear definition  and  purpose of TempPN ?

 Proposed Change : Clarify it or remove it.

	Status:  CLOSED

No change has applied

Refer the description in PN Inventory

	C512
	2011.01.31
	Q
	7.8.1.1
	Source: <ZTE>

Form: <OMA-CONR-2011-0003-CPNS_ConR_Comments_from_ZTE.doc>

Comment: <What’s the meaning of PN Information in step 5 under PNInfor element? PN Inventory or some other information about PN?> 
Information of PN
Proposed Change: <>
	CLOSED

Removed the PNID

	C513
	2011.01.31
	Q
	7.8.1.1
	Source: <ZTE>

Form: <OMA-CONR-2011-0003-CPNS_ConR_Comments_from_ZTE.doc>

Comment: <What’s the meaning of “for preventing PN Information to be delivered, in case Service Discovery is requested after PN setup.” in step 5 under Disclosure attribute?> 
The willingness of openness of PN Information, in case Service Discovery is requested after PN Setup 
1 - Blocked; PN information should not be unveiled. 
2 - Open; PN information will be unveiled, when other CPNS Entities asks service discovery.
3 - Selective: PN can be unveiled, only when the authorized CPNS entity  allows in case Sservice dDiscovery request contains PNID, PNEID or UserID
Proposed Change: <>
	CLOSED
No change has applied

	C514
	2011.01.31
	Q
	7.8.1.1
	Source: <ZTE>

Form: <OMA-CONR-2011-0003-CPNS_ConR_Comments_from_ZTE.doc>

Comment: <OwnershipEntity in step 5 under Disclosure is something new, what’s the exact meaning of it?> 

Proposed Change: <>
	CLOSED
No change has applied
Refer the description in PN Inventory

	C515
	2011.01.31
	Q
	7.8.1.1
	Source: <ZTE>

Form: <OMA-CONR-2011-0003-CPNS_ConR_Comments_from_ZTE.doc>

Comment: <What’s the difference between Sharing attribute & Disclosure attribute?> 

Proposed Change: <>
	CLOSED
No change has applied
Refer the description in PN Inventory

	C516
	2011.01.31
	Q
	7.8.1.1
	Source: <ZTE>

Form: <OMA-CONR-2011-0003-CPNS_ConR_Comments_from_ZTE.doc>

Comment: <In step 6, C of the 1st  procedure & step 4, C of the 2nd procedure, since PNEInfo element is for the information of PNE, so of course its Mode is PNE, why do we need this attribute again? And in current PN Inventory, there is no Mode attribute under PNEInfo element.> 
Proposed Change: <>
	CLOSED

Currently mode exists, but not InactiveMode in PNInventory.
Only CPNS Profile metadata contains both attributes
Group agreed to remove the InactiveMode

	C518
	2011.01.31
	Q
	7.8.1.1
	Source: <ZTE>

Form: <OMA-CONR-2011-0003-CPNS_ConR_Comments_from_ZTE.doc>

Comment: <In step 7 of the 2nd procedure, request or response shall be sent?> 

Proposed Change: <>
	 CLOSED
Change the SETUP Request to PNSetupRsponse message

	C519
	2011.02.1
	T
	7.8.1.2
	Source: KDDI(109-4)

Form: OMA-CONR-2011-0007-CPNS_ConR_Comments_from_KDDI
Comment: 
Re “Upon receiving the SETUP Response from the PNE” in PN GW’s procedure, there is no procedure to send out SETUP Response to PN GW in PNE’s procedure. In addition, according to the table in section 8, SETUP Response is not sent from PNE to PN GW.
In the case of PN GW initiated use-case SETUPResponse came from PNE
Proposed Change: 
resolve.
	Status: CLOSED



No change has applied
Current description of TS is not fully cover the PNE and PNGW PNE initiated scenario respectively. PNGW initiated scenario is omitted
Group needs to discuss whether are we going to use a same message name or different one regardless of its containing parameters (i.e. PNSetup Notify message = PNSETUPRequest, PNSetup Notify Response = PNSETPUPResaponse)

The message name needs to be modified based on agreement
C519 related

	C520
	2011.02.1
	T
	7.8.1.2
	Source: KDDI(110)

Form: OMA-CONR-2011-0007-CPNS_ConR_Comments_from_KDDI
Comment: 
PN GW initiated SETUP is not described here, while it is described in section 6.
Proposed Change: 
Add the corresponding description. Otherwise, remove corresponding part of section 6.
	Status: CLOSED



See C519
If there are no volunteers Samsung can take an action 

	C521
	2011.02.1
	T
	7.8.1.2
	Source: KDDI(111)

Form: OMA-CONR-2011-0007-CPNS_ConR_Comments_from_KDDI
Comment: 
Re 1st step, B., 

Should PN GW send SETUP Request for “ALL PNEs” including PNE which initiates SETUP? From initiator’s perspective, it receives SETUPRequest as a response of SETUPRequest. Sounds strange a little bit.
Proposed Change: 
Need clarification
	Status:  CLOSED

Add the new text “except the requesting PNE .” at the end of step B

	C522
	2011.02.1
	T
	7.8.1.2
	Source: KDDI(112)

Form: OMA-CONR-2011-0007-CPNS_ConR_Comments_from_KDDI
Comment: 
Re 4th step of PN GW, B.,

Not clear on which entity creates Description in PNInfo. It seems there is no explanation about “Description” in PNE section
Proposed Change: 
Need clarification
	Status: CLOSED

Following description is added

“be created by the originating PNE and”

	C523
	2011.02.1
	T
	7.8.1.2
	Source: KDDI(113)

Form: OMA-CONR-2011-0007-CPNS_ConR_Comments_from_KDDI
Comment: 
Re “When checking if the value of PNSetupType is 1 after receiving the SETUP Request from the originating PNE or if the value of ReqAnswer is 1 after receiving the SETUP Response from the invited PNE, the PNGW SHALL genenrate SETUP Request message according to the format of CPNS Message in Section 8. The PN GW”,

Procedure for PNSetup Type 2 or 3 is not clear. Especially on the timing when the PN GW send SETUP Request message to CPNS Server.
Proposed Change:

Need clarification and Timeout mechanism is necessary.
	Status: Closed 



Following text has added

If the value of PNSetupType attribute is 2 or 3 after receiving the RequestPNSetupRequest message from the originating PNE, the PN GW SHALL wait the response from all the CPNS devices connected to the PN GW if PNSetupType attribute is 2 or PNEs to be invited if PNSetupType attribute is 3 respectively. After receiving the responses, the PNGW SHALL generate SETUP Request message according to the format of CPNS Message in Section 8.


	C524
	2011.02.1
	T
	7.8.1.2
	Source: KDDI(114)

Form: OMA-CONR-2011-0007-CPNS_ConR_Comments_from_KDDI
Comment: 
Re “… PNInfo element from the SETUP Response, which is called PN inventory.” in 1st step of PN GW,

SETUP Response is not “called PN Inventory”
Proposed Change:

change the sentence as follow;

SHALL store the PN Information in local PN Inventory under PNInfo element”
	Status: CLOSED

Changed with proposal

	C525
	2011.01.31
	Q
	7.8.1.2
	Source: <ZTE>

Form: <OMA-CONR-2011-0003-CPNS_ConR_Comments_from_ZTE.doc>

Comment: <What’s the meaning of identified with PN ID for routing table?> 

Proposed Change: <>
	CLOSED

	C527
	2011.02.03
	T
	7.8.1.2
	Source: Samsung
Form: INP doc #0004
Comment: 
To keep the consistency with section 7.8.1.1, in PN GW section, Disclosure and OwnershipEntity parameters missing
Proposed Change:
See CR regarding SG Disclosure 
	Status: CLOSED


No change has applied (Already applied)

	C528
	2011.02.03
	T
	/7.11.2
	Source: Samsung
Form: INP doc #0004
Comment: 
To keep the consistency with section 7.8.1.1, additional description on CPNS Server procedure of using Disclosure and OwnershipEntity parameters needs to be described
Proposed Change:
See CR regarding SG Disclosure
	Status: CLOSED
Needs to be applied by section 7.11 Service Discovery CR
Closed by 0113R01

	C529
	2011.02.03
	Q
	7.8.2.1.2
	Source: SK Telecom

Form: OMA-CONR-2011-0009-CPNS_Review_from_SK_Telecom

Comment: Why does it need “DeviceInfo”? is it necessary?

Proposed Change: Clarify or remove.
	Status: CLOSED
No DeviceInfo in current TS

	C530
	2011.02.03
	T
	7.8.2.1.2
	Source: Samsung
Form: INP doc #0004
Comment: 
PN GW should be able to skip to include PN Information.
Proposed Change:
PNGWInfo element SHALL be inserted from PN Inventory. ( PNGWInfo element SHOULD be inserted from PN Inventory.
	Status: CLOSED

Closed without any change

	C531
	2011.02.03
	T
	7.8.2.1.2/8.5.3.1
	Source: Samsung
Form: INP doc #0004
Comment: 
Active and DeviceInfo parameters are not covered in 8.5.3.1 PNE Request message
Proposed Change:
Delete following texts from section
-  Active attribute SHALL be inserted.

-  DeviceInfo element SHALL be inserted with Mode attribute from PN Inventory.

Or
Add above parameters to the 8.5.3.1
	Status: CLOSED

DeviceInfo was modified by Mode and this was covered by current TS
Remove the Active attribute

	C532
	2011.02.1
	T
	7.8.2
	Source: KDDI(115)

Form: OMA-CONR-2011-0007-CPNS_ConR_Comments_from_KDDI
Comment: 
Mutual authentication should be performed between invited/joined PNEs and PNGW/CPNS Server.
Proposed Change:

Add following description in the beginning of 7.8.2

“As for PNE inviting and PNE joining, invited PNE and joining PNE SHALL perform mutual authentication with PN GW and CPNS Server before connecting to PN. The procedure for mutual authentication in each entity is described in “7.6 PNE authentication”
	Status:  CLOSED

Changed with proposal

	C533
	2011.02.1
	T
	7.8.2.1.1
	Source: KDDI(116)

Form: OMA-CONR-2011-0007-CPNS_ConR_Comments_from_KDDI
Comment: 
Re procedure in invited PNE, “When the invited PNE receives the PNERequest message with Command attribute “2” (Invite) from PN GW, PNE SHALL create PN Inventory and store PNInfo elements in local PN Inventory”
To be on the safer side, PNE should store PN Information in PN Inventory after it successfully connects to PN (i.e., when it receives PN Update Notification).  We need to take into consideration that PNE fails to connect PN if subsequent procedure in PN GW and CPNS Server fails.

Proposed Change:

Change as follows;

“When the invited PNE receives the PN Update Notification message from PNGW, ….”
	Status: CLOSED

Changed with proposal

	C534
	2011.02.1
	T
	7.8.2.1.1
	Source: KDDI(117)

Form: OMA-CONR-2011-0007-CPNS_ConR_Comments_from_KDDI
Comment: 
Re procedure in invited PNE, “(see section 5.6 PN Inventory).”
Not sure the benefit to add reference here. Seems like just causing confusion
Proposed Change:

remove reference (need to be applied whole part of 7.8.2)

	Status: CLOSED

Changed with proposal

	C535
	2011.02.1
	T
	7.8.2.1.2
	Source: KDDI(118)

Form: OMA-CONR-2011-0007-CPNS_ConR_Comments_from_KDDI
Comment: 
Procedure described after “When PN GW receives the PNEResponse message with Status attribute “1” (Success) from PNE,” is applied to both cases (PNE initiated and PN GW initiated)
Proposed Change:

add following as a title

“[PN GW procedure common to PNE initiated and PN GW initiated invitation cases]”
	Status: CLOSED

Changed with proposal

	C536
	2011.02.1
	T
	7.8.2.1.2
	Source: KDDI(119)

Form: OMA-CONR-2011-0007-CPNS_ConR_Comments_from_KDDI
Comment: 
To let invited PNE know the result of PNE inviting, PN GW SHALL send the PNUpdateNotification message to newly invited member PNE.
Proposed Change:

addsentence like below;

“PN GW SHALL send the PNUpdateNotification message to newly invited member PNE. Below are attributes and elements included in the message. Also, ” 

before the sentence , “PN GW SHOULD send the PNUpdateNotification message to existed member PNE(s) including below sub attribute and element”

	Status: CLOSED

Changed with proposal

	C537
	2011.02.03
	T
	7.8.2.1.2
7.8.2.1.3
	Source: Samsung
Form: INP doc #0004
Comment: 
Action attribute no longer exists in PNUpdateNotification and PNUpdateRequest message. Proposed Change:
Remove the Action attribute description
	Status: CLOSED

See C542

	C538
	2011.02.03
	Q
	7.8.2.2.2
	Source: SK Telecom

Form: OMA-CONR-2011-0009-CPNS_Review_from_SK_Telecom

Comment: Who allows /give permission to the requesting PNE?

Proposed Change: Clarify and specify.
	Status:  CLOSED 
Following text has added:
“NOTE : Based on the specific criteria, the CPNS Server can decide whether to allow the PN setup or not. The criteria set by such as operator’s decision, capacity of CPNS server, user’s configuration  , and so forth is out of scope of CPNS v1.0”

	C539
	2011.02.03
	Q
	7.8.2.2.2
	Source: SK Telecom

Form: OMA-CONR-2011-0009-CPNS_Review_from_SK_Telecom

Comment: Why does it need “DeviceInfo”? is it necessary?

Proposed Change: Clarify or remove.
	Status: CLOSED
DeviceInfo has already changed to Mode


	C540
	2011.02.03
	Q
	7.8.2.3
	Source: SK Telecom

Form: OMA-CONR-2011-0009-CPNS_Review_from_SK_Telecom

Comment: Who allows /give permission to the requesting PNE for expulsion? Ownerentity?

Proposed Change: Clarify and specify.
	Status: CLOSED

Closed without any change

	C542
	2011.02.03
	T
	7.8.2.2.2/7.8.2.3.2/7.8.2.4.2/7.8.2.4.3
	Source: Samsung
Form: INP doc #0004
Comment: 
Action attribute no longer exists under PNUpdateRequest message
Proposed Change:
Remove the Action attribute description
	Status: CLOSED

Action Item 056
Changed Action ( Update

	C546
	2011.02.1
	T
	7.8.2.3.1
	Source: KDDI(120)

Form: OMA-CONR-2011-0007-CPNS_ConR_Comments_from_KDDI
Comment: 
Message name “PNENotification” causes confusion with PNUpdateNotification

Proposed Change:

Change PNENotification to ExpelNotification


	Status:  CLOSED

PNENotification has two kinds of functionalities.

‘Restart’
1. PN can cover the certain services. If it is inactive because of temporary disconnected, PN GW needs to restart the PN related Service using notify to PNE.

2. It is some part to check the incomplete transaction in device side. It is some part of error handling.

Because of A transact tion of req and res, the request sender must wait the response message. 

When the connection was broken, the request sender can’t expect response.

4. If the connection is recovered, PN GW can select the PN each by each. What is the first PN to be recovered. And what is the next PN  to be recovered.
AI: Justin to review whether there are any text related with Restart procedure


	C547
	2011.02.03
	T
	7.8.2.3.2
	Source: SK Telecom

Form: OMA-CONR-2011-0009-CPNS_Review_from_SK_Telecom

Comment: 2nd paragraph, SG must be independent from PN mgmt. 

Proposed Change: Clarify and Modify statements.
	Status: CLOSED
Delete the paragraph

	C548
	2011.02.03
	E/T
	7.8.2.3.2
	Source: SK Telecom

Form: OMA-CONR-2011-0009-CPNS_Review_from_SK_Telecom

Comment: There are various attributes (action, command, update) for expulsion, using different number indicators. 

Proposed Change: Make the indicators consistent.
	Status: CLOSED
There is no action

And there are only command and Update.

The command is for the kind of request

Update is the current modification information.

They are totally different.
No change has made

	C549
	2011.02.1
	T
	7.8.2.3.2
	Source: KDDI(121)

Form: OMA-CONR-2011-0007-CPNS_ConR_Comments_from_KDDI
Comment: 
In PNE initiated expel case, PN GW needs to check if requestor PNE has proper authorization to expel member PNEs.
Proposed Change:

Add description to explain above.
	Status: CLOSED

How about adding following text at 7.8.2.3
If all of member PNEs in a PN are owned by same CPNS User, any member PNE can request expulsion of the other member PNE.


	C550
	2011.02.1
	T
	7.8.2.3.2
	Source: KDDI(122)

Form: OMA-CONR-2011-0007-CPNS_ConR_Comments_from_KDDI
Comment: 
Re “After checking Sharing attribute, PN GW SHALL send the PNENotification message to expelled PNE …”
There is no need to check Sharing attribute to send PNENotification message, which is just to notify “you are expelled”
Proposed Change:

Remove “after checking sharing attribute,”
	Status: CLOSED


The intention of text is “after checking procedure”.

Text are changed as below.
After checking Sharing attribute for sending PNUpdateNotification messages

	C551
	2011.02.1
	T
	7.8.2.4
	Source: KDDI(122-1)

Form: OMA-CONR-2011-0007-CPNS_ConR_Comments_from_KDDI
Comment: 
In Yokosuka meeting, group agreed that PN management should be independent from SG management. 

But, section 7.8.2.4 still covers SG related description.

Proposed Change:

Remove SG related description from section 7.8.2.4
	Status:  CLOSED


Changed during 24th CC

	C552
	2011.02.1
	T
	7.8.2.4.1
	Source: KDDI(123)

Form: OMA-CONR-2011-0007-CPNS_ConR_Comments_from_KDDI
Comment: 
Re “PNE SHALL check there is SGID attribute in the message. If there is SGID, PNE SHALL remove the SGInfo element in local SG Inventory.”, 

Not sure why PNE needs to check PNEResponse message to remove SGInfo. PNE can identify which SGInfo to remove by referring local SG Inventory and PN inventory.
Proposed Change:

Change the description accordingly.
	Status: CLOSED 

See C551

	C553
	2011.02.03
	T
	7.8.2.4.2
	Source: SK Telecom

Form: OMA-CONR-2011-0009-CPNS_Review_from_SK_Telecom

Comment: 2nd  and 3rd paragraph, SG must be independent from PN mgmt. 

Proposed Change: Clarify and Modify statements.
	Status: CLOSED
Paragraph was removed.

	C554
	2011.02.1
	T
	7.8.2.4.2
	Source: KDDI(124)

Form: OMA-CONR-2011-0007-CPNS_ConR_Comments_from_KDDI
Comment: 
Re “PN GW SHALL send the PNEResponse message to physically connected PNE to be left”, 

PN GW sends PNE Response to PNE after receiving PNUpdateResponse from CPNS Server according to the high level flow in section 6.

Proposed Change:

Change the description in accordance with High level flow in section 6.
	Status: CLOSED

Action Item needs to be assigned to Samsung
Please, check the description in section 7.6.2.4.2

	C556
	2011.01.31
	T
	7.8.2.3, 7.8.3
	Source: <ZTE>

Form: <OMA-CONR-2011-0003-CPNS_ConR_Comments_from_ZTE.doc>

Comment: <In somewhere (PN GW or CPNS Server), the request should be check to make sure that whether this PNE can expel other PNE or release the PN.> 

Proposed Change: <add the “check step” in this section.>
	CLOSED
Action Item needs to be assigned

	C557
	2011.02.03
	Q
	7.8.3.2
	Source: SK Telecom

Form: OMA-CONR-2011-0009-CPNS_Review_from_SK_Telecom

Comment: 5th paragraph, what does the sentence “If the PN GW…” mean?

Proposed Change: Clarify and Modify if needed.
	Status: CLOSED


	C558
	2011.02.1
	T
	7.8.3.2
	Source: KDDI(125)

Form: OMA-CONR-2011-0007-CPNS_ConR_Comments_from_KDDI
Comment: 
Re “PN GW SHALL send the PNReleaseReponse message including Status attribute with “1” (Success) to CPNS Server. PN GW SHALL remove PNInfo element in local PN Inventory related with this PNID of PN to be released.

If the PN GW is disconnected with member PNE forming PN to be release, PN GW SHALL send the PNReleaseResponse message to the CPNS Server including.”
Not sure why PN GW needs to send PNReleaseResponse message to CPNS Server rather than PNE, though CPN Server is not the sender of PNReleaseRequest message.

Proposed Change:

Need clarification
	Status: CLOSED

Closed without change based on agreement during 30th CC

	C560
	2011.02.03
	T
	7.8.3.3
	Source: SK Telecom

Form: OMA-CONR-2011-0009-CPNS_Review_from_SK_Telecom

Comment: 1st and 2nd  paragraph, SG must be independent from PN mgmt. 

Proposed Change: Clarify and Modify statements.
	Status: CLOSED
Removed

	C561
	2011.02.1
	T
	7.8.3.3
	Source: KDDI(126)

Form: OMA-CONR-2011-0007-CPNS_ConR_Comments_from_KDDI
Comment: 
need to clarify why CPNS Server needs to check if member PNEs have the SG using PN to be released.

Proposed Change:

Need clarification


	Status:CLOSED 

Text has removed

	C562
	2011.02.1
	T
	7.8.3.3
	Source: KDDI(127)

Form: OMA-CONR-2011-0007-CPNS_ConR_Comments_from_KDDI
Comment: 
Re “Depending on the operator’ policy, CPNS Server SHALL send the PNReleaseNotification message including PNID attribute and Reason attribute to the PN GW, CPNS Server SHALL remove PNInfo element in local PN Inventory.”
Can not understand the sentence

Proposed Change:

Need clarification
	Status: CLOSED






Edited during 24th CC

	C563
	2011.01.31
	Q
	7.8.3.3, 7.9.5.3
	Source: <ZTE>

Form: <OMA-CONR-2011-0003-CPNS_ConR_Comments_from_ZTE.doc>

Comment: <What king of policy in the last paragraph?> 

Proposed Change: <>
	CLOSED
See C562



	C564
	2011.02.03
	T
	7.8

7.9
	Source: NEC

Form: OMA-CONR-2011-0002

Comment: Too much redundant content. 25 pages of two sections. 

No wonder why we have 220 pages of TS, when we could have a much smaller specification.

I really don’t see a need to have this level of details when most of content is also described in section 8 as part of message format. 

Proposed Change: 


Suggest to review these two sections and associated subsections and filter a lot to keep more or less the same level of details as in section 7.10 or other sections. 
	Status:  CLOSED
Closed without any change. (Comment provider, NEC, agreed)


2 Impact on Backward Compatibility

None
3 Impact on Other Specifications

None
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

 Review and approve the proposed change in this CR for incorporation into the CPNS TS.
6 Detailed Change Proposal

Change 1:  Detail description for PN Management
7.6 PN Management

7.6.1 PN Establishment
Editor’s note:
Following contains text, marked in yellow, without full agreement among members. So that will be reviewed in the CONRR again
7.6.1.1 PNE
[Procedure in originating PNE]

The PNE SHALL generate a PNSetupRequest message 
according to format of CPNS Message in section 8. In the PNSetupRequest message, the PNE

1. 
2. SHALL
 include the PNE ID as part of OriginEntityID attribute.

3. SHALL choose one of three options 
and include the type of PN setup in PNSetupType attribute
A. 1 for  ‘1-1’ case which enables the PNE to establish a PN with the PN GW only, or

B. 2 for ‘All’ case which enables the PNE to establish a PN with all CPNS devices connected to the PN GW, or

C. 3 for ‘Specific’ case which enables the PNE to establish a PN with PNEs to be invited.

4. MAY include PNE IDs to be invited to the PN in InvitedPNEID attribute.

5. SHALL include PNInfo element. 

The PNInfo element contains attributes below. 

A. 
B. PNE SHALL choose one of three options and include Disclosure attribute

i. 1 for preventing PN Information to be delivered, in case Service Discovery is requested after PN setup.

ii. 2 for allowing PN Information to be delivered, in case Service Discovery is requested after PN setup.

iii. 3 for asking confirmation to OwnershipEntity whether or not PN Information is delivered, in case Service Discovery is requested after PN setup. 

C. OwnershipEntityID attribute MAY be included. OwnershipEntity ID is the ID of authorized CPNS entity which has authorization to allow PN Information open, in case Service Discovery is requested after PN setup. 

D. PNE SHALL choose one of two options and include 
TempPN.

i. True, indicating that broken physical connection releases PN after PN setup. 

ii. False, indicating that PN Information remains in CPNS Server, even if physical connection is broken.

E. PNE SHALL choose one of two options and include 
Sharing attribute
i. 1 for sharing the PNE Info and PN GW Info with other PNE member(s) of PN

ii. 2 for preventing the PNE Info to be shared with other PNE member(s) of PN, but delivering PN GW Info to PNE member(s) of PN  

6. SHALL include PNEInfo element. 

The PNEInfo element contains attributes below.

A. PNEID attribute SHALL be PNE ID, which establish the PN.

B. PNEName
 attribute MAY include a nickname assigned by CPNS User.

C. Mode attribute SHALL set the value ‘1’ (PNE) or ‘3’(BOTH) according to the its local active Mode.
D. 
E. 
Description attribute MAY include the description of PN (e.g. Home, Office)

F. 
7. MAY
 include DeviceCapa element. 

NOTE: DeviceCapa fragment contains information such as DeviceType, VideoCodec, etc. For CPNS V1.0 format definition is out of scope (e.g. DPE Enabler) and implementation matter.

8. MAY include ServiceProfile element containing Application or Content information as described in section 5.5 CPNS Metadata.

9. SHALL send PNSetupRequest message towards the PN GW according to the rules and procedures of underlying PAN technology. 

As for the mutual authentication between PNE and CPNS Server and between PNE and PN GW, 
the CPNS Server SHALL follow the procedure as described in section 7.5 Mutual Authentication.

Upon receiving the PNSetupResponse message from the PN GW, the PNE

1. SHALL check the answer to PNSetupRequest message in 
Return attribute. 

2. SHALL store, if the value of Return is ‘1’, the derived PN information in sub attributes under PNInfo element in the PN Inventory from the PNSetupResponse message.

[Procedure in invited PNE]

Upon receiving the PNSetupRequest message from the PN GW, the PNE

1. SHALL check the OriginEntityID in order to know who initiate to make the PN. 

2. SHALL derive MsgID and PN ID from PNSetupRequest message.


The PNE SHALL generate the PNSetup Response according to the format of CPNS Message in section 8. The PNE 

1. SHALL include the answer to PNSetupRequest message in Return attribute.

A. 1 for OK

B. 2 for Failure, indicating that PNE is not capable of handling the request, e.g., internal error process occurs in the device embedding PNE or CPNS User does not want to participated in

2. SHALL include the received Message ID in MsgID attribute in order to indentify the transaction.

If the value of answer to PNSetupRequest message is ‘1’ (i.e., OK), the following sequences perform. Otherwise, the following sequences are skipped till step 14.  

3. SHALL include PNInfo element.

 
The PNInfo element contains attributes below. 

A. PNID attribute SHALL set the PN ID, which is to be participated in and derived from PNSetupRequest message. 

B. TempPN attribute SHALL be included if PNSetupRequest message includes.

i. True, indicating that broken physical connection releases PN after PN setup. 

ii. False, indicating that PN Information remains in CPNS Server, even if physical connection is broken.

C. Sharing attribute SHALL be included if PNSetupRequest message includes
.

i. 1 for sharing the PNE Info and PN GW Info with other PNE member(s) of PN

ii. 2 for preventing the PNE Info to be shared with other PNE member(s) of PN, but delivering PN GW Info to PNE member(s) of PN  

4. SHALL include PNEInfo element.

The PNEInfo element contains attributes below.

A. PNEID attribute SHALL set own PNE ID to be invited by Originating CPNS Entity.

B. PNEName
 attribute MAY include a nickname assigned by CPNS User.

C. Mode attribute SHALL set the value ‘1’(PNE) or ‘3’ (BOTH) according to the its local active Mode.

D. 
E. Description attribute MAY include the description of PN (e.g. Home, Office)


F. 
5. MAY include DeviceCapa element. 

NOTE: DeviceCapa fragment contains information such as DeviceType, VideoCodec, etc. For CPNS V1.0 format definition is out of scope (e.g. DPE Enabler) and implementation matter.

6. MAY include ServiceProfile element containing Application or Content information as described in section 5.5 CPNS Metadata.

7. SHALL send PNSetupResponse message 
towards the PN GW according to the rules and procedures of underlying PAN technology.  

As for the mutual authentication between PNE and CPNS Server and between PNE and PN GW, 
the CPNS Server SHALL follow the procedure as described in section 7.5. Mutual Authentication.

Upon receiving the PNEstablishmentNotify message from PN GW, the PNE

1. SHALL store the derived PN information in sub attributes under PNInfo element from the PNEstablishmentNotify message.

7.6.1.2 PN GW

[PNE Initiated]
Upon receiving the PNSetupRequest message from the PNE, the PNGW 

1.  SHALL check the type of PN setup in PNSetupType attribute. If the value of PNSetupType is; 

A. 1 for 1-1’ case or empty  case 
which enables the PNE to establish a PN with the PN GW only, the PNGW SHALL send the PNSetupRequest message towards the CPNS Server.

B. 2 for ‘All’ case which enables the PNE to establish a PN with all CPNS devices connected to the PN GW, the PNGW SHALL send the PNSetupRequest message towards all the PNEs connected to the PNGW except the requesting PNE
.

C. 3 for ‘Specific’ case which enables the PNE to establish a PN with PNEs to be invited, the PNGW SHALL send the PNSetupRequest message towards the PNE ID(s) to be invited during PN Establishment.

2. SHALL create the PN information for PN Inventory for the corresponding Personal Network.
3. SHALL create and maintains routing table for the routing of inside Personal Network, which is made out of PN Information.
After checking the type of PN setup, if the value of PNSetupType is 2 or 3, the PN GW SHALL generate the PNSetupRequest message according to the format of CPNS Message in section 8. The PN GW

1. 

2. SHALL include the PNE ID as part of OriginEntityID attribute.

3. MAY include PNE ID(s) to be invited to the PN in InvitedPNEID attribute in order to acknowledge which PNE(s) is(are) invited to the PN.

4. SHALL include PNInfo element.

The PNInfo element contains attributes below.

A. PNID attribute 
B. Description attribute MAY be created by the originating PNE and
 include texts which explain the PN.

5. SHALL include PNGWInfo element.

The PNGWInfo element contains attributes below.

A. PNGWID attribute SHALL set the PN GW ID.

B. Name attribute MAY include the nickname of PN GW assigned by CPNS User or device type.

6. SHALL send PNSetupRequest message towards the PNE(s) to be invited.

Upon receiving the PNSetupResponse message from the PNE, the PN GW SHALL check the answer to PNSetupRequest message in Return attribute in order to confirm participation in PN. If the value of Return attribute is 1, the PN GW SHALL create the information for PN Inventory for the corresponding PN, create and maintain routing table with the derived from PANTech and Address attributes from SETUP Response for the routing of inside PN.

When checking if the value of PNSetupType attribute is 1 after receiving the PNSetupRequest message from the originating PNE or if the value of Return attribute is 1 after receiving the PNSetup Response from the invited PNE, the PNGW SHALL genenrate PNSetupRequest message according to the format of CPNS Message in Section 8. 
If the value of PNSetupType attribute is 2 or 3 after receiving the RequestPNSetupRequest message from the originating PNE, the PN GW SHALL wait the response from all the CPNS devices connected to the PN GW if PNSetupType attribute is 2 or PNEs to be invited if PNSetupType attribute is 3 respectively. After receiving the responses, the PNGW SHALL generate PNSetup Request message according to the format of CPNS Message in Section 8.
The PN GW

1. 

2. SHALL include the PNE ID as part of OriginEntityID attribute.

3. SHALL include PNInfo element.

The PNInfo element contains attributes below. 

A. PNID attribute SHALL set the PN ID, which is created in PN GW..

B. Description attribute SHALL include texts which explain the PN.

C. Disclosure attribute SHALL be included from PNSetupRequest message from PNE or PN GW SHALL choose one of three options and include.

i. 1 for preventing PN Information to be delivered, in case Service Discovery is requested after PN setup.

ii. 2 for allowing PN Information to be delivered, in case Service Discovery is requested after PN setup.

iii. 3 for asking confirmation to OwnershipEntity whether or not PN Information is delivered, in case Service Discovery is requested after PN setup. 

D. OwnershipEntity attribute MAY be Entity ID which has authorization to allow PN Information delivery, in case Service Discovery is requested after PN setup. 

E. TempPN attribute SHALL be included from PNSetupRequest message from PNE or PN GW SHALL choose one of two options and include.

i. True, indicating that broken physical connection releases PN after PN setup. 

ii. False, indicating that PN Information remains in CPNS Server, even if physical connection is broken. If PN GW decides False, TempPN attribute MAY be skipped.

F. Sharing attribute MAY be included.

i. 1 for sharing the PNE Info and PN GW Info with other PNE member(s) of PN. If PN GW decides ‘1’ (Shared), Sharing attribute MAY be skipped

ii. 2 for preventing the PNE Info to be shared with other PNE member(s) of PN, but delivering PN GW Info to PNE member(s) of PN  

4. SHALL include the PNGWInfo element.

The PNGWInfo element contains attributes below.

A. PNGWID attribute SHALL set PN GW ID.

B. PNGWName
 attribute MAY include the nickname of PN GW assigned by CPNS User or device type. 

5. SHALL include PNEInfo element which contains all PNE(s) information including DeviceCapa and ServiceProfile from originating PNE and invited PNE(s). 

6. SHALL send the PNSetupRequest message to the CPNS Server.

Upon receiving the AUTHENTICATE Request from the CPNS Server, the PN GW SHALL relay the AUTHENTICATE request to the PNEs based on routing table identified with PN ID. Upon receiving the AUTHENTICATE Response from the requested PNEs, the PN GW SHALL relay the AUTHENTICATE response to the CPNS Server.

As for the mutual authentication between PNE and CPNS Server and between PNE and PN GW 
, the CPNS Server SHALL follow the procedure as described in section 7.5. Mutual Authentication.

Upon receiving the PNSetupResponse message from the CPNS Server, the PN GW

1. SHALL store the PN Information in local PN Inventory under PNInfo elemen
.

2. SHALL send the PNSetupResponse message to the originating PNE. If the value in sharing attribute is,

A. 1 – Shared, the PN GW SHALL include PN GW Info and PNE Info, which are derived in PNSetupResponse message from the CPNS Server, in the PNSetupResponse message to the originating PNE. 

B. 2 - Protected, the PN GW SHALL include only PN GW Info, which is derived in PNSetupResponse message from the CPNS Server, in the PNSetupResponse message to the originating PNE.

3. SHALL send the PNEstablishmentNotify to the invited PNE(s). If the value in sharing attribute is,

A. 1 – Shared, the PN GW SHALL include PN GW Info and PNE Info, which are derived in SETUP Response from the CPNS Server, in the PNEestablishmentNotify. 

B. 2 - Protected, the PN GW SHALL include only PN GW Info, which is derived in SETUP Response from the CPNS Server, in the PNEstablishmentNofity.
[PN GW Initiated]
The PN GW SHALL generate and send PNSetupRequest message to the PNE(s) according to format of CPNS Message in section 8.
Upon receiving the PNSetupResponse message from the PNE, the PN GW SHALL check the answer to PNSetupRequest message in Return attribute in order to confirm participation in PN. If the value of Return attribute is 1, the PN GW SHALL create the information for PN Inventory for the corresponding PN, create and maintain routing table with the derived from PANTech and Address attributes from SETUP Response for the routing of inside PN.
After receiving the responses, the PNGW SHALL generate PNSetup Request message according to the format of CPNS Message in Section 8. The PN GW

1. SHALL include the PN GW ID as part of OriginEntityID attribute.

2. SHALL include PNInfo element.

The PNInfo element contains attributes below. 

A. PNID attribute SHALL set the PN ID, which is created in PN GW..

B. Description attribute SHALL include texts which explain the PN.

C. Disclosure attribute SHALL be included from PNSetupRequest message from PNE or PN GW SHALL choose one of three options and include.

iv. 1 for preventing PN Information to be delivered, in case Service Discovery is requested after PN setup.

v. 2 for allowing PN Information to be delivered, in case Service Discovery is requested after PN setup.

vi. 3 for asking confirmation to OwnershipEntity whether or not PN Information is delivered, in case Service Discovery is requested after PN setup. 

D. OwnershipEntity attribute MAY be Entity ID which has authorization to allow PN Information delivery, in case Service Discovery is requested after PN setup. 

E. TempPN attribute SHALL be included from PNSetupRequest message from PNE or PN GW SHALL choose one of two options and include.

iii. True, indicating that broken physical connection releases PN after PN setup. 

iv. False, indicating that PN Information remains in CPNS Server, even if physical connection is broken. If PN GW decides False, TempPN attribute MAY be skipped.

F. Sharing attribute MAY be included.

iii. 1 for sharing the PNE Info and PN GW Info with other PNE member(s) of PN. If PN GW decides ‘1’ (Shared), Sharing attribute MAY be skipped
iv. 2 for preventing the PNE Info to be shared with other PNE member(s) of PN, but delivering PN GW Info to PNE member(s) of PN  

3. SHALL include the PNGWInfo element.

The PNGWInfo element contains attributes below.

A. PNGWID attribute SHALL set PN GW ID.

B. PNGWName attribute MAY include the nickname of PN GW assigned by CPNS User or device type. 

4. SHALL include PNEInfo element which contains all PNE(s) information including DeviceCapa and ServiceProfile from originating PNE and invited PNE(s). 
5. SHALL send the PNSetupRequest message to the CPNS Server.

Upon receiving the AUTHENTICATE Request from the CPNS Server, the PN GW SHALL relay the AUTHENTICATE request to the PNEs based on routing table identified with PN ID. Upon receiving the AUTHENTICATE Response from the requested PNEs, the PN GW SHALL relay the AUTHENTICATE response to the CPNS Server.

As for the mutual authentication between PNE and CPNS Server and between PNE and PN GW, the CPNS Server SHALL follow the procedure as described in section 7.5. Mutual Authentication.
Upon receiving the PNSetupResponse message from the CPNS Server, the PN GW

1. SHALL store the PN Information in local PN Inventory under PNInfo element.

2. SHALL send the PNSetupNotifify message to the originating PNE. If the value in sharing attribute is,

A. 1 – Shared, the PN GW SHALL include PN GW Info and PNE Info, which are derived in PNSetupResponse message from the CPNS Server, in the PNSetupResponse message to the originating PNE. 

B. 2 - Protected, the PN GW SHALL include only PN GW Info, which is derived in PNSetupResponse message from the CPNS Server, in the PNSetupResponse message to the originating PNE.

3. SHALL send the PNEstablishmentNotify to the invited PNE(s). If the value in sharing attribute is,

A. 1 – Shared, the PN GW SHALL include PN GW Info and PNE Info, which are derived in SETUP Response from the CPNS Server, in the PNEestablishmentNotify. 

B. 2 - Protected, the PN GW SHALL include only PN GW Info, which is derived in SETUP Response from the CPNS Server, in the PNEstablishmentNofity.

7.6.1.3 CPNS Server

Upon receiving the PNSetupRequest message from PN GW, the CPNS Server SAHLL generate the AUTHENTICATE Request according to format of CPNS Message in section 8. The CPNS Server

1. SHALL include PNE IDs to be registered to CPNS Server, in PNEID attributes. 

2. SHALL send AUTHENTICATE Request towards the PN GW with PN ID.

As for the mutual authentication between PNE and CPNS Server and between PNE and PN GW
, the CPNS Server SHALL follow the procedure as described in section 7.5. Mutual Authentication.

If the authentication is successful, the CPNS Server SHALL register and store the PN information which is derived from PNSetupRequest message in the PN inventory. 

After storing the PN Information in the PN Inventory, the CPNS Server SHALL generate the SETUP Response according to the format of CPNS Message in section 8. The CPNS Server

1. SHALL include the answer to PNSetupRequest message in Return attribute.

2. 

3. SHALL include the stored PN information in the PN Inventory under PNInfo element.
4. SHALL send the PNSetupResponse message to the PN GW.
NOTE : Based on the specific criteria, the CPNS Server can decide whether to allow the PN setup or not. The criteria set by such as operator’s decision, capacity of CPNS server, user’s configuration, and so forth is out of scope of CPNS v1.0
7.6.2 PNE Management
This section describes managing members of PN, which are PNEs, after PN Establishment procedure. As for PNE inviting and PNE joining, invited PNE and joining PNE SHALL perform mutual authentication with PN GW and CPNS Server before connecting to PN. The procedure for mutual authentication in each entity is described in 7.5.Mutual Authentication 

7.6.2.1 PNE Inviting
7.6.2.1.1 PNE
[Procedure in inviting PNE]

After a PN is established, PNE can invite additional PNE to join the PN. To realize this, PNE SHALL create the PNERequest message including below sub attributes and elements. PNE SHOULD find out the information of invited PNE in entity discovery procedure.

· Command attribute SHALL be inserted with “2” (Invite) value.

· OriginEntityID attribute SHALL be inserted for invite requesting PNE’s PNEID.

· PNEInfo element SHALL be inserted for PNE to be invited.

· PNEID attribute SHALL be inserted

· PNInfo element SHALL be inserted

· PNID attribute SHALL be inserted from PN Inventory.

· Description attribute SHOULD be inserted if PN Inventory contains

· TempPN attribute SHALL be applied if requesting Entity has PN Inventory with TempPN attribute.

· Sharing attribute SHALL be inserted from PN Inventory.

· PNGWInfo element SHALL be inserted from PN Inventory. 

· PNGWID attribute SHALL be inserted.

· PNGWName attribute SHOULD be inserted if PN Inventory contains.

· Zonebasedservicesupport attribute SHALL be inserted if PN Inventory contains.
· Mode attribute SHALL be inserted from PN Inventory.
After creating the PNERequest message, PNE SHALL send the PNERequest message to PN GW. 

When PNE receives the PNEResponse message with Result attribute “1” (Success) from PN GW, PNE SHOULD store invited PNE’s PNEInfo including below attributes in local PN Inventory if the PN GW shares the member information with the member of PN, which means Sharing attribute is “1” 
.
· PNEID attribute SHALL be inserted.

· PNEName attribute SHOULD be inserted if it is found in entity discovery procedure.

· Active attribute SHALL be inserted with “TRUE” value.

[Procedure in invited PNE]

When the invited PNE receives the PN Update Notification message from PNGW
, PNE SHALL create PN Inventory and store PNInfo elements in local PN Inventory and then send the PNEResponse message including Result attribute “1” (Success) to PN GW 

7.6.2.1.2 PN GW
[PN GW initiated invitation request]

After a PN is established, PN GW can invite additional PNE to join the PN after entity discovery procedure. To realize this, PN GW SHALL create the PNERequest message for invited PNE including below sub attribute and elements.

· Command attribute SHALL be inserted with “2” (Invite) value.

· PNEInfo element SHALL be inserted for PNE to be invited.

· PNEID attribute SHALL be inserted

· PNInfo element SHALL be inserted

· PNID attribute SHALL be inserted from PN Inventory.

· Description attribute SHOULD be inserted if PN Inventory contains

· TempPN attribute SHALL be applied if requesting Entity has PN Inventory with TempPN attribute.

· Sharing attribute SHALL be inserted from PN Inventory.

· PNGWInfo element SHALL be inserted from PN Inventory. 

· PNGWID attribute SHALL be inserted.

· Name attribute SHOULD be inserted if PN Inventory contains.

· Zonebasedservicesupport attribute SHALL be inserted if PN Inventory contains.

· Mode attribute SHALL be inserted from PN Inventory.
· PNEInfo element SHOULD be inserted for current member of PN if Sharing attribute is set “1” to share the member information from PN Inventory.

· PNEID attribute SHALL be inserted.

· PNEName attribute SHOULD be inserted if PN Inventory contains.

· .

· Mode attribute SHALL be inserted from PN Inventory.
After creating the PNERequest message, PN GW SHALL send the PNERequest message to each invited PNE. 

[PNE initiated invitation request]

When PN GW receives the PNERequest message with Command attribute “2” (Invite) from PNE, PN GW SHALL check that invited PNE is in detected devices by PN GW through entity discovery procedure. 

If PNGW does not have information of invited PNE, which means PN GW can’t connect with invited PNE physically or can’t find invited PNE through entity discovery, PN GW SHALL send the PNEResponse message with Result attribute “3” (Fail, not connected) to requesting PNE.

If the invited PNE is detected by PN GW, PN GW SHALL forward the PNERequest message to PNE to be invited.

[PN GW procedure common to PNE initiated and PN GW initiated invitation cases]

When PN GW receives the PNEResponse message with Result attribute “1” (Success) from PNE, PN GW SHALL send the PNUpdateRequest message to CPNS Server including below sub attribute and element
.
· 

· PNInfo element SHALL be inserted

· PNID attribute SHALL be inserted

· PNEInfo element SHALL be inserted for successfully invited PNE.

· PNEID attribute SHALL be inserted 

· PNEName attribute SHOULD be inserted if it was received in entity discovery procedure.

· Active attribute SHALL be “TRUE”.
· 
· Update attribute SHALL be inserted with “1” (New) value.

· Mode attribute SHALL be inserted  during entity discovery procedure.
When PN GW receives the PNUpdateResponse message from CPNS Server, PN GW SHALL update PNEInfo in local PN Inventory from the PNUpdateRequest message 

After storing PNEInfo in local PN Inventory, if the PN GW shares the member information with the member of PN (Sharing attribute is “1”), PN GW SHALL send the PNUpdateNotification message to newly invited member PNE. Below are attributes and elements included in the message. Also,
 PN GW SHOULD send the PNUpdateNotification message to existed member PNE(s) including below sub attribute and element
.

· 

· PNInfo element SHALL be inserted from PN Inventory.

· PNID attribute SHALL be inserted from PN Inventory.

· PNEInfo element SHALL be inserted for the newly invited PNE(s).

· PNEID attribute SHALL be inserted 

· PNEName attribute SHOULD be inserted if it was received in entity discovery procedure.

· Active attribute SHALL be “TRUE”.

· Update attribute SHALL be inserted with “1” (New) value.
· Mode attribute SHALL be inserted.
If the original request was initiated by PNE, PN GW SHALL send PNEActionResponse message including Result attribute “1” (Success) to PNE referring OriginEntityID in PNEActionRequest message.
7.6.2.1.3 CPNS Server
When CPNS Server receives the PNUpdateRequest message 
from PN GW, CPNS Server SHALL update PN Inventory with PNEInfo element in PNInfo element, and then CPNS Server SHALL send the PNUpdateResponse message with Result attribute to PN GW.
7.6.2.2 PNE Joining
7.6.2.2.1 PNE
After a PN is established, PNE can join PN as a member. To realize this, PNE SHALL send the PNERequest message to PNGW in a target PN including below attribute and elements.

· Command attribute SHALL be inserted with “1” (Join) value.

· PNEInfo element SHALL be inserted for joining PNE to PNGW in a target PN. 

· PNEID attribute SHALL be inserted
· PNEName attribute SHOULD be inserted
· PNInfo element SHALL be inserted to notify which PN 

· PNID attribute SHALL be inserted regarding PNGW handles several PNs. And this PNID was obtained when PNE went through entity discovery process to find out proper PN GW or its PN.
When PNE receives the PNEResponse message with Result attribute “1” (Success) from PN GW, PNE SHALL create PN Inventory and then store PNInfo element in local PN Inventory 
 PN Inventory).
7.6.2.2.2 PN GW
When PN GW receives the PNERequest message with Command attribute “1” (Join) from PNE, PN GW SHALL send the PNUpdateRequest message to CPNS Server including below attribute and element.

· 

· PNInfo element SHALL be inserted

· PNID attribute SHALL be inserted

· PNEInfo element SHALL be inserted for joining PNE 
· PNEID attribute SHALL be inserted 

· PNEName attribute SHOULD be inserted if it was received in the PNERequest message or entity discovery procedure.

· Active attribute SHALL be “TRUE”.

· Update attribute SHALL be inserted with “1” (New) value. 
· Mode attribute SHALL be inserted.
When PN GW receives the PNUpdateResponse message from CPNS Server, PN GW SHALL store PNEInfo in local PN Inventory 
and then PN GW SHALL send the PNEResponse message to newly joined PNE including below attribute and element.

· Result attribute SHALL be inserted with “1”(Success) value.

· PNInfo element SHALL be inserted

· PNID attribute SHALL be inserted from PN Inventory.

· Description attribute SHOULD be inserted if PN Inventory contains

· TempPN attribute SHALL be applied if requesting Entity has PN Inventory with TempPN attribute.

· Sharing attribute SHALL be inserted from PN Inventory.

· PNGWInfo element SHALL be inserted from PN Inventory. 

· PNGWID attribute SHALL be inserted.

· PNGWName attribute SHOULD be inserted if PN Inventory contains.

· Zonebasedservicesupport attribute SHALL be inserted if PN Inventory contains.

· Mode attribute SHALL be inserted.
· PNEInfo element SHOULD be inserted for current member of PN if Sharing attribute is set “1” to share the member information from PN Inventory.

· PNEID attribute SHALL be inserted.

· PNEName attribute SHOULD be inserted if PN Inventory contains.

· Active attribute SHALL be inserted.

· Mode attribute SHALL be inserted.
After sending the PNEResponse message, if the PN GW shares the member information with the member of PN (Sharing attribute is “1”), PN GW SHOULD create the PNUpdateNotification message for existed member PNE(s) include

· 

· PNInfo element SHALL be inserted from PN Inventory.

· PNID attribute SHALL be inserted from PN Inventory.

· PNEInfo element for the newly joined PNE.

· PNEID attribute SHALL be inserted 

· PNEName attribute SHOULD be inserted if it was received in entity discovery procedure.

· Active attribute SHALL be “TRUE”.

· Update attribute SHALL be inserted with “1” (New) value.
· Mode attribute SHALL be inserted.
After creating PNUpdateNotification messages, PN GW SHOULD send PNUpdateNotification messages to the member PNEs in the PN.
7.6.2.2.3 CPNS Server
When CPNS Server receives the PNUpdateRequest message
 from PN GW, CPNS Server SHALL update PN Inventory with PNEInfo element in PNInfo element, and then CPNS Server SHALL send the PNUpdateResponse message with Result attribute to PN GW.
7.6.2.3 PNE Expulsion
If all of member PNEs in a PN are owned by same CPNS User, any member PNE can request expulsion of the other member PNE.
7.6.2.3.1 PNE
[Procedure in expelling PNE]

When PNE wants to expel the other PNE, PNE SHALL send the PNERequest message to PN GW including below attribute and element.

· Command attribute SHALL be inserted with “4”(Expel) value.

· OriginEntityID attribute SHALL be inserted for PNE which wants to expel other PNE.

· PNEInfo element SHALL be inserted for expelled PNE

· PNEID attribute SHALL be inserted

· PNInfo element SHALL be inserted to notify that PNE should be expelled from which PN.

· PNID attribute SHALL be inserted.
When PNE receives the PNEResponse message with Result “1”(Success) from PN GW, PNE SHALL remove the PNEInfo element of PNInfo from PN Inventory.

[Procedure in expelled PNE]
When PNE receives the PNENotification message with Command attribute “1” (Expel) from PN GW, expelled PNE SHALL remove PNInfo element in local PN Inventory and SHALL remove available SGInfo element in local SG Inventory for the SG related with this PN.

7.6.2.3.2 PN GW
When PN GW receives the PNERequest message with Command “4”(Expel) from PNE or if PN GW wants to expel a certain member PNE of PN, PN GW SHALL check if the requesting PNE can expel the target PNE, if the requesting PNE can do this, then 
PN GW SHALL check the expelled PNE is connected with PN GW currently. If expelled PNE is not connected with PN GW and the expulsion request was initiated by PNE, PN GW SHALL send the PNEResponse message with Result attribute “3” (Fail, not connected) to the requester PNE.



.

After sending the PNEResponse message, PN GW SHALL check member PNEs in this PN. 

If the expelled PNE is the last member PNE in PN, PN GW SHALL initiate PN release procedure (Section 7.6.3.2 PN GW). 

If there are member PNEs of this PN, PN GW SHALL send the PNUpdateRequest message to CPNS Server including below attribute and element 

· 

· PNInfo element SHALL be inserted to notify which PN

· PNID attribute SHALL be inserted.

· PNEInfo element SHALL be inserted for expelled PNE.
· PNEID attribute SHALL be inserted.

· Update attribute SHALL be inserted with “3” (Removed) value. 

When PN GW receives the PNUpdateResponse message from CPNS Server, PN GW SHALL check Sharing attribute of this PN. If the PN GW shares the member information with the member of PN (Sharing attribute is “1”), PN GW SHOULD send the PNUpdateNotification messages to existed member PNEs including below attribute and element.

· 

· PNInfo element SHALL be inserted from PN Inventory.

· PNID attribute SHALL be inserted from PN Inventory.

· PNEInfo element for the expelled PNE.

· PNEID attribute SHALL be inserted 

· Update attribute SHALL be inserted with “3” (Removed) value.
After checking Sharing attribute for sending PNUpdateNotification messages
, PN GW SHALL send the PNENotification message to expelled PNE including below attribute and element.

· Command attribute SHALL be inserted with “1”(Expel) value.

· PNEID attribute SHALL be inserted with expelled PNE’s ID

· PNID attribute SHALL be inserted to notify that PNE should be expelled from which PN.

After sending the PNENotification message, PN GW SHALL remove PNEInfo element of PNInfo element in local PN Inventory. If the expulsion request was initiated by PNE, PN GW SHALL send the PNEResponse message with Result attribute with “1” (Success) to requester PNE.
7.6.2.3.3 CPNS Server
When CPNS Server receives the PNUpdateRequest message
 from PN GW, CPNS Server SHALL update PN Inventory removing PNEInfo element in PNInfo element.

After updating PNInfo element in local PN Inventory, CPNS Server SHALL send the PNUpdateResponse message with Status attribute to PN GW.
7.6.2.4 PNE Leaving
7.6.2.4.1 PNE
When PNE wants to leave a PN, PNE SHALL send the PNERequest message to PN GW including below attribute and element.

· Command attribute SHALL be inserted with “3” (Leave) value. 
· PNEInfo element SHALL be inserted for PNE to leave

· PNEID attribute SHALL be inserted

· PNInfo element SHALL be inserted to notify that PNE should leave from which PN.

· PNID attribute SHALL be inserted.

If PNE is physically disconnected with PN GW forming temporary PN, PNE SHALL remove the PNInfo element in local PN Inventory. 

7.6.2.4.2 PN GW


· 
· 

When PN GW receives the PNERequest message with Command “3”(Leave) from PNE, PN GW SHALL send the PNUpdateRequest message to CPNS Server including below attribute and element 

· 

· PNInfo element SHALL be inserted to notify which PN

· PNID attribute SHALL be inserted.

· PNEInfo element SHALL be inserted for left PNE.
· PNEID attribute SHALL be inserted.

· Update attribute SHALL be inserted with “3” (Removed) value. 

When PN GW receives the PNUpdateResponse message from CPNS Server, PN GW SHALL check Sharing attribute of this PN and SHALL send the PNEResponse message to physically connected PNE to be left including below attribute and element. 

· Result attribute SHALL be inserted with 
“1”(Success) if there is no temporary stored SGID related with this PNE or 
“4”(Notification) if there is related SG.

· SGID element SHALL be inserted with SGID related with the PNE.
After sending the PNUpdateResponse message, PN GW SHALL remove PNEInfo element of PNInfo element in local PN Inventory.
If the PN GW shares the member information with the member of PN (Sharing attribute is “1”), PN GW SHOULD send the PNUpdateNotification messages to existed member PNEs including below attribute and element.
· 

· PNInfo element SHALL be inserted from PN Inventory.

· PNID attribute SHALL be inserted from PN Inventory.

· PNEInfo element for the expelled PNE.

· PNEID attribute SHALL be inserted 

· Update attribute SHALL be inserted with “3” (Removed) value.
If the leaving PNE is the last member in PN, PN GW SHALL initiate PN release procedure. 

7.6.2.4.3 CPNS Server
When CPNS Server receives the PNUpdateRequest message 
 from PN GW, CPNS Server SHALL update PN Inventory removing PNEInfo element in PNInfo element.

After updating PNInfo element in local PN Inventory, CPNS Server SHALL send the PNUpdateResponse message with Result attribute “1” (Success) to PN GW.
7.6.3 PN Release

When PNE or PN GW wants to release PN which it belongs to, PNE or PN GW can send release request message.

If the type of PN is temporary PN, the PN should be released when all of the physical connection between gateway and devices are broken, which means PN GW should send release message to CPNS Server and PNE and PN GW should remove the PNInfo element in local PN Inventory each other. 

7.6.3.1 PNE
When PNE wants to remove a PN which it belongs to, PNE SHALL send the PNReleaseRequest message to the PN GW including below attributes. 

· PNID attribute SHALL be inserted

· PNEID attribute SHALL be inserted for requesting PNE

If PNE receives the PNReleaseResponse message from PN GW, PNE SHALL remove the PNInfo element of PN Inventory related with this PNID.

If PNE receives the PNReleaseNotification message from PN GW, PNE SHALL remove the PNInfo element of PN Inventory related with this PNID.

If the PNE in the temporary PN is unintentionally disconnected without PN Release, that PNE SHALL remove the PNInfo element in local PN Inventory.

7.6.3.2 PN GW
When PN GW receives the PNReleaseRequest message from PNE, PN GW wants to remove a PN which PN GW belongs to, or PN GW is disconnected with all of PNEs forming temporary PN, PN GW SHALL send the PNReleaseRequest message to CPNS Server including below attributes.

· PNID attribute SHALL be inserted

· PNEID attribute for requesting PNE SHALL be inserted if this release request was initiated by PNE.
When PN GW receives the PNReleaseResponse message with Result attribute “1” (Success) from CPNS Server, PN GW SHALL check there are connected PNEs forming this released PN.  If there are connected member PNEs, PN GW SHALL send the PNReleaseNotification messages including PNID attribute to the PNEs, which are members in PN. If PNE requested release PN originally, PN GW SHALL NOT send the PNReleaseNotifcation message to the requesting PNE. PN GW SHALL remove PNInfo element in local PN Inventory related with this PNID of PN to be released.

When PN GW receives the PNReleaseNotification message from CPNS Server, PN GW SHOULD display Reason attribute to the User if this message contains Reason attribute. 
PN GW SHALL check there are connected PNEs forming this released PN.  If there are connected member PNEs, PN GW SHALL send the PNReleaseNotification messages including PNID attribute to the PNEs, which are members in PN. After notification to the member PNE, PN GW SHALL send the PNReleaseReponse message including Result attribute with “1” (Success) to CPNS Server. PN GW SHALL remove PNInfo element in local PN Inventory related with this PNID of PN to be released.

If the PN GW is disconnected with member PNE forming PN to be release, PN GW SHALL send the PNReleaseResponse message to the CPNS Server including.

· Result attribute SHALL be “3” (Fail, PNE disconnected)

· PNEInfo element SHALL be included for the disconnected PNE

· PNEID attribute SHALL be included for PNE ID.
7.6.3.3 CPNS Server
When CPNS Server receives the PNReleaseRequest message from PN GW, CPNS Server SHALL create the PNReleaseResponse message including

· Result attribute SHALL be inserted with “1”(Success) .

After creating the message, CPNS Server SHALL send the PNReleaseResponse message to PN GW and CPNS Server SHALL remove the PNInfo element related with this PNID in local PN Inventory if there is no Service Group for member PNEs.
If PN release is requested by operator’ policy, CPNS Server SHALL send the PNReleaseNotification message including PNID attribute and Reason attribute to the PN GW, CPNS Server SHALL remove PNInfo element in local PN Inventory.
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