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1 Reason for Change

This CR is to resolve the following review comments and CRs (“change 2 of 33”) on section 7.4. Key Assignment:

CR37 from LGE is not incorporated as this CR proposed to make a modification on section 6.

Related sections on submitted CR lists of agenda need to be modified as follows:
6 & 7.4: CR33

8: CR34

6: CR37

	C421
	2011.02.03
	T
	7.4 
	Source: SK Telecom

Form: OMA-CONR-2011-0009-CPNS_Review_from_SK_Telecom

Comment: There are three different mechanisms, which have their own format, variables, and level of detail in description.

Proposed Change: Change all of them to illustrate same level of detail and make them consistent from the readers’ perspectives.
	Status: 
Closed by CR-55, which has been agreed and incorporated in the latest TS-0316


	C422
	2011.02.1
	T
	7.4.1
	Source: KDDI (77)

Form: OMA-CONR-2011-0007-CPNS_ConR_Comments_from_KDDI

Comment:
the procedure is not detail enough.
Proposed Change:

Should add description on specific procedure for user authentication and EUKey encryption, etc by applying same approach in 7.4.2 here

(CR will be provided) CR55
	Status: OPEN 

Closed with C421



	C423
	2011.02.1
	T
	7.4.1.1
	Source: KDDI (78)

Form: OMA-CONR-2011-0007-CPNS_ConR_Comments_from_KDDI

Comment:
Re “When receiving Key Request message from PN GW, CPNS Server SHALL authenticate the PNE . 

The authentication of PNE  by CPNS Server”
It should be User which is authenticated by User ID and password, not PNE

CR55
Proposed Change:
change “PNE” to “CPNS User who owns PNE”
	Status: 
Closed by CR-55, which has been agreed and incorporated in the latest TS-0316 

	C424
	2011.02.1
	T
	7.4.1.1/7.4.4.1
	Source:HTC

Form: OMA-CONR-2011-0005-CPNS_ConR_Comments_From_HTC.doc
Comment: Regarding Key Request and Creation in CPNS server, it says”If authentication fails, CPNS Server SHALL send Key Delivery message without EUKey.”
Do we need any description to handle with the authentication fails scenario ?

Proposed Change: 

	Status:  CLOSED

In 7.4.1, the latest TS-0316 does not have description for authentication failure

In 7,4,4., Corresponding description is removed.

	C425
	2011.02.1
	E
	7.4.1.1
	Source: HTC
Form: OMA-CONR-2011-0005-CPNS_ConR_Comments_From_HTC.doc
Comment: In the “ PNE”.  Bullet, Upon requested by CPNS User for EUKey assignment, PNE SHALL send Key Request message to PN GWPN GW

Proposed Change: The  Twice PN GW  should be removed.
	Status: CLOSED

Changed as proposed

	C426
	2011.01.31
	E
	7.4.1.1
	Source: LGE

Form: <INP doc, mtg, confcall>

Comment: “Upon requested by CPNS User for EUKey assignment, PNE SHALL send Key Request message to PN GWPN GW” “PN GW” is duplicated

Proposed Change: “Upon requested by CPNS User for EUKey assignment, PNE SHALL send Key Request message to PN GWPN GW”
	Status: CLOSED

Closed by C425

	C427
	2011.01.31
	T
	7.4.1.1
	Source: LGE

Form: <INP doc, mtg, confcall>

Comment: There is inconsistency between section 7 and section 8 about message name.

Proposed Change: 
In section 8, there is message name but it is not consistent with the message naming rule. 

Remove “message” in the message name

Remove the space in the message name.

And then, Match with section 8 message name in section 7.
	Status: CLOSED


In the latest TS (0316), message name is already consistent between 7.4.1 and 8.3 “EUKey Assignment”.

Regarding “message” in the message name and “space” in the message name, messages names in 8.3 also have both of them.

	C428
	2011.01.31
	T
	7.4.1.2
	Source: LGE

Form: <INP doc, mtg, confcall>

Comment: The EUKey is key, so PNE should store EUKey securely.

Proposed Change: Insert “securely” into “When receiving Key Delivery message from PN GW, PNE SHALL store EUKey included in Key Delivery message after the decryption.”
	Status: CLOSED


Changed as proposed

	C429
	2011.02.03
	E
	7.4.1.2
	Source: Samsung
Form: INP doc #0004
Comment: 
EUKey is assigned to PNE via EUKey Assignment Response Message
Proposed Change:
Key Delivery message ( EUKey Assignment Response
	Status: CLOSED


Closed with C427

	C430
	2011.02.03
	T/E
	7.4.1.2
	Source: NEC

Form: OMA-CONR-2011-0002

Comment: In bullet points 2 and 3, it is stated that Key Delivery messages are received, which can include the EUKeys, but it is better to say that PN GW and PNE receive the EUKeys and not Key Delivery messages given that a Key Delivery message can also be blank without a EUKey as it was stated in  the last sentence of section 7.4.1.1  
Proposed Change: 


Suggest to change to: 

· PN GW

Upon receiving EUKeyKey Delivery message from CPNS Server, PN GW SHALL forward it the Key Delivery message to PNE.

· PNE

When receiving EUKeyKey Delivery message from PN GW, PNE SHALL store it EUKey included in Key Delivery message after the decryption
	Status:  Closed

Closed with the following changes

· PN GW

Upon receiving EUKey by EUKey Assignment Response message sent from CPNS Server …
· PNE

When receiving EUKey by EUKey Assignment Response message forwarded from PN GW …


	C431
	2011.02.1
	T
	7.4.2./7.4.3
	Source: HTC

Form: OMA-CONR-2011-0005-CPNS_ConR_Comments_From_HTC.doc
Comment: The title of 7.4.2  

Key Assignment for PNE without UI capabilities is exactly the same as 7.4.3
Proposed Change : Modify the title or index.
	Status: CLOSED


Structure of section is modified
See C432


	C432
	2011.02.1
	E
	7.4.2
	Source: KDDI (79)

Form: OMA-CONR-2011-0007-CPNS_ConR_Comments_from_KDDI

Comment:
Title duplicates with 7.4.3. Need differentiation. 
Proposed Change:

Change as follows:
7.4.3 Key Assignment for PNE without UI capabilities

- 7.4.3.1 Key Assignment when PAN is secure

- 7.4.3.2 Key Assignment when PAN is not secure
	Status: CLOSED


Changed with proposal 



	C433
	2011.02.1
	T
	7.4.2
	Source: KDDI (80)

Form: OMA-CONR-2011-0007-CPNS_ConR_Comments_from_KDDI

Comment: 

Need to specify the basic assumption: 

- There is secure PAN between PN GW and PNE.

- PNE and PN GW are owned by the same CPNS User
Proposed Change:

Above description needs to be added.
	Status: CLOSED


Proposal 1 : closed by C432
Proposal 2: Following text is added

“It is assumed that PNE and PN GW are owned by the same CPNS User.”

	C434
	2011.02.1
	E
	7.4.2
	Source: KDDI (81)

Form: OMA-CONR-2011-0007-CPNS_ConR_Comments_from_KDDI

Comment: 

Should use the same terminology “EUKey” to keep consistency.
Proposed Change:

Change “Entity User Key” to “EUKey”
	Status: CLOSED


Changed with proposal

	C435
	2011.02.1
	E
	7.4.2
	Source: KDDI (82)

Form: OMA-CONR-2011-0007-CPNS_ConR_Comments_from_KDDI

Comment:

PSK, pre-shared key, is a key which is pre-configured beforehand. PSK1 and 2, here, are not pre-configured, but created after certain procedure.
Proposed Change:

change PSK1 and 2 to Key1 and Key2
	Status: CLOSED


Closed with current TS

	C436
	2011.01.31
	E
	7.4.2
	Source: LGE

Form: <INP doc, mtg, confcall>

Comment: “Figure X”
Proposed Change: Change into “Figure 5”.
	Status: CLOSED

Closed with current TS

	C437
	2011.02.1
	T
	7.4.2
	Source: HTC

Form: OMA-CONR-2011-0005-CPNS_ConR_Comments_From_HTC.doc
Comment: any difference between   “Entity User Key”  and   “EUKey” 
 Proposed Change : Clarify it.


	Status: CLOSED


Closed by C434

	C438
	2011.01.31
	E
	7.4.2
	Source: <ZTE>

Form: <OMA-CONR-2011-0003-CPNS_ConR_Comments_from_ZTE.doc>

Comment: <PSK need full name in Abbreviation section> 

Proposed Change: <add the full name in Abbreviation section>
	Closed

Closed with current TS

	C439
	2011.01.31
	E
	7.4.2
	Source: <ZTE>

Form: <OMA-CONR-2011-0003-CPNS_ConR_Comments_from_ZTE.doc>

Comment: <SHA-1 need full name in Abbreviation section> 

Proposed Change: <add the full name in Abbreviation section>
	Closed

Closed with current TS

	C440
	2011.02.1
	T
	7.4.2.3/7.4.2.1/7.4.3
	Source: HTC
Form: OMA-CONR-2011-0005-CPNS_ConR_Comments_From_HTC.doc
Comment: Do we need any Appendix or description for PSK1 and PSK2 ?
Proposed Change: 
	Status: OPEN / 



	C441
	2011.02.1
	T
	7.4.2.1

7.4.2.2

7.4.2.3
	Source: KDDI (83)

Form: OMA-CONR-2011-0007-CPNS_ConR_Comments_from_KDDI

Comment:

These sections duplicate with section 7.3.1.  Also, since ID&Password registration via CPNS Interface is protected by the mechanism external to CPNS (e.g., using SIM and SEC_CF), detailed mechanism does not need to be elaborated.

Proposed Change:

Remove these three sections
	Status: OPEN 

 Compromised solution is needed between LGE and KDDI

	C442
	2011.02.03
	T
	7.4.2.1
7.4.2.2
7.4.2.3
	Source: Samsung
Form: INP doc #0004
Comment: 
Message format for Subscription & Registration and ID/Password Installation is missing.
How these processes are differing to section 7.3?
Proposed Change:
Author needs to provide the message format or compromised format is needed
	Status: OPEN 

See C442

	C443
	2011.02.03
	E
	7.4.2.2

7.4.2.3
	Source: NEC

Form: Indentation is not correct. These two sections are part of section 7.4.2.1 and therefore should be nested under this section.  

Proposed Change: 


Change to 7.4.2.1.1 and 7.4.2.1.2 respectively.

This change will be reflected in the subsequent headers too
	Status: CLOSED
Closed by current TS

	C444
	2011.02.1
	T
	7.4.2.4
	Source: KDDI (84)

Form: OMA-CONR-2011-0007-CPNS_ConR_Comments_from_KDDI

Comment:

The assumption here is that underlying PAN provides enough security. Thus, additional encryption of password is not necessary. PN GW can just send ID and Password to PNE via secure PAN.
Proposed Change:

Change current description accordingly to the comment.
	Status: OPEN 


	C445
	2011.02.1
	T
	7.4.2.4
	Source: KDDI (85)

Form: OMA-CONR-2011-0007-CPNS_ConR_Comments_from_KDDI

Comment:

There is no format for ID&Password Installation Request/Response message.

Proposed Change:

message format contribution should be provided. Otherwise, remove the section.
	Status: OPEN 

C447, C449 related

	C446
	2011.02.1
	E
	7.4.2.4
	Source: KDDI (86)

Form: OMA-CONR-2011-0007-CPNS_ConR_Comments_from_KDDI

Comment:

“ID/Password Installation” should be changed to “ID and Password Installation”.
Proposed Change:
	Status: CLOSED

Closed by current TS


	C447
	2011.02.1
	T
	7.4.2.4
	Source: HTC

Form: OMA-CONR-2011-0005-CPNS_ConR_Comments_From_HTC.doc
Comment: 
There is no corresponding message  format for ID&Password Installation Request/Response message.

Proposed Change :  Remove the related procedure or  add message format for this.

	Status: OPEN 

See 445

	C448
	
	
	
	
	

	C449
	2011.02.03
	Q
	7.4.2.4

7.4.2.5


	Source: NEC

Form: OMA-CONR-2011-0002

Comment: The description format of these sections look very much like flow description in section 6. Therefore, I wonder, why these two sections are not included in section 6 instead.   

Proposed Change: 


Please clarify
	Status: OPEN
See resolution of C445

	C450
	2011.02.1
	T
	7.4.2.5.3
	Source: KDDI (88)

Form: OMA-CONR-2011-0007-CPNS_ConR_Comments_from_KDDI

Comment:

Change KeyPNE to EUKey to keep consistency
Proposed Change:

Change KeyPNE to EUKey
	Status: CLOSED


Changed with proposal

	C451
	2011.02.1
	T
	7.4.2.5.3
	Source: HTC

Form: OMA-CONR-2011-0005-CPNS_ConR_Comments_From_HTC.doc
Comment:  Can we provide definition for KEK in 3.2 as GKEK did ?
Proposed Change : Provide definition


	Status: OPEN 


	C452
	2011.02.1
	T
	7.4.2.5.3
	Source: HTC

Form: OMA-CONR-2011-0005-CPNS_ConR_Comments_From_HTC.doc
Comment:  What is this KeyPNE. In step 5 ? Is this EuKey or ?
 Proposed Change : Clarify it.


	Status: OPEN / CLOSED


Closed by C450


	C453
	2011.02.03
	E
	7.4.3
	Source: SK Telecom

Form: OMA-CONR-2011-0009-CPNS_Review_from_SK_Telecom

Comment: title is same to the 7.4.2

Proposed Change: Clarify and re-word.
	Status: Closed

Closed by C432 


	C454
	2011.02.1
	T
	7.4.3
	Source: KDDI (89)

Form: OMA-CONR-2011-0007-CPNS_ConR_Comments_from_KDDI

Comment:

Need to clarify basic assumption in this subsection.

Proposed Change:

Add following description

- PNE and PN GW are owned by the same user

- PNE’s TK is retrieved from CPNS Server or stored in CPNS Server
- PAN is not secure
New title applied this
	Status: CLOSED


Following text has added

To perform procedure described in this subsection, following conditions need to be satisfied:
- PNE has secret passphrase, “Temporary Key(TK)”, which is preconfigured by manufacturer and stored inside of the PNE

- TK is available to CPNS Server (e.g., stored in CPNS Server, can be retrieved from external database from CPNS Server)

	C455
	2011.02.03
	T
	7.4.3
	Source: Samsung
Form: INP doc #0004
Comment: 
To keep the consistency with 7.4.2 , modifications on Key Assignment are needed
Proposed Change:
See CR 0033 & 34 regarding Key Assignment
	Status: CLOSED


Please, TS editor to change

Key Assignment ( EUKey Assignment all over the TS

	C456
	2011.02.1
	T
	7.4.3.1.1
	Source: KDDI (90)

Form: OMA-CONR-2011-0007-CPNS_ConR_Comments_from_KDDI

Comment:

Re AuthData = Hash( Password ) | Time in the 2nd step,

Random value generated by PN GW is necessary, according to the message format which is already agreed. 

Proposed Change:

add RandPNGW to calculate AuthData
	Status: CLOSED


Changed with proposal

	C457
	2011.02.1
	T
	7.4.3.1.2
	Source: KDDI (91)

Form: OMA-CONR-2011-0007-CPNS_ConR_Comments_from_KDDI

Comment:

4th step, need to clarify the reason why multiple EUKeys are created.
Proposed Change:

add description to explain the reason.
	Status: CLOSED


Following text has added:
To avoid receiving frequent EUKey Assignment Request from PN GW and for EUKey update in the case that the PNE does not guarantee the security of storage. The update of EUKey is performed during mutual authentication process. A set of EUKeys SHOULD be generated as follows:


	C458
	2011.02.1
	E
	7.4.3.1.2
	Source: KDDI (92)

Form: OMA-CONR-2011-0007-CPNS_ConR_Comments_from_KDDI

Comment:

need to clarify meaning of square bracket

Proposed Change:
	Status: CLOSED


Changed as follow

EUKey sets (i.e [EUKeyPNE])

	C459
	2011.02.1
	E
	7.4.3.1.2
	Source: KDDI (93)

Form: OMA-CONR-2011-0007-CPNS_ConR_Comments_from_KDDI

Comment:

H() ( Hash()
Proposed Change:

H() ( Hash()
	Status: CLOSED


Changed with current TS

	C460
	2011.02.1
	T
	7.4.3.1.2
	Source: KDDI (94)

Form: OMA-CONR-2011-0007-CPNS_ConR_Comments_from_KDDI

Comment:

Re procedure in PN GW, 

need to clarify why the PN GW needs to store set of EUKeys.
Proposed Change:

Add description to explain the above.
	Status: CLOSED


Following text has added

to avoid sending frequent EUKey Assignment Request to the CPNS Server and for EUKey update in the case that the PNE does not guarantee the security of storage. The update of EUKey is performed during mutual authentication process.

	C461
	2011.02.1
	T
	7.4.3.1.2
	Source: KDDI (95)

Form: OMA-CONR-2011-0007-CPNS_ConR_Comments_from_KDDI

Comment:

Re procedure in PN GW,

need to clarify why only single EUKey is sent to PNE while set of EUKey is stored in PNGW.
Proposed Change:

add description to explain the above.
	Status: CLOSED


Following text has added

to avoid sending frequent EUKey Assignment Request to the CPNS Server and for EUKey update in the case that the PNE does not guarantee the security of storage. The update of EUKey is performed during mutual authentication process.

	C462
	2011.01.31
	Q
	7.4.3.1.2
	Source: <ZTE>

Form: <OMA-CONR-2011-0003-CPNS_ConR_Comments_from_ZTE.doc>

Comment: <In step 1, is this “Time” same as “Time” in above step2? If they are same, why do we need it? If they are different, How can CPNS Server authenticate user by using them?> 

Proposed Change: <>
	Closed
Closed by C460 and 461

	C463
	2011.01.31
	Q
	7.4.3.1.2
	Source: <ZTE>

Form: <OMA-CONR-2011-0003-CPNS_ConR_Comments_from_ZTE.doc>

Comment: <In step 4, what’s the purpose of a set of EUKeys?> 

Proposed Change: <>
	Closed

Closed by C460 and 461

	C464
	2011.01.31
	T
	7.4.4
	Source: LGE

Form: <INP doc, mtg, confcall>

Comment: “EUKey Assignment described in this sub section SHALL be performed for PN GW running on CPNS Device which can not be supported by SEC_CF [SEC_CF].”
should be changed to be consistency with the other part according to the agreement in interim meeting.

Proposed Change: 
Change the sentence into “If fixed or removable module keeping identity information and credential (i.e., a SIM/USIM/ISIM) is installed on PN GW, following procedure is not performed.”
	Status: OPEN / CLOSED
<provide response>

	C465
	2011.01.31
	Q
	7.4.4
	Source: LGE

Form: <INP doc, mtg, confcall>

Comment: Editor’s note

“Another CR will cover how to handle PN GW to be deployed in the CPNS Device which does not provide enough UI for CPNS User to insert User ID and password.” Is it solved?

Proposed Change: 
	Status: CLOSED


Closed by removing Editor’s note

	C466
	2011.01.31
	Q
	7.4.4.
	Source: LGE

Form: <INP doc, mtg, confcall>

Comment: Editor’s note

“Another CR will cover how to authenticate PN GW without enough UI.” Is it solved?

Proposed Change: 
	Status: CLOSED


Closed with C465

	C467
	2011.02.1
	T
	7.4.4.1
	Source: KDDI (96)

Form: OMA-CONR-2011-0007-CPNS_ConR_Comments_from_KDDI

Comment:

Re Editor’s Note, There has been no CR for that so far.

Proposed Change:

Remove Editor’s note.
	Status: CLOSED


Closed by removing Editor’s note

	C468
	2011.02.03
	T
	7.4.4.1
	Source: Samsung
Form: INP doc #0004
Comment: 

Resolution is needed for Editor’s note
Proposed Change:
If no CR is submitted delete the Editor’s note
	Status: CLOSED

Closed with C467


2 Impact on Backward Compatibility

None
3 Impact on Other Specifications

None
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

 Review and approve the proposed change in this CR for incorporation into the CPNS TS.
6 Detailed Change Proposal

Change 1:  Detail description for 7.4.1
7.4 Key Assignment

7.4.1 Key Assignment for PNEs with UI capabilities
7.4.1.1 Key Assignment Request
· PNE

Key request procedures in PNE differ depending on the capability of CPNS Device in which the PNE is to be deployed.

If PNE runs in the CPNS Device which provides enough UI for CPNS User to insert User ID and password, the PNE SHALL support User ID and password insertion by CPNS User. 

Upon requested by CPNS User for EUKey assignment, PNE SHALL:

1. Generate and store a RANDPNE. RANDPNE is a random number generated by the PNE.
2. Generate hash value for user authentication data. Hash ( AuthData ) where AuthData = Hash( Password ) | RANDPNE | Time
3. Generate the EUKey Assignment Request message. The message SHALL contain the PNE ID, User ID, RANDPNE, Time and the user authentication data.
After the above procedure, the PNE SHALL send EUKey Assignment Request message to the PN GW.

· PN GW

When receiving EUKey Assignment Request message from PNE, PN GW SHALL forward the EUKey Assignment Request message to CPNS Server.
· CPNS Server

When receiving EUKey Assignment Request message from PN GW, CPNS Server SHALL authenticate the CPNS User who owns PNE. 
The authentication of CPNS User by CPNS Server SHALL be performed using User ID and password of CPNS User who owns the PNE. Upon receiving the EUKey Assignment Request message, the CPNS Server SHALL:
1. Generate hash value for user authentication. Hash ( AuthData ) where AuthData = Hash( Password ) | RANDPNE | Time
1. Verify the user authentication data using the CPNS Server generated hash value for user authentication. If the verification is fail, send the Key Assignment Response message to the PN GW with fail status code.
7.4.1.2 Key Assignment Response

· CPNS Server
If the user authentication succeeds, CPNS Server SHALL:

1. Generate and store a RANDSVR. RANDSVR is a random number generated by the CPNS Server.
2. Generate and store a KEK where KEK = Hash ( Hash( Password ) | RANDPNE | RANDSVR )
3. Generate and store a EUKey for PNE. The EUKey for PNE is a random number generated by the CPNS Server.
4. Generate the Key Assignment Response message. The message SHALL contain the Status, RANDSVR, and EUKey for PNE that is encrypted with the KEK.
After the above procedure, the CPNS Sever SHALL send EUKey Assignment Response message to the PN GW.
· PN GW

Upon receiving EUKey by EUKey Assignment Response message sent from CPNS Server, PN GW SHALL forward the EUKey by sending EUKey Assignment Response message to PNE.
· PNE

When receiving EUKey by EUKey Assignment Response message forwarded from PN GW, PNE SHALL securely store EUKey after the decryption. 
Change 2:  Detail description for 7.4.2
7.4.2 Key Assignment for PNE without UI capabilities
Key Assignment when PAN is secure
A EUKey for PNE is securely delivered from a CPNS Server to a PNE as illustrated in Figure 5. It is assumed that PNE and PN GW are owned by the same CPNS User. 
As shown in Figure 5, this procedure is comprised of three parts: Subscription & Registration, ID & Password Installation, and Key Assignment.
Before starting the Key Assignment procedure for PNE without enough UI for inserting ID and Password, a CPNS Server and a PNGW SHALL perform the mutual authentication & key exchange using the existing mechanism (e.g., 3GPP GBA). After the step, the Key1 is shared between the CPNS Server and the PN GW. Also the PNGW and a PNE SHALL perform the mutual authentication & key exchange using the PAN technologies. After the step, the Key2 is shared between the PN GW and the PNE.
7.4.2.1 Subscription & Registration
After the mutual authentication & key exchange between the CPNS Server and the PN GW, the PN GW can start the Subscription & Registration to the CPNS Server. 
7.4.2.1.1 Subscription & Registration Request
Before sending the Subscription & Registration Request message, the PN GW SHALL perform the following procedure:
1. Receive the ID, Password and subscription information from the User.
2. Encrypt the Password with the PSK1 which was already established between the PN GW and the CPNS Server.
3. Generate the Subscription & Registration Request message. The message SHALL contain the ID, the encrypted Password and the subscription information.
The PN GW SHALL send the Subscription & Registration Request message to the CPNS Server.
7.4.2.1.2 Subscription & Registration Response
Upon receiving the Subscription & Registration Request message, the CPNS Sever SHALL perform the following procedure:

1. Decrypt the Password with the PSK1.
2. Generate the hash value of the Password using SHA-1 hash algorithm.
3. Store the ID, hash value of the Password and subscription information in the Secure Storage of the CPNS Server.
The CPNS Server SHALL send the Subscription & Registration Response message to carry the result of the procedure.
7.4.2.2 ID and Password Installation
After the mutual authentication & key exchange between the PN GW and the PNE, the PN GW can start the ID & Password Installation to the PNE.
7.4.2.2.1 ID and Password Installation Request
Before sending the ID & Password Installation Request message, the PN GW SHALL perform the following procedure:
1. Receive the ID, Password and subscription information from the User.
2. Encrypt the Password with the PSK2 which was already established between the PN GW and the PNE.
3. Generate the ID & Password Installation Request message. The message SHALL contain the ID and the encrypted Password.
After the above procedure, the PN GW SHALL send ID & Password Installation Request message to the CPNS Server.
7.4.2.2.2 ID and Password Installation Response
Upon receiving the ID & Password Installation Request message, the PNE SHALL perform the following procedure:

1. Decrypt the Password with the PSK2.
2. Generate the hash value of the Password using SHA-1 hash algorithm.
3. Store the ID and hash value of the Password.
The PNE SHALL send the ID & Password Installation Response message to carry the result of the procedure.
7.4.2.3 Key Assignment
7.4.2.3.1 Key Assignment Trigger
Before sending the Key Assignment Trigger message to the PNE, the PN GW SHALL perform the following procedure:
1. Receive the ID and Password from the User.

2. Generate a Nonce. Nonce is a random number generated by the PN GW.

3. Generate hash value for user authentication data and starting the Key Assignment procedure. Hash ( AuthData ) where AuthData = Hash( Password ) | Nonce | Time
4. Generate the Key Assignment Trigger message. The message SHALL contain the ID, Nonce, Time and the user authentication data.
After the above procedure, the PN GW SHALL send Key Assignment Trigger message to the PNE.

7.4.2.3.2 Key Assignment Request
Upon receiving the Key Assignment Trigger message, the PNE SHALL perform the following procedure:

4. Generate hash value for user authentication data and verify the hash value of the user authentication data. Hash ( AuthData ) where AuthData = Hash( Password ) | Nonce | Time
5. Generate and store a RANDPNE. RANDPNE is a random number generated by the PNE.
6. Generate hash value for user authentication data. Hash ( AuthData ) where AuthData = Hash( Password ) | RANDPNE | Time
7. Generate the Key Assignment Request message. The message SHALL contain the ID, RANDPNE, Time and the user authentication data.
After the above procedure, the PNE SHALL send Key Assignment Request message to the PN GW.

Upon receiving the Key Assignment Request message, the PN GW SHALL relay the Key Assignment Request message to the CPNS Server.
7.4.2.3.3 Key Assignment Response
Upon receiving the Key Assignment Request message, the CPNS Server SHALL perform the following procedure:
2. Generate hash value for user authentication. Hash ( AuthData ) where AuthData = Hash( Password ) | RANDPNE | Time
3. Verify the user authentication data using the CPNS Server generated hash value for user authentication. If the verification is fail, send the Key Assignment Response message to the PN GW with fail status code.
4. Generate and store a RANDSVR. RANDSVR is a random number generated by the CPNS Server.
5. Generate and store a KEK where KEK = Hash ( Hash( Password ) | RANDPNE | RANDSVR )
6. Generate and store a EUKey. The EUKey is a random number generated by the CPNS Server.
7. Generate the Key Assignment Response message. The message SHALL contain the Status, RANDSVR, and encrypted PNE Key that is encrypted with the KEK.
After the above procedure, the CPNS Sever SHALL send Key Assignment Response message to the PN GW.

Upon receiving the Key Assignment Response message, the PN GW SHALL relay the Key Assignment Response message to the PNE.
Upon receiving the Key Assignment Response message and the Status is Success, the PNE SHALL perform the following procedure:
1. Generate and store a KEK where KEK = Hash ( Hash( Password ) | RANDPNE | RANDSVR )
2. Decrypt the EUKey with the KEK.
Change 3:  Detail description for 7.4.3
7.4.3 
Key Assignment when PAN is not secure
To perform procedure described in this subsection, following conditions need to be satisfied:
- PNE has secret passphrase, “Temporary Key(TK)”, which is preconfigured by manufacturer and stored inside of the PNE

- TK is available to CPNS Server (e.g., stored in CPNS Server, can be retrieved from external database from CPNS Server)


An EUKey for PNE is securely delivered from a CPNS Server to a PNE as illustrated in Figure X of section 6.2.2.1. 
Before starting the Key Assignment procedure for PNE without enough UI, a CPNS Server and a PNGW SHALL perform the mutual authentication & key exchange using the existing mechanism (e.g., 3GPP GBA). After the step, the PSK1 is shared between the CPNS Server and the PN GW.
7.4.3.1 Key Assignment

7.4.3.1.1 EUKey Assignment Request
Before sending the Key Assignment Request message to the CPNS Server, the PN GW SHALL perform the following procedure:

1. Receive the PNE Entity ID, CPNS User ID and User Password from the User.
2. Generate and store a RANDPNGW. RANDPNGW is a random number generated by the PNGW. 
3. Generate hash value for user authentication data. Hash ( AuthData ) where AuthData = Hash( Password ) | RANDPNGW | Time 
4. Generate the Key Assignment Request message. The message SHALL contain the PNE Entity ID, CPNS User ID, Time and the user authentication data..
After the above procedure, the PN GW SHALL send Key Assignment Request message to the CPNS Server
7.4.3.1.2 EUKey Assignment Response
Upon receiving the Key Assignment Request message, the CPNS Server SHALL perform the following procedure:

1. Generate hash value for user authentication. Hash ( AuthData ) where AuthData = Hash( Password ) | RANDPNGW | Time
2. Verify the received user authentication data using the CPNS Server generated hash value for user authentication (i.e., hash value generated in step1). If the verification fails, send the Key Assignment Response message to the PN GW with fail status code.
3. Generate and store a RANDSVR.RANDSVR is a random number generated by the CPNS Server
4. Generate Seed value for generating PNE EUKey sets where [SeedPNE=Hash(RANDSVR, RANDPNGW )] to avoid receiving frequent EUKey Assignment Request from PN GW and for EUKey update in the case that the PNE does not guarantee the security of storage. The update of EUKey is performed during mutual authentication process. A set of EUKeys SHOULD be generated as follows:

EUKeyn=Hash(SeedPNE)
EUKeyn-1=Hash(EUKeyn)
EUKeyn-2=Hash(EUKeyn-1)
……
EUKey2=Hash(EUKey3)
EUKey1=Hash(EUKey2)
5. Store it with PNE Entity ID and CPNS User ID.
6. Find the Temporary Key, TKPNE, corresponding to the Entity ID. 

Note: Temporary Key can be obtained from the PNE Manufacturer. How to acquire the temporary key corresponding to the Entity ID is out of scope of CPNS specification

7. Generate the Key Assignment Response message. The message SHALL contain the Status, EUKey sets (i.e [EUKeyPNE]) and Temporary Key. 
After the above procedure, the CPNS Server SHALL send Key Assignment Response message to the PN GW.
7.4.3.1.2.1 EUKey Assignment Notification
Upon receiving the Key Assignment Response message from the CPNS Server, the PN GW SHALL perform the following procedure:
1. The PN GW SHALL store the Temporary Key and set of EUKeys (i.e.[EUKeyPNE]) to avoid sending frequent EUKey Assignment Request to the CPNS Server and for EUKey update in the case that the PNE does not guarantee the security of storage. The update of EUKey is performed during mutual authentication process.
2. The PN GW SHALL select the EUKey among EUKey sets.
3. Generate the Key Assignment Notification message. The message SHALL contain the EUKey that is encrypted with the Temporary Key.
Upon receiving the Key Assignment Notification message and the Status is Success, the PNE SHALL perform the following procedure:
3. Decrypt the PNE’s EUKey with the Temporary Key and stores PNE’s EUKey. 
Detail description for 7.4.4
7.4.4 EUKey Assignment for PN GW
EUKey Assignment described in this sub section SHALL be performed for PN GW running on CPNS Device which can not be supported by SEC_CF [SEC_CF].

7.4.4.1 Key Request and Creation
· PN GW

Key request procedures in PN GW differ depending on the capability of CPNS Device in which the PN GW is to be deployed.
If PN GW runs in the CPNS Device which provides enough UI for CPNS User to insert User ID and password, the PN GW SHALL support User ID and password insertion by CPNS User. 

Upon requested by CPNS User for EUKey assignment, PN GW SHALL send Key Request message to CPNS Server.

· CPNS Server

When receiving Key Request message from PN GW, CPNS Server SHALL authenticate the PN GW. 

The authentication of PN GW by CPNS Server (i.e., client authentication) SHALL be performed using User ID and password of CPNS User who owns the PN GW. 
If authentication succeeds, CPNS Server SHALL create EUKey and store it with the PN GW’s ID (i.e., Entity ID) and User ID of CPNS User who owns the PN GW.


7.4.4.2 Key Delivery
· CPNS Server

After creating EUKey, CPNS Server SHALL encrypt the EUKey and send encrypted EUKey to PN GW by Key Delivery message. 
The EUKey SHOULD be encrypted by a secure material which is calculated from password of CPNS User who owns the PN GW (e.g., hashed password of the CPNS User).
· PN GW

When receiving Key Delivery message from CPNS Server, PN GW SHALL securely store EUKey included in Key Delivery message after decryption.
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