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1 Reason for Change

This CR is to resolve the following review comments:
	C245
	2011.02.1
	E
	6.3~6.15
	Source: KDDI (44)

Form: OMA-CONR-2011-0007-CPNS_ConR_Comments_from_KDDI
Comment:  For readability and consistency, same message name should be utilized as in section 7 and 8.
Proposed Change: 
Change the message name if necessary
	Status: CLOSED

Comment is not very clear and specific. Clarification is needed.

	C281
	2011.01.31
	T
	6.3.4.1 and

6.5
	Source: LGEMF

Form: <INP doc, mtg, confcall>

Comment: there is a contradiction between the Step 4 and the chapter 6.5 PN GW Authentication.

In the step 4, the authentication is done with the User ID and password. In the chapter 6.5, the User ID and password are not used. 

Proposed Change: Modify the chapters 6.5 and 6.3.4.1


	Status: CLOSED without change



	C292
	2011.02.01
	T
	6.5
	Source: KDDI (55)

Form: OMA-CONR-2011-0007-CPNS_ConR_Comments_from_KDDI
Comment:

If SEC_CF is available, this procedure is not performed.

Proposed Change:

Add the following assumption.
“If fixed or removable module keeping identity information and credential (i.e., a SIM/USIM/ISIM) is installed on PN GW, and if both PN GW and CPNS Server support SEC_CF, following procedure is not performed.”
	Status: CLOSED with following change.
“If fixed or removable module keeping identity information and credential (i.e., a SIM/USIM/ISIM) is installed and used for secure communication on PN GW, following flow is not performed.”

	C293
	2011.01.31
	T
	6.5

7.7
	Source: LGE

Form: <INP doc, mtg, confcall>

Comment: Generally, a PNGW already has a mechanism (i.e., 3GPP GBA, HTTP Digest …) for authentication with a CPNS Server.

Proposed Change: 
Remove the CPNS own mechanism for PN GW Authentication and use the existing mechanism.
	Status: CLOSED without change

PN GW authentication mechanism in current TS uses the framework of the existing mechanism, which group agreed to use in Yokosuka meeting.


2 Impact on Backward Compatibility

None
3 Impact on Other Specifications

None
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Review and approve the proposed change in this CR for incorporation into the CPNS TS.
6 Detailed Change Proposal

Change 1:  Change 7.4.1 to resolve review comments
6.5 PN GW Authentication

Figure 10 shows the high level flow of PN GW Authentication. In the flow, PN GW and CPNS Server perform mutual authentication and session key sharing. If fixed or removable module keeping identity information and credential (i.e., a SIM/USIM/ISIM) is installed and used for secure communication on PN GW, following flow is not performed.
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Figure 10 PN GW Authentication
1. PN GW sends Connect Request message to CPNS Server. The message includes CPNS Entity ID of the PN GW and random number created by PN GW (random_PN GW).
2. CPNS Server sends Authenticate Request message to the PN GW. The message includes random number created by CPNS Server (random_server).
3. PN GW calculates hash value from message 1 & 2 by using its own EUKey (hash_PN GW).
4. PN GW creates session key from random_PN GW, random_server and its own EUKey.
5. PN GW sends Authenticate Response message to CPNS Server. The message includes CPNS Entity ID of the PN GW and hash_PN GW calculated in step 3.
6. CPNS Server creates session key from random_PN GW, random_server and EUKey of the PN GW.
7. CPNS Server authenticates PN GW. That is, CPNS Server verifies hash_PN GW by checking if the same hash value can be calculated by itself.  
8. CPNS Server calculates hash value (hash_server) from message 1, 2 & 5 by using EUKey of the PN GW.
9. CPNS Server sends Connect Response message to the PN GW. The message includes hash_server
10. PN GW authenticates CPNS Server. That is, the PN GW verifies hash_server by checking if the same hash value can be calculated by itself.
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�Not sure why this comment is marked as closed.


The intension is that some messages in section 6 have different names from ones in section 7&8.


As for section 6.6, “PN GW Authentication Request”, “PN GW  Authentication Response&Server Authentication Request” and “Server Authentication Response” should be changed to “AuthenticateRequest”, “AuthenticateResponse” and “ConnectResponse”, respectively.
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