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	Classification:
	 FORMCHECKBOX 
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 FORMCHECKBOX 
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 FORMCHECKBOX 
 2: Bug Fix
 FORMCHECKBOX 
 3: Editorial

	Source:
	Seok-Hoon Choi, Samsung, seokhoon426.choi@samsung.com

	Replaces:
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1 Reason for Change

This CR collects all comment targeted to section 8.3 EUKey Assignment and CR00XX related with this section refer to the section 7.4
	C559
	2011.02.03
	E
	7.8.3.2/7.8.3.3
	Source: Samsung
Form: INP doc #0004
Comment: 
Status attribute no longer exists under PNRelease message
Proposed Change:
Status ( Result
	Status: CLOSED

Closed with proposal

	C660
	2011.02.03
	T
	8.3
	Source: SK Telecom

Form: OMA-CONR-2011-0009-CPNS_Review_from_SK_Telecom

Comment: The “trigger” msg. can be handled by another messages. And it seems “conditional”
Proposed Change: Discuss and Modify, if needed
	Status: CLOSED

Closed with proposal 



	C661
	2011.02.03
	T
	8.3
	Source: SK Telecom

Form: OMA-CONR-2011-0009-CPNS_Review_from_SK_Telecom

Comment: Another messages are needed to cover EUkey assignment for PNE with UI.

Proposed Change: CR is requested.
	Status: CLOSED
Current message can be used for with UI.
EUKey Assignment =  Key Assignment
Closed without change


	C662
	2011.02.1
	T
	8.3
	Source: HTC

Form: OMA-CONR-2011-0005-CPNS_ConR_Comments_From_HTC.doc
Comment: 
Is  the EUKey Assignment Trigger(requset / response ) Message  the same  as  Key Assignment Trigger (request/ response) Message  mentioned  in 7.4.2.4.1

Proposed Change :  make the message name consistent .


	Status: CLOSED



	C663
	2011.02.03
	T
	8.3
	Source: Samsung
Form: INP doc #0004
Comment: 

EUKey Assignment Trigger Message SHALL be conditional as the mandatory case is already stated as a Note
Proposed Change:
Mandatory ( Conditional
	Status: CLOSED


See C660

	C664
	2011.02.03
	T
	8.3
	Source: NEC

Form: OMA-CONR-2011-0002

Comment: EUKey Assignment Trigger Message is shown as Mandatory in the table, but the Note in the same section states that this message can be an optional or may not be needed if a PNE supports UI capabilities.  

This is a bit confusing and misleading. 

Proposed Change: 


Suggest to change to ‘Conditional’ in the given table.
	Status: CLOSED
See C660

	C665
	2011.02.1
	E
	8.3.1
	Source: HTC

Form: OMA-CONR-2011-0005-CPNS_ConR_Comments_From_HTC.doc
Comment:  The description of user ID inside EUkey assignment Message:

User ID of CPNS User who owns an PN GW and PNE

Proposed Change: should change to 

User ID of CPNS User who owns a PN GW and PNE


	Status: CLOSED


Closed without change

	C666
	2011.02.1
	T
	8.3.1/8.3.2
	Source: HTC

Form: OMA-CONR-2011-0005-CPNS_ConR_Comments_From_HTC.doc
Comment:   The Type of user ID inside EUkey assignment  Request Message is incorrect.
Proposed Change: should change to A: Attribute


	Status: CLOSED


Closed with proposal

	C667
	2011.01.31
	T
	8.3.1
	Source: <ZTE>

Form: <OMA-CONR-2011-0003-CPNS_ConR_Comments_from_ZTE.doc>

Comment: <User ID does not have any sub-element or attribute, so it should be attribute not element.> 

Proposed Change: <change its type to attribute>
	Closed
See 666

	C668
	2011.02.03
	T
	8.3.1
	Source: NEC

Form: OMA-CONR-2011-0002

Comment:   Why UserID and TrgInfo are not shown as attributes of EUKey assignment Trigger message. They are in the table, but they suddenly appear without being shown as attributes of the message. 

In addition, I thought the convention in the message format section is to use a standard format of the message and that is to use continuous string of the message, e.g. EUKey_Assignment_Request or EUKeyAssignmentRequest.

Furthermore, Section 7.4.2.5.1 excludes UserID as part of the message completely.

Proposed Change: 


Remove UserID from the table and include TrgInfo as an attribute of EUKey Assignment Trigger under MsgID bullet point.
Why do you propose to change the TrfInfo as attribute? This parameter contains other attribute and shall be remained as element
Also remove the spaces between the words in the message title, i.e. EUKeyAssignmentRequest or EUKey_Assignment_Request and so on. Applied
	Status: CLOSED
Closed as follows:

Proposal1: Changed data type from element to attribute
Proposal2: Change the message as continuous string


	C669
	2011.02.1
	T
	8.3.2
	Source: HTC

Form: OMA-CONR-2011-0005-CPNS_ConR_Comments_From_HTC.doc
Comment:  The Type of Entity ID 

inside EUkey assignment Request   Message is incorrect.

Proposed Change: 
should change to A: Attribute


	Status: CLOSED

Closed with proposal

	C670
	2011.02.03
	T
	8.3.2
	Source: NEC

Form: OMA-CONR-2011-0002

Comment:

Why UserID, EntityID and ReqInfo are not shown as attributes or subelements of EUKey assignment Request message. They are in the table, but they suddenly appear without being shown as attributes or subelements of the message

Proposed Change: 


Include those missing attributes of EUKey Assignment Request under MsgID bullet point
	Status: CLOSED
As these parameters are already existing, closed without change

	C671
	2011.02.03
	T
	8.3.2
	Source: NEC

Form: OMA-CONR-2011-0002

Comment:

The same like in the previous comment, User ID, entity ID and ResInfo should be shown as attributes or subelements of the EUKey Assignment Response message. 

Proposed Change: 


Include those missing attributes of EUKey Assignment Response under Status bullet point
	Status: CLOSED
As these parameters are already existing, closed without change

	C672
	2011.02.03
	
	8.3.3
	Source: Samsung
Form: INP doc #0004
Comment: 

To keep the consistency with section 6.3.3.1 and 7.4.3.1.2 sections the cardinality of EUKey need to be modified and Temporary Key needs to be included
Proposed Change:
See CR 0034 regarding Key Assignment
	Status: CLOSED

Closed with proposal

	C673
	2011.02.03
	T
	8.3.3
	Source: Samsung
Form: INP doc #0004
Comment: 

Need to define message format for EUKey Assignment Notification messagae
Proposed Change:
See CR 0034 regarding Key Assignment Notification message
	Status: CLOSED

Closed with proposal


2 Impact on Backward Compatibility

None
3 Impact on Other Specifications

None
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

 Review and approve the proposed change in this CR for incorporation into the CPNS TS.
6 Detailed Change Proposal
Change 1:  8.3 EUKey Assignment
7.4 EUKey Assignment
This subsection provides format of the messages necessary for EUKey assignment for PNE and PN GW.

	Message
	Implementation
	Direction

	EUKeyAssignmentTrigger Message
	Condition
	PN GW ( PNE

	EUKeyAssignmentRequest Message
	Mandatory
	PNE ( PN GW
PN GW ( CPNS Server

	EUKeyAssignmentResponse Message
	Mandatory
	CPNS Server ( PN GW

PN GW ( PNE

	EUKeyAssignmentNotification Message
	Mandatory
	PN GW ( PNE


NOTE: EUKeyAssignmentTrigger Message is mandatory if PNE does not have enough UI capabilities for inserting User ID and Password.

7.4.1 EUKeyAssignmentTrigger Message
	Element
	Cardinality
	T
	Data Type
	Description

	EUKeyAssignmentTrigger
	1
	E
	
	Its attributes are:

· MsgID

	MsgID
	1
	A
	String
	Message ID

	User ID
	1
	A
	String
	User ID of CPNS User who owns both PN GW and PNE

	TrgInfo
	1
	E
	
	EUKey Assignment Trigger information

Its sub attributes are

· RANDPNGW
· Time

· AuthInfo

	RANDPNGW
	1
	A
	Integer
	Nonce is a random number generated by the PN GW

	Time
	1
	A
	String
	Time is the current time as measured by the PN GW

	AuthInfo
	1
	A
	String
	AuthInfo is a Hash ( AuthData ) where AuthData = Hash( Password ) | Nonce | Time


Table 8 Information elements in EUKeyAssignmentTrigger Message
7.4.2 EUKeyAssignmentRequest Message
	Element
	Cardinality
	T
	Data Type
	Description

	EUKeyAssignmentRequest
	1
	E
	
	Its attributes are:

· MsgID

	MsgID
	1
	A
	String
	Message ID

	User ID
	1
	A
	String
	User ID of CPNS User who owns an assignee PNE/PN GW

	Entity ID
	1
	A
	String
	Entity ID of an assignee PNE/PN GW

	ReqInfo
	1
	E
	
	EUKeyAssignmentRequest information

Its sub attributes are
· RANDAssignee
· Time

· AuthInfo

	RANDAssignee
	1
	A
	Integer
	RANDAssignee is a random number generated by the assignee CPNS Entity (i.e., PNE or PN GW) 

	Time
	1
	A
	String
	Time is the current time measured by the assignee CPNS Entity (i.e., PNE or PN GW)

	AuthInfo
	1
	A
	String
	AuthInfo is a Hash ( AuthData ) where AuthData = Hash( Password ) | RANDAssginee | Time


Table 9 Information elements in EUKey Assignment Request Message
7.4.3 EUKeyAssignmentResponse Message
	Element
	Cardinality
	T
	Data Type
	Description

	EUKeyAssignmentResponse 
	1
	E
	
	Its attributes are:

· MsgID

· Result

	MsgID
	1
	A
	String
	Message ID of the corresponding EUKeyAssignmentRequest message

	Result
	1
	A
	Integer
	The Result of success or fail.

1 – Success

2 – Fail, User authentication fails

3 – Fail, Other reasons

	User ID
	1
	A
	String
	User ID of CPNS User who owns an assignee PNE/PN GW

	Entity ID
	1
	A
	String
	Entity ID of an assignee PNE/PN GW

	ResInfo
	1
	E
	
	EUKeyAssignmentResponse information

Its sub attributes are

· RANDSVR
· EUKey
· Temporary Key

	RANDSVR
	1
	A
	Integer
	RANDSVR is a random number generated by the CPNS Server

	EUKey
	1..n
	A
	String
	Encrypted EUKey that is encrypted by the KEK

	TemporaryKey
	0..1
	A
	String
	Key used for ensuring the security between PNE and PN GW in the case of underlying network does not support sufficient security mechanism.


Table 10 Information elements in EUKeyAssignmentResponse Message
7.4.4 EUKeyAssignmentNotification Message
	Element
	Cardinality
	T
	Data Type
	Description

	EUKeyAssignmentNotification
	1
	E
	
	Its attributes are:

· MsgID

· Status

	MsgID
	1
	A
	String
	Message ID of the corresponding EUKeyAssignmentNotification message

	User ID
	1
	A
	String
	User ID of CPNS User who owns an assignee PNE/PN GW

	Entity ID
	1
	A
	String
	Entity ID of an assignee PNE/PN GW

	EUKey
	1
	A
	String
	Encrypted EUKey that is encrypted by the Temporary Key


Table X Information elements in EUKeyAssignmentNotifiation Message
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