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1 Reason for Change

This CR collects all comment targeted to section 6.3 Key Assignment and CR0033 and CR0037
AI needs to be assigned to author of figure 5 and 8 to modify the message name
· This AI will close following comments: C245, C248, C251, C252, C253, 

Following comments are remained open in addition to above comments:
· C265: Based on CR for ID_PWD Registration Request/Response Message
· C281: Following text needs to be added to the step1 of section 6.5 ”The authentication of PN GW by CPNS Server (i.e., client authentication) SHALL be performed using User ID and password of CPNS User who owns the PN GW”
	C245
	2011.02.1
	E
	6.3~6.15
	Source: KDDI (44)

Form: OMA-CONR-2011-0007-CPNS_ConR_Comments_from_KDDI
Comment:  For readability and consistency, same message name should be utilized as in section 7 and 8.
Proposed Change: 
Change the message name if necessary
	Status: OPEN

AI: Figure 5 and 8 author to modify the diagram as it is unable to modify the diagram

	C246
	2011.01.31
	E
	6.3
	Source: LGEMF

Form: <INP doc, mtg, confcall>

Comment:  Key Asssignment

Proposed Change: Key Assignment
	Status: CLOSED

Closed without change

	C247
	2011.02.03
	T/Q
	6.3.1 &

6.3.2 &

6.3.3
	Source: SK Telecom

Form: OMA-CONR-2011-0009-CPNS_Review_from_SK_Telecom

Comment: Is it possible to keep consistency in the all cases for the key assignment? What is the KEK in 6.3.2.? does this be used in another section too?

Proposed Change: Clarify and make those consistent
	Status: CLOSED
Group agreed to add abbreviation after the term during 31th March CC during section 7 discussion


	C248
	2011.02.1
	E
	6.3.1
	Source: KDDI (45)

Form: OMA-CONR-2011-0007-CPNS_ConR_Comments_from_KDDI
Comment:  In fig 4, there are two “1B”.
Proposed Change: 
Change 1B on the left side to 1A
	Status: OPEN
AI: Figure 5 and 8 author to modify the diagram as it is unable to modify the diagram

	C249
	2011.02.1
	T
	6.3.1
	Source: KDDI (46)

Form: OMA-CONR-2011-0007-CPNS_ConR_Comments_from_KDDI
Comment: 
Re description of 2nd step, Registration of User ID and password from PN GW is available only in the case where PN GW and CPNS Server authenticate each other beforehand (e.g., using USIM-credentials)
Proposed Change: 
This limitation should be captured here.
	Status: CLOSED

Closed with proposal

	C250
	2011.01.31
	E/T
	6.3.1
	Source: LGEMF

Form: <INP doc, mtg, confcall>

Comment:  USIM word is used in the TS document. In all OMA documents only Smart Card word is used.

Proposed Change: Remove all USIM word and change them by Smart Card.
	Status: CLOSED


To keep the consistency with agreement closed without change

See C280

	C251
	2011.01.31
	E/T
	6.3.1
	Source: LGEMF

Form: <INP doc, mtg, confcall>

Comment:  figure 4: flow of EUKey… with the step 5 and 6. It is not possible to read the step 5 and 6 in the figure.

Proposed Change: modify the figure.
	Status: OPEN 

AI: Figure 5 and 8 author to modify the diagram as it is unable to modify the

	C252
	2011.01.31
	E
	6.3.1
	Source: LGE

Form: <INP doc, mtg, confcall>

Comment: PNGW and CPNS Server both have “1B” step after step 0 in diagram.

Proposed Change: change one (PNGW) into “1A” according to the description.
	Status: OPEN 

AI: Figure 5 and 8 author to modify the diagram as it is unable to modify the

	C253
	2011.02.03
	E
	6.3.1
	Source: NEC

Form: OMA-CONR-2011-0002

Comment: Step 1B on the left from user to PN GW should be 1A 

Proposed Change: 


Correct from 1B to 1A on the left hand side.
	Status: OPEN
AI: Figure 5 and 8 author to modify the diagram as it is unable to modify the

	C254
	2011.02.03
	Q
	6.3.2
	Source: SK Telecom

Form: OMA-CONR-2011-0009-CPNS_Review_from_SK_Telecom

Comment: in the figure 5, is it possible to somehow merge step 6,7,8 into 1 or 2 messages?

Proposed Change: Clarify and reword.
	Status: CLOSED
To keep the consistency with section 7 and 8 closed without chagne


	C255
	2011.02.1
	T
	6.3.2
	Source: KDDI (47)

Form: OMA-CONR-2011-0007-CPNS_ConR_Comments_from_KDDI
Comment: 
Procedure in this subsection is available only when 

- There is secure PAN between PN GW and PNE.

- PNE and PN GW are owned by the same CPNS User 
Proposed Change: 
Above description needs to be added.
	Status: CLOSED


Closed with proposal

	C256
	2011.02.1
	Q
	6.3.2
	Source: KDDI (48)

Form: OMA-CONR-2011-0007-CPNS_ConR_Comments_from_KDDI
Comment: 
Re description of 8th step, what is “security material for Key Assignment Request”?
Proposed Change: 

	Status: CLOSED

 
RANDPNE
See the section 7



	C257
	2011.02.1
	E
	6.3.2

6.3.3
	Source: KDDI (49)

Form: OMA-CONR-2011-0007-CPNS_ConR_Comments_from_KDDI

Comment: The sections 6.3.2 and 6.3.3 have the same title (i.e. Key Assignment for PNE without UI capabilities). This confuses readers.

Proposed Change: 
These sections should be merged properly.

- 6.3.2 Key Assignment for PNE without UI capabilities

- 6.3.2.1 Key Assignment when PAN is secure

- 6.3.2.2 Key Assignment when PAN is not secure
	Status: CLOSED


Closed without change as this change has already applied by current TS

	C259
	2011.01.31
	E
	6.3.2
	Source: LGEMF

Form: <INP doc, mtg, confcall>

Comment:  this chapter describes the general Key Assignment flows for PNE without UI and the underlying network between the PNGW and PNE provides the sufficient security mechanism.

Proposed Change: Add at the end of the first sentence ”and the underlying network between the PNGW and PNE provides the sufficient security mechanism.”.
	Status: CLOSED


Closed without change as this change has already applied by current TS

	C260
	2011.01.31
	E/T
	6.3.2
	Source: LGEMF

Form: <INP doc, mtg, confcall>

Comment:  Step 1 of the figure 5: User-id

Proposed Change: User ID
	Status: CLOSED

Closed with proposal

	C261
	2011.02.1
	T
	6.3.2/ 6.3.3 
	Source: HTC

Form: OMA-CONR-2011-0005-CPNS_ConR_Comments_From_HTC.doc
Comment:  The title of 6.3.2 Key Assignment for PNE without UI capabilities is exactly the same as 6.3.3
Proposed Change : Modify the title and index


	Status: CLOSED


See C257

	C262
	2011.02.03
	E
	6.3.2
	Source: NEC

Form: OMA-CONR-2011-0002

Comment: Step 3 in the diagram should be ‘Subscription and Registration Response’ 

Proposed Change: 


Correct to: ‘Subscription and Registration Response’
	Status: CLOSED
Closed without change as this change has already applied by current TS

	C263
	2011.02.03
	T
	6.3.2
	Source: NEC

Form: OMA-CONR-2011-0002

Comment: Step 14 in the description part states that PNE generates the KEK (Key Encryption Key), but in step 11 is stated that CPNS Server generates this key. 

Furthermore, it is shown in the diagram step 14 only stores this key but does not generate it. 

Proposed Change: 


Correct step 14 to say that PNE stores KEK key.
	Status: CLOSED
PNE generate the KEK in step 14 and only if this KEK is same key generated in step 11, then PNE can decrypt the EUKey

So, no change is needed
See section 7.4.2.1.3.3 of CR119
Closed without change

	C264
	2011.02.03
	Q
	6.3.2
	Source: NEC

Form: OMA-CONR-2011-0002

Comment: In step 14 the following sentence “After generating the KEK, the PNE decrypts the PNE Key with the KEK, stores the PNE Key in the secure storage of the PNE” states that PNE key is decrypted using KEK.

But, I thought KEK was used to encrypt the PNE key as stated in step 12.  

Proposed Change: 


Please clarify.
	Status: CLOSED
See C263

	C265
	2011.02.03
	T
	6.3.2
	Source: Samsung
Form: INP doc #0004
Comment: 
Whether message format for ID/Password Installation Message can be covered by ID_PWD Registration Request/Response Message.
Proposed Change:
Need to define message format on Subscription & Registration message and ID/Password Installation Message.
	Status: OPEN 
 


	C266
	2011.02.03
	E
	6.3.2

	Source: Samsung
Form: INP doc #0004
Comment: 
To keep the consistency with CPNS message, change the name of message of step 7, 8, 9, 12, 13 and text to EUKey Assignment Trigger/Request Response Message, respectively
Proposed Change:
Change the name of message of step 7, 8, 9, 12, 13 to EUKey Assignment Trigger/Request Response Message and text, respectively.
	Status: CLOSED

Closed with proposal

	C267
	2011.02.03
	E
	6.3.2, 6.3.3, 6.3.3.1
	Source: Samsung
Form: INP doc #0004
Comment: 
Modify the below titles as proposed
6.3 Key Assignment
6.3.1 Key Assignment for PNE with UI capabilities
6.3.2 Key Assignment for PNE without UI capabilities
6.3.3 Key Assignment for PNE without UI capabilities
6.3.3.1 Without underlying network’s security mechanism between PNE and PN GW

Proposed Change:
6.3 Key Assignment
6.3.1 Key Assignment for PNE with UI capabilities
6.3.2 Key Assignment for PNE without UI capabilities
6.3.2.1 With underlying network’s security mechanism between PNE and PN GW

6.3.2.2 Without underlying network’s security mechanism between PNE and PN GW
	Status: CLOSED

See C257

	C268
	2011.01.31
	Q
	6.3.2, 6.3.3
	Source: <ZTE>

Form: <OMA-CONR-2011-0003-CPNS_ConR_Comments_from_ZTE.doc>

Comment: <What’s the relationship between 6.3.2 and 6.3.3? They have the same title. > 

Proposed Change: <>
	Status: CLOSED

See C257

	C269
	2011.02.03
	E
	6.3.3
	Source: SK Telecom

Form: OMA-CONR-2011-0009-CPNS_Review_from_SK_Telecom

Comment: name of title is same to the 6.3.2

Proposed Change: Clarify and reword.
	Status: CLOSED

See C257


	C270
	2011.02.03
	T/Q
	6.3.3.1
	Source: SK Telecom

Form: OMA-CONR-2011-0009-CPNS_Review_from_SK_Telecom

Comment: In the figure 6, what is the purpose of making hash chain? Is it possible to keep consistency in the all cases for the key assignment?

Proposed Change: Clarify and reword.
	Status: CLOSED
Closed with proposal
See section 7 (It is not mandatory to support in section 7)

	C271
	2011.02.1
	Q
	6.3.3.1
	Source: KDDI (50)

Form: OMA-CONR-2011-0007-CPNS_ConR_Comments_from_KDDI
Comment: In Step 1, how does PN GW gets the information of PNE ID, User ID and Password (user input?)?

It is better to describe it.
Proposed Change: 

	Status: CLOSED


upon CPNS User request is added at the end of sentence

	C272
	2011.02.1
	T
	6.3.3.1
	Source: KDDI (51)

Form: OMA-CONR-2011-0007-CPNS_ConR_Comments_from_KDDI
Comment: Not sure why EUKey should be created by using Hash function and based on other EUKey. We can create EUKeys by just generating random value.
Proposed Change: Just generating random value is enough for EUKey creation.
	Status: CLOSED


See 270 and section 7

Closed without change as it is not mandatory to support in section 7

	C273
	2011.02.1
	E
	6.3.3.1
	Source: KDDI (52)

Form: OMA-CONR-2011-0007-CPNS_ConR_Comments_from_KDDI
Comment: 
Should improve readability

Proposed Change: 
- Add sequence number and message name
- ID should be renamed to User ID 

- Should clarify the meaning of E_TK( )
	Status: CLOSED

Closed without change as this change has already applied by current TS

	C274
	2011.01.31
	T
	6.3.3.1
	Source: LGEMF

Form: <INP doc, mtg, confcall>

Comment:  Step 0 : The message includes PNE Entity ID. If it is a serial number (more than 10 digits) for example it is not easy the user to enter it. In the some case (Bluetooth headset, …), the serial number is visible with difficulty.

Proposed Change: A better solution is to add a previous step:

The GW launches a detection and the PNE answers with its ID (PNE Entity ID). The user can check if it is the right number.

After each wake up, the GW launches a detection and compare the ID answer with the previous ID saved in its memory (and a secure memory can be used in this case because the GW has a secure element).
	Status: CLOSED
Closed without change as  PNE can not determin whether this request came from right PNGW or not without secure session between PNE and PN GW



	C275
	2011.01.31
	T
	6.3.3.1
	Source: LGEMF

Form: <INP doc, mtg, confcall>

Comment:  Step 7 : last word “Securely”. Need information about “securely” or need a better process to increase the security if there is no secure element in the PNE.

Proposed Change: In this case the solution is to update periodically the key and also after each wake up of the PNE. 


	Status: CLOSED

Closed without change as this term has used all over the TS in section 7

	C276
	2011.01.31
	E
	6.3.3.1
	Source: LGE

Form: <INP doc, mtg, confcall>

Comment: There is no step number in diagram.

Proposed Change: Insert step number matching with description.
	Status: CLOSED

Closed with proposal

	C277
	2011.01.31
	T
	6.3.3.1
	Source: LGE

Form: <INP doc, mtg, confcall>

Comment: How does PNE get the response message without any request message?

Proposed Change: 
1. replace name into notification 
and insert message format in section8.

2. or insert request message 
	Status: CLOSED

Closed with proposal

	C278
	2011.01.31
	Q
	6.3.3.1
	Source: <ZTE>

Form: <OMA-CONR-2011-0003-CPNS_ConR_Comments_from_ZTE.doc>

Comment: <Why do we need a set of EUKeys? > 

Proposed Change: <>
	CLOSED
See C270 and section 7 (It is not mandatory to support in section 7)

	C279
	2011.02.03
	E/T
	6.3.3.1
7.4.3
	Source: Samsung
Form: INP doc #0004
Comment: 
To keep the consistency with CPNS message and other sections, modification on text and diagram are needed.
Proposed Change:
See CR 0033 regarding key assignment
	Status: CLOSED

Closed with proposal

	C280
	2011.01.31
	T
	6.3.4
	Source: LGE

Form: <INP doc, mtg, confcall>

Comment: “In the flow, the CPNS Device on which PN GW is running can not be supported by SEC_CF [SEC_CF].”
Proposed Change: To be consistency in section 7, replace above with below (in section 7.7). 

“If fixed or removable module keeping identity information and credential (i.e., a SIM/USIM/ISIM) is installed on PN GW, following procedure is not performed.” 
	Status: CLOSED

Closed with proposal
Following text has added based on agreement on CR119  during 31th March CC

“If fixed or removable module keeping identity information and credential (i.e. a SIM/USIM/ISIM) is installed and used for secure communication on PN GW, following procedure is not performed”


	C281
	2011.01.31
	T
	6.3.4.1 and

6.5
	Source: LGEMF

Form: <INP doc, mtg, confcall>

Comment: there is a contradiction between the Step 4 and the chapter 6.5 PN GW Authentication.

In the step 4, the authentication is done with the User ID and password. In the chapter 6.5, the User ID and password are not used. 

Proposed Change: Modify the chapters 6.5 and 6.3.4.1


	Status: OPEN / 

Following text needs to be added to the step1 of section 6.5

The authentication of PN GW by CPNS Server (i.e., client authentication) SHALL be performed using User ID and password of CPNS User who owns the PN GW

	C282
	2011.01.31
	T
	6.3.4.1
	Source: LGE

Form: <INP doc, mtg, confcall>

Comment:” the CPNS Device on which PN GW is running can not be supported by SEC_CF [SEC_CF].” is not clear.

Proposed Change: 
The sentence should be changed more clearly.
	Status: CLOSED

See C280

	C283
	2011.01.31
	T
	6.3.4.1
	Source: LGE

Form: <INP doc, mtg, confcall>

Comment: How does User recognize the EUKey? That part should be done by CPNS Enabler automatically after first step (inserting user id and password). The User side process should be simple and key something should be hidden to the User.

Proposed Change: 
Change “CPNS User triggers PN GW to request EUKey assignment.”
Into “Previous step for Inserting User ID and password triggers PN GW to request EUKey assignment.”
	Status: CLOSED

Closed with proposal

	C284
	2011.02.03
	E
	6.3.4.1
	Source: Samsung
Form: INP doc #0004
Comment: 
To keep the consistency with CPNS message, change the name of message of step 3, 6 and text to EUKey Assignment Request/ Response Message, respectively
Proposed Change:
TS Editor to change the message name
	Status: CLOSED

Closed with proposal


2 Impact on Backward Compatibility

None
3 Impact on Other Specifications

None
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Review and approve the proposed changes in this CR for incorporation into the CPNS TS.
6 Detailed Change Proposal

Change 1:  Proposed description to close the Comments to section 6.3
6.3 EUKey Assignment
6.3.1 EUKey Assignment for PNE with UI capabilities
Figure 5 shows high level flow of EUKey assignment for a PNE running on a CPNS Device which provides enough UI for CPNS User to insert User ID and password.
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Figure 5 Flow of EUKey Assignment for PNE with UI
0. PNGW and CPNS Server authenticate each other with various ways (e.g., using USIM-creadentials)

1. CPNS User requests to register his/her own User ID and password with CPNS Server. CPNS User can request the registration from PN GW (1A.). CPNS User can also request the registration directly to CPNS Server (1B.) in a way provided outside of the CPNS enabler, such as through a website. If the user has registered the ID and password via the external way (1B), steps from 2 to 4 are not necessary.

2. If CPNS User requests the User ID and password registration from the PN GW, PN GW sends ID_PWD Registration Request Message to the CPNS Server in the case where PN GW and CPNS Server authenticate each other beforehand (e.g., using USIM-credentials). 

3. CPNS Server registers User ID and password with itself

4. If registration of User ID and password is triggered by ID_PWD Registration Request message, CPNS Server sends ID_PWD Registration Response message to the PN GW.
If the ID and password of CPNS User are already registered with the CPNS Server before, steps from 0 ro 4 will be skipped.

5. CPNS User turns on a CPNS Device which runs in PNE mode, and inserts User ID and password

6. CPNS User triggers PNE to request EUKey assignment.

7. The PNE sends EUKeyAssignmentRequest Message to a PN GW. 

8. The PN GW relays EUKeyAssignmentRequest t Message to CPNS Server.

9. Upon receiving the EUKeyAssignmentRequest Message, the CPNS Server verifies the user ID and password   (e.g., using digest authentication) 

10. If authentication succeeds, CPNS Server creates EUKey. CPNS Server also stores EUKey with the PNE’s ID (i.e., Entity ID) and User ID of CPNS User who owns the PNE.

11. CPNS Server encrypts EUKey by a secure material calculated from password (e.g., hashed password), and sends the encrypted EUKey via EUKeyAssignmentResponse Message to the PN GW. 

12. The PN GW forwards EUKeyAssignmentResponsMessage to the PNE.

13. Upon receiving EUKeyAssignmentResponsMessage from PNGW, PNE decrypts and stores EUKey.

6.3.2 EUKey Assignment for PNE without UI capabilities
This section describes general EUKey assignment flows for PNE without UI.
6.3.2.1 EUKey Assignment when PAN is secure

The following procedure will happen when the PNE does not have UI capabilities and the underlying network between the PNGW and PNE provides sufficient security and PNE and PN GW are owned by the same CPNS User.
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Figure 6 EUKey Assignment for PNE without UI

0. Before EUKey assignment for PNE without UI, a CPNS Server and a PNGW perform the mutual authentication & EUKey exchange using the existing mechanism (e.g., 3GPP GBA). Also the PNGW and a PNE perform the mutual authentication & EUKey exchange using the existing PAN technologies.
1. The PN GW sends the Subscription & Registration Request message to the CPNS Server. The message includes User ID, encrypted user-password and subscription information.
2. Upon receiving the Subscription & Registration Request message, the CPNS Server stores the received User ID and hash of user-password to the Secure Storage in the CPNS Server.

3. The CPNS Server sends the Subscription & Registration Response message to the PN GW. The message includes status of handling the Subscription & Registration Request message.
4. The PN GW sends the ID & Password Installation Request message to the PNE. The message includes User ID and encrypted user-password.

5. Upon receiving the ID & Password Installation Request message, the PNE stores the received User ID and hash of user-password to the Secure Storage in the PNE.

6. The PNE sends the ID & Password Installation Response message to the PN GW. The message includes status of handling of the ID & Password Installation Request message.

7. The PN GW sends the EUKeyAssignmentTrigger message to the PNE.

8. Upon receiving the EUKeyAssignmentTrigger message, the PNE verify the trigger is sent by the user of the PNE. If the verification is success, the PNE sends the EUKeyAssignmentRequest message to the PN GW. The message includes User ID and security material for EUKeyAssignmentRequest.

9. The PN GW relays the EUKeyAssignmentRequest message to the CPNS Server.

10. Upon receiving the EUKeyAssignmentRequest message, the CPNS Server verifies the request using the security material for EUKey assignment.

11. If the verification of the request is success, the CPNS Server generates the KEK (i.e. Key Encryption Key) based on the user-password, the received security material from the PNE and the CPNS Server generated security material. Also the CPNS Server randomly generates the PNE EUKey.

12. The CPNS Server sends the EUKeyAssignmentResponse message to the PN GW. The message includes status of handling the EUKeyAssignmentRequest message, the CPNS Server generated security material and the encrypted PNE EUKey with the KEK.

13. The PN GW relays the EUKeyAssignmentResponse message to the CPNS Server.

14. The PNE generates the KEK based on the user-password, the received security material from the CPNS Server and the PNE generated security material. After generating the KEK, the PNE decrypts the PNE EUKey with the KEK, stores the PNE EUKey in the Secure Storage of the PNE.
6.3.2.2 EUKey Assignment when PAN is not secure
The following  procedure will happen,  if the PNE does not have UI and the underlying network between the PNGW and PNE does not provide the sufficient security mechanism.
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Figure 7 EUKey Assignment for PNE without UI capabilities
In the description below, PNGW and PNE are owned by the same CPNS User. In addition, PNE has secret passphrase, “Temporary Key”, which is preconfigured by manufacturer. Temporary Key is stored inside of PNE.
0. Before EUKey assignment for PNE without UI, a CPNS Server and a PNGW perform the mutual authentication &EUKey exchange using the existing mechanism (e.g., 3GPP GBA). 
1. The PN GW sends the EUKeyAssignmentRequest message to the CPNS Server upon CPNS User request. The message includes the CPNS User ID and PNE Entity ID.  In addition, to enable CPNS Server to verify CPNS User ID in the message, the message includes hashed user password.
2. Upon receiving the EUKeyAssignmentRequest message, the CPNS Server authenticates CPNS User of PNE by verifying hashed user password. .
3. The CPNS Server generates and stores a PNE EUKey or a set of PNE’s EUKeys together with CPNS User ID and PNE Entity ID to Secure Storage.
4. The CPNS Server receives the Temporary Key corresponding to the received Entity ID.
5. The CPNS Server sends the EUKeyAssignmentResponse message to the PN GW. The message includes the Temporary Key and a PNE EUKey or a set of PNE’s EUKeys. Upon receiving the EUKeyAssignmentResponse message, the PN GW stores the received Temporary Key and a PNE EUKey or a set of PNE’s EUKeys in the Secure Storage in the PN GW.
6. The PN GW sends EUKeyAssignmentNotification message to the PNE. The message includes PNE’s EUKey encrypted by PNE’s Temporary Key.
7. Upon receiving the EUKeyAssignmentNotification message, the PNE decrypts the PNE’s EUKey with the Temporary Key and stores the PNE’s EUKey securely.
6.3.3 Flow of EUKey Assignment for PN GW
Flow of EUKey Assignment for PN GW with UI
Figure 8 shows high level flow of EUKey assignment for a PN GW running on a CPNS Device which provides enough UI for CPNS User to insert User ID and password. If fixed or removable module keeping identity information and credential (i.e. a SIM/USIM/ISIM) is installed and used for secure communication on PN GW, following procedure is not performed..
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Figure 8 Flow of EUKey Assignment for PN GW with UI
1. CPNS User turns on a CPNS Device which runs in PN GW or PNE+PN GW mode, and inserts User ID and password
2. Previous step for Inserting User ID and password triggers PN GW to request EUKey assignment.
3. The PN GW sends EUKeyAssignmentRequest Message to a CPNS Server.
4. Upon receiving the EUKeyAssignmentRequest Message, the CPNS Server authenticates the PN GW using User ID and password of CPNS User who owns the PN GW. For example, digest authentication mechanism is applied for this authentication. 
Note: CPNS Enabler does not specify flow of digest authentication, since existing standard covers it.
5. If authentication succeeds, CPNS Server creates EUKey. CPNS Server also stores EUKey with the PN GW’s ID (i.e., Entity ID) and User ID of CPNS User who owns the PN GW.
6. CPNS Server encrypts EUKey by a secure material calculated from password (e.g., hashed password), and sends the encrypted EUKey by EUKeyAssignmentResponse Message to the PN GW.
7. Upon receiving EUKeyAssignmentResponseMessage from CPNS Server, PN GW decrypts and stores EUKey securely.
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