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1 Reason for Change

This CR collects all comment targeted to section 6.6 PN Management and CR0054
AI needs to be assigned to author of following comments:
· C296, C311(SKT): Specific text or diagram needs to be provided
· C317, C318(HTC): CR needs to be provided if necessary
R01
- AuthenticationRequest/Response --> AuthenticateRequest/Response
- Used Secure PAN
	C294
	2011.02.03
	E
	6.6
	Source: NEC

Form: OMA-CONR-2011-0002

Comment: The second sentence in this section is not clear: 

“PN Establishment can be initiated by PNE or PN GW, according to environments, preference or usability of CPNS User”. 

First, the following expression “according to environments” is inappropriate and should be changed to ‘based on circumstances’.

Second, what is ‘usability of CPNS User’?

Proposed Change: 


Change the sentence to: 

‘PN Establishment can be initiated by PNE or PN GW, based on circumstances according to environments or some user preferences’. or usability of CPNS User”
	Status: CLOSED

Closed without change as this change has already applied to the current TS

	C295
	2011.01.31
	T
	6.6
	Source: <ZTE>

Form: <OMA-CONR-2011-0003-CPNS_ConR_Comments_from_ZTE.doc>

Comment: <This section is not only for PN Establishment. But in 1st sentence it says “This section provides a flow of PN Establishment which enables PNE to connect to CPNS Server through PN GW for consuming/providing services or contents.” > 

Proposed Change: <remove “a flow of PN Establishment”>
	CLOSED

Remove the text under 6.6.1 PN Establishment

	C296
	2011.02.03
	T/Q
	6.6.1 
	Source: SK Telecom

Form: OMA-CONR-2011-0009-CPNS_Review_from_SK_Telecom

Comment: Is the Local EUKey used in every case? 

Proposed Change: Clarify and explain the condition that the Local EUKey is used.
	Status: CLOSED 
Closed without change

	C297
	2011.02.1
	E
	6.6.1
	Source: KDDI (56)

Form: OMA-CONR-2011-0007-CPNS_ConR_Comments_from_KDDI
Comment: The section title of “PNE Establishment” is wrong. The title should be “PN Establishment”.
Proposed Change:  Rephrase into “PN Establishment”.
	
CLOSED

Closed without change as this change has already applied to the current TS

	C298
	2011.01.31
	E
	6.6.1
	Source: <ZTE>

Form: <OMA-CONR-2011-0003-CPNS_ConR_Comments_from_ZTE.doc>

Comment: <The title should be PN Establishment, not PNE Establishment. > 

Proposed Change: <remove “E”>
	CLOSED

Closed without change as this change has already applied to the current TS

	C299
	2011.01.31
	E
	6.6.1.1
	Source: LGE

Form: <INP doc, mtg, confcall>

Comment: “Detailed flow is shown in X.y”
Proposed Change: 
Change “X.y” into 6.4
	
 CLOSED

Closed without change as this change has already applied to the current TS

	C300
	2011.01.31
	Q
	6.6.1.1
	Source: LGE

Form: <INP doc, mtg, confcall>

Comment: Is Editor’s note solved?

“the terminology ‘PNE ID’ will be changed properly, when definition or description of PNE is decided.”
Proposed Change: 
Remove it. It looks solved.
	CLOSED

Closed with proposal


	C301
	2011.01.31
	E
	6.6.1.1
	Source: LGE

Form: <INP doc, mtg, confcall>

Comment: Figure 6

Proposed Change: Change Figure 10
	Status: CLOSED

Closed without change as this change has already applied to the current TS


	C302
	2011.01.31
	T
	6.6.1.1
	Source: LGE

Form: <INP doc, mtg, confcall>

Comment: Change the name of step 2 PN Setup Notify because step 2 description also told it “PN Setup Request message” in second sentence.

Proposed Change: Change “PN Setup Notify” to “PN Setup Request” in diagram and description step 2(first sentence in step 2).

Change “PN Setup Notify Response” into “PN Setup Response” in diagram and description step 3.
	Status: CLOSED

Closed with proposal

	C303
	2011.01.31
	T
	6.6.1.1
	Source: LGE

Form: <INP doc, mtg, confcall>

Comment: Is Editor’s note solved?

“It is FFS whether the routing table will be made of PN Inventory, after agreement of PN Inventory.”
Proposed Change: 
Routing table looks not part of PN Inventory.

Remove Editor’s note.
	Status: CLOSED

 Closed with proposal

	C304
	2011.01.31
	T
	6.6.1.1
	Source: LGE

Form: <INP doc, mtg, confcall>

Comment: Editor’s note “whether PN GW sends all or part of PN inventory to PNE will be decided after deciding contents of PN Inventory” is solved in section 5.

Proposed Change: Remove it.
	Status: CLOSED

Closed with proposal

	C305
	2011.02.03
	Q
	6.6.1.1
	Source: NEC

Form: OMA-CONR-2011-0002

Comment: It is still not very clear what is the difference between step 2 and step 15 in the diagram. PN Setup notify and PN Establishment notify have the same meaning. 

I know we have a long discussion on this and not sure what the best solution is, but this is confusing for somebody outside CPNS reading the spec.
Message name has changed and details can be found in section 7
In addition, why PNE #1 and #2 do not create PN inventories once the PN is setup, after step 14 and 15 respectively. This is against the approach described in section 5.8. If we agreed not to have PN Inventories in PNEs, then section 5.8 should be corrected to reflect this understanding. If we decided to have PN Inventory in PNEs, then we should reflect these in every diagram where this applies.

Changed as proposed
The same comment applies to section section 6.6.1.2

Proposed Change: 


Please describe and also modify the diagram to add the PN Inventories
	Status: CLOSED
Closed with proposal

	C306
	2011.02.03
	Q
	6.6.1.1
	Source: NEC

Form: OMA-CONR-2011-0002

Comment: Last bullet point of step 1, “Indication to request LocalEUKey assignment if the following conditions are true” is not very clear.

Is the intent to say that if any of the following conditions are true or both of the following conditions are true?

What happens if one of them is true and the other is not? Would this requirement still apply?

The same applies to the second bullet point in step 3. 

The same comment applies to section section 6.6.1.2

Proposed Change: 


Clarify.
	Status: CLOSED
Following text has replaced the current text
“Indication to request LocalEUKey assignment if both of the following two conditions are met. Otherwise, the indication is not included in the message”

	C307
	2011.02.03
	T
	6.6.1.1
	Source: NEC

Form: OMA-CONR-2011-0002

Comment: Second bullet of step 2 under the description part, states that PN ID will be part of the PN Setup notify.

How can we know the PN ID, if at the time of sending this message we do not know the PN ID yet. PNE#2 that has initiated the PN Setup request will get an answer to its request in step 14, which is well after step 2. 

The same applies to step 4 and 5 and to section 6.6.1.2

Proposed Change: 


Remove the bullet point where PN ID is mentioned in these steps
	Status: CLOSED

Closed without change

When PNGW received the PNSetupRequest from PNE#1, PNGW can create the PNID



	C308
	2011.02.03
	T
	6.6.1.1.
	Source: NEC

Form: OMA-CONR-2011-0002

Comment: First bullet point in step 14 states that PN Setup Response message to PNE#2 contains PN Inventory. It can contain some information that would be stored in PN Inventory, but does not contain the whole PN Inventory.  

I believe that at this point the response should contain the PN ID and not PN Inventory

The same applies to step 15

Proposed Change: 


Replace PN Inventory with PN ID 


	Status: CLOSED

Closed with proposal

	C309
	2011.02.03
	E
	6.6.1.1
6.6.1.2
	Source: Samsung
Form: INP doc #0004
Comment: 
Reference for Step 0 needs to be modified
Proposed Change:
X.y ( 6.4
	Status:  CLOSED

Closed without change as this change has already applied to the current TS

	C310
	2011.02.03
	T
	6.6.1.1
	Source: Samsung
Form: INP doc #0004
Comment: 
Need to resolve three editor’s notes
Proposed Change:
Remove the editor’s note
	Status: CLOSED

Closed with proposal

	C311
	2011.02.03
	T
	6.6.2
	Source: SK Telecom

Form: OMA-CONR-2011-0009-CPNS_Review_from_SK_Telecom

Comment: There is no authentification message. 

Proposed Change: Clarify and explain the reason. Or put the messages.
	Status: CLOSED 
Closed without change

	C312
	2011.02.1
	T
	6.6.2


	Source: KDDI (57)

Form: OMA-CONR-2011-0007-CPNS_ConR_Comments_from_KDDI

Comment: Fig 12, 13 and 14. PNE which newly connects to PN (e.g., PNE2 in the figure12) should perform mutual authentication and session key sharing with CPNS Server and PN GW.
Proposed Change: Add authentication request/response between CPNS Server and newly connecting PNE (CR will be provided)
	Status: CLOSED

Applied CR054

	C313
	2011.02.1
	E
	6.6.2
	Source: KDDI (58)

Form: OMA-CONR-2011-0007-CPNS_ConR_Comments_from_KDDI

Comment:  Section 6.6.2 contains the both flows of PN invite and PN join. 

Proposed Change: We should separate both flows into different sections.


	Status: CLOSED

Closed with proposal

	C314
	2011.02.1
	T
	6.6.2
	Source: KDDI (59)

Form: OMA-CONR-2011-0007-CPNS_ConR_Comments_from_KDDI
Comment:  Fig12. PN Update Notification should be also sent to PNE2 to let it know it successfully becomes PN member
Proposed Change:
Add PN Update Notification from PN GW to PNE2 after step4. 

	Status: CLOSED


Closed with proposal


	C315
	2011.02.1
	T
	6.6.2
	Source: KDDI (60)

Form: OMA-CONR-2011-0007-CPNS_ConR_Comments_from_KDDI
Comment:  Fig13. PN Update Notification should be also sent to PNE3 to let it know it successfully becomes PN member
Proposed Change:
Add PN Update Notification from PN GW to PNE3 after step6. 

	Status: Closed 
Text has added and figure has modified



	C316
	2011.02.1
	T
	6.6.2
	Source: KDDI (60-2)

Form: OMA-CONR-2011-0007-CPNS_ConR_Comments_from_KDDI
Comment:  Re “Upon this message, CPNS Server recognizes the additional member is joined in PN”,

this description can be covered by “CPNS Server updates PN Inventory” in the later step

Proposed Change:
Remove the description. 

	Status: CLOSED

Closed with proposal

	C317
	2011.02.1
	T
	6.6.2
	Source:HTC
Form: OMA-CONR-2011-0005-CPNS_ConR_Comments_From_HTC.doc
Comment: Do we need another flow or descriptions to describe certain scenario of inviting PNE(s)  belonging to different PN(s) ? such as ,  Remote PNE connection ?

Proposed Change:  
	Status: CLOSED 
Closed without change

	C318
	2011.02.1
	T
	6.6.2
	Source: HTC

Form: OMA-CONR-2011-0005-CPNS_ConR_Comments_From_HTC.doc
Comment: Do we need another Flow of PNE Joins a PN Initiated by PN GW besides of  Figure 14.

Proposed Change:


	Status: CLOSED 
Closed without change


	C319
	2011.02.03
	E
	6.6.2
	Source: Samsung
Form: INP doc #0004
Comment: 
Title of section 6.6.2 PN Invite needs to be modified to keep the consistency with section 7.8.2 PNE Management
Proposed Change:
6.6.2 PN Invite ( PNE Management
6.6.2.1 PN GW inviting
Figure 12 and descriptions
6.6.2.2 PNE Inviting
Figure 13 and descriptions
Change PNE Invite Request to PNERequest
6.6.2.3 PNE Joining
Figure 14 and descriptions
6.6.3.1 ( 6.6.2.4 PNE Leaving
6.6.3.2 ( 6.6.2.5 PNE Expulsion
	Status: CLOSED

Closed with following change to keep the consistency with section 7 and 8:

6.6.2 PNE Management

6.6.2.1 PN GW Inviting

6.6.2.2 PNE Inviting

6.6.2.3 PNE Joining

6.6.2.4 PNE Leaving

6.6.2.5. PNE Expulsion

6.6.3 PN Release>

	C320
	2011.02.03
	E
	6.6.2

	Source: Samsung
Form: INP doc #0004
Comment: 
PN Invite section needs to be modified to keep the consistency with section 7.8.2, 8.5.3 and 8.5.4
Proposed Change:
PNE Invite and Join PN Request (step1) ( PNERequest
PNE Invite and Response of Join PN Request(step6) ( PNEResponse
Join PN Request (step2)( PNUpdate Request
Response of Join PN Request(step4) ( PNUpdate Response
	Status: CLOSED

To keep the consistency with section 8 text are modified as follows:

Section 6.6.2.1

PNE Invite Request (step1) ( PNActionRequest

PNE Invite Response (step2) ( PNActionResponse

Section 6.6.2.2

PNE Invite Request (step1 and 2) ( PNActionRequest

PNE Invite Response (step3 and 6) ( PNActionResponse



	C321
	2011.01.31
	E
	6.6.2
	Source: <ZTE>

Form: <OMA-CONR-2011-0003-CPNS_ConR_Comments_from_ZTE.doc>

Comment: <The title should be PNE Invite, not PN invite. > 

Proposed Change: <insert “E” after PN.>
	Closed

Closed without change
See C319

	C322
	2011.01.31
	E
	6.6.2,

ALL
	Source: <ZTE>

Form: <OMA-CONR-2011-0003-CPNS_ConR_Comments_from_ZTE.doc>

Comment: <Somewhere we use PNE#1, but other parts PNE1 is used> 

Proposed Change: <keep consistency.>
	Closed

Changed #1 and #2 to 1 and 2

	C323
	2011.02.03
	E
	6.6.2

6.6.3.1

6.6.3.2

6.6.5.1


	Source: NEC

Form: OMA-CONR-2011-0002

Comment: Figure numbers given in sentences like the following are wrong, ‘Figure 10 shows a flow of PNE joins a PN which is initiated by PNE’.  It should be Figure14. 

Figure numbers in the sentences should be aligned with the figure numbers of actual figures. 

Proposed Change: 


Correct the figure numbers to reflect to: ‘Figure 14 shows a flow of PNE joins a PN which is initiated by PNE’
	Status: Closed

Closed without change as change has already applied by current TS

	C324
	2011.02.03
	E
	6.6.3.1

	Source: Samsung
Form: INP doc #0004
Comment: 
Initiated by PNE section needs to be modified to keep the consistency with section 7.8.3, 8.5.3 and 8.5.4
Proposed Change:
Leave PN Request (step1) ( PNERequest
Leave PN Response (step6) ( PNEResponse
Leave PN Request (step2)( PNUpdate Request
Leave PN Response (step4) ( PNUpdate Response
	Status: CLOSED

See changes


	C325
	2011.02.1
	T
	6.6.4
	Source: KDDI (61)

Form: OMA-CONR-2011-0007-CPNS_ConR_Comments_from_KDDI
Comment:  PN GW Switching is out of scope of current release.
Proposed Change:
Remove this section

	Status: CLOSED

Closed with proposal

	C326
	2011.02.1
	T
	6.6.4
	Source: HTC

Form: OMA-CONR-2011-0005-CPNS_ConR_Comments_From_HTC.doc
Comment: PN GW Switching is not in include in CPNS V1.0.
 Proposed Change : remove it.


	Status: CLOSED

See C325


	C327
	2011.01.31
	Q
	6.6.4
	Source: <ZTE>

Form: <OMA-CONR-2011-0003-CPNS_ConR_Comments_from_ZTE.doc>

Comment: <In step 1, it says “If the PN GW2 is inactive, the PN GW2 should be active” my question is how to make  the inactive entity to be active?> 

Proposed Change: <>
	Closed

See C325

	C328
	2011.02.03
	T
	6.6.4
	Source: NEC

Form: OMA-CONR-2011-0002

Comment: I believe we agreed to remove the PN GW Switching section in this release.  

Proposed Change: 


Remove the section
	Closed

See C325

	C329
	2011.01.31
	T
	6.6.5
	Source: <ZTE>

Form: <OMA-CONR-2011-0003-CPNS_ConR_Comments_from_ZTE.doc>

Comment: <In step 2, PN Inventory should be removed after PN Release Response was sent.> 

Proposed Change: <change the order.>
	Closed

Closed without change

The text implies the CPNS Server’s Inventory not the PN GW ‘s one

So, current text is correct


2 Impact on Backward Compatibility

None
3 Impact on Other Specifications

None
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

 Review and approve the proposed change in this CR for incorporation into the CPNS TS.
6 Detailed Change Proposal

Change 1:  Proposed description to close the Comments to section 6.6
6.6 PN Management
This section provides a flow of PN Establishment which enables PNE to connect to CPNS Server through PN GW for consuming/providing services or contents. PN Establishment can be initiated by PNE or PN GW, based on circumstances or some user preferences. 
6.6.1 PN Establishment

6.6.1.1 This section differentiates PNE initiated and PN GW initiated PN Establishment for easy understanding and readability.
6.6.1.2 PNE initiated
This flow shows the PNE initiated procedure of PN Establishment. In the flow, it is assumed that PNE 1, 2 and PN GW have physical pairing among themselves with PAN technologies.

The PN may consist of one PN GW and one PNE or multiple PNEs. This section covers both cases in Figure 11 and description.
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Figure 11 Flow of PN Establishment initiated by PNE

Figure 11 shows a flow of PN Establishment. The flow depicts the scenario where PNE initiates PN establishment. 

0. Before PN Establishment, the PNE 1, 2 and PN GW perform CPNS Entity Discovery among themselves respectively. Detailed flow is shown in section 6.4
1. The PNE 2 sends a PNSetupRequest message to PNGW. 

The PNSetupRequest message contains;
· Device Capabilities of device the PNE belongs to
· Optionally Content(s) information which the device has
· Type of PN Setup
A ‘1-1’ case which enable the PNE to establish a PN with the PN GW only; or
B ‘All’ case which enable the PNE to establish a PN with all CPNS devices connected to the PN GW; or 
C PNE IDs to be invited

· Random number created by PNE2 (hereinafter, rand_PNE2) to be used for mutual authentication between PNE2 and CPNS Server
· Indication to request LocalEUKey assignment if both of the following two conditions are met. Otherwise, the indication is not included in the message:
· PNE2 has enough UI
· PAN between PNE2 and PN GW does not provide sufficient security mechanism to protect authenticity, confidentiality and integrity of CPNS message,
NOTE: In case of 1-1, the only procedure related to PNE 2 with PN GW and CPNS Server should be performed in Figure 11.
2. The PN GW sends the  PNSetupRequest message to the PNE 1.
The  PNSetupRequest message contains;
· The initiator of PN Setup 
· PN ID
3. The PNE 1 sends the PNSetupResponse to the PN GW in order to confirm participation in PN. The PNSetupResponse message contains;
· Random number created by PNE1 (hereinafter, rand_PNE1) to be used for mutual authentication between PNE1 and CPNS Server
· Indication to request LocalEUKey assignment if both of the following two conditions are met. Otherwise, the indication is not included in the message:
· PNE1 has enough UI
· PAN between PNE1 and PN GW does not provide sufficient security mechanism to protect authenticity, confidentiality and integrity of CPNS message
4. When receiving a PNSetupRequest message, the PN GW creates the information for PN Inventory for the corresponding Personal Network, creates and maintains routing table for the routing of inside Personal Network, which is made out of PN Inventory.

PN GW sends PNSetupRequest message to CPNS Server.
The PNSetupRequest message may contain the information;
· PN GW Info.
· Capability information of device which PN GW is deployed
· Subscription information
· PNE Info.
· Capability information of device which PNE is deployed

· Optionally Contents information which the device has
· PNE ID 
· PN ID
· rand_PNE1 and rand_PNE2
5. The CPNS Server creates two LocalEUKeys to be shared between PNE1 and PN GW (hereinafter, LocalEUKey_PNE1), and between PNE2 and PN GW (hereinafter, LocalEUKey_PNE2), if there is indication to request LocalEUKey assignment. For each LocalEUKey, two copies are created, one for PNE and the other for PN GW, and each copy is encrypted by PNE’s EUKey and PN GW’s EUKey. 
Then, the CPNS Server sends AuthenticationRequest message for the PNEs to the PN GW. 
The AuthenticateRequest message contains;
· Random number created by CPNS Server (hereinafter, rand_server) to be used for mutual authentication between CPNS Server and PNE1 and PNE2

· Encrypted LocalEUKey_PNE1 and encrypted LocalEUKey_PNE2 (two encrypted copies for each LocalEUKey, one encrypted by PNE’s EUKey and the other encrypted by PN GW’s EUKey)

· PN ID
6. Upon receiving AuthenticateRequest message, PN GW decrypts LocalEUKey_PNE1 and LocalEUKey_PNE2 by its own EUKey, and stores the LocalEUKey_PNE1 and LocalEUKey_PNE2  Then, the PN GW relays the AuthenticateRequest message to the PNE 2 based on routing table identified with PN ID.
The AuthenticateRequest message contains;
· Encrypted LocalEUKey_PNE2 (copy of LocalEUKey_PNE2 encrypted by PNE2’s EUKey)

· rand_server

Upon receiving AuthenticateRequest message, PNE2 decrypts LocalEUKey_PNE2 and stores the LocalEUKey_PNE2. 

Then, if PAN between PNE2 and PN GW does not provide sufficient security mechanism to protect authenticity, confidentiality and integrity of CPNS message, PNE2 and PN GW perform mutual authentication and session key sharing by using LocalEUKey_PNE2 in the same way as described in 7.5.5 “PN GW Authentication”
7. The PN GW also relays the AuthenticateRequest message to the PNE 1 based on routing table identified with PN ID.
The AuthenticateRequest message contains;
· Encrypted LocalEUKey_PNE1 (copy of LocalEUKey_PNE1 encrypted by PNE1’s EUKey)

· rand_server

Upon receiving AuthenticateRequest message, PNE1 decrypts LocalEUKey_PNE1 and stores the LocalEUKey_PNE1. 
Then, if PAN between PNE1 and PN GW does not provide sufficient security mechanism to protect authenticity, confidentiality and integrity of CPNS message,PNE1 and PN GW perform mutual authentication and session key sharing by using LocalEUKey_PNE1 in the same way as described in 7.5.5 “PN GW Authentication”
8. The PNE2 calculates hash value for authentication (hereinafter, hash_PNE2) and session key to be shared with CPNS Server (hereinafter, SK_PNE2). SK_PNE2 is calculated from rand_PNE2, rand_server and EUKey of PNE2. hash_PNE2 is calculated from rand_PNE2, rand_server, EUKey of PNE2 and SK_PNE2. Then, the PNE 2 sends the AuthenticateResponse message to the PN GW.

The AuthenticateResponse message contains;
· hash_PNE 2
9. The PNE1 calculates hash value for authentication (hereinafter, hash_PNE1) and session key to be shared with CPNS Server (hereinafter, SK_PNE1). The calculation is performed in the same way as in the above step. Then, the PNE 1 sends the AuthenticateResponse message to the PN GW.

The Authentication response contains;
· hash_PNE 1
10. The PN GW relays the AuthenticateResponse message to the CPNS Server.

The AuthenticateResponse message contains;
· hash_PNE 1 and hash_PNE 2
11. Upon receiving the AuthenticateResponse message, the CPNS Server authenticates PNE1 and PNE2 by verifying hash_PNE1 and hash_PNE2, respectively. The CPNS Server registers the PN with PN Inventory, when at least one of the PNEs is authenticated. 

12. CPNS Server calculates session key and hash value for authentication for each PNE (hereinafter hash_server_PNE1 and hash_server_PNE2). 

Session keys are calculated in the same way as in the step 8 and 9  (Thus, the same session key, SK_PNE1 and SK_PNE2 are calculated, if CPNS Server and PNE have the same EUKey). 

hash_server_PNE1 and hash_server_PNE2 are also calculated in the similar way as in the step 8 and 9, but additionally use another value,  hash_PNE1 for hash_server_PNE1 and hash_PNE2 for hash_server_PNE2, respectively.    

Then, CPNS Server sends PN Registration Response message to PN GW.
The PNSetupRequest message contains;
· hash_server_PNE 1 and hash_server_PNE 2
13. PN GW stores the PN Inventory locally.
14. PN GW sends PNSetupResponse message to PNE 2.

The PNSetupResponse message contains;
· PN Inventory

· hash_server_PNE2
Upon receiving PNSetupResponse message, PNE2 authenticates CPNS Server by verifying hash_server_PNE2 and create PN Inventory.

15. The PN GW sends the PNEstablishmentNotify to the PNE 1. 
The PNEstablishmentNotify message contains; 
· PN Inventory
· hash_server_PNE1
Upon receiving  PNEstablishmentNotify message, PNE1 authenticates CPNS Server by verifying hash_server_PNE1 and create PN Inventory
If PNE1 and PNE2 fail to verify hash_server_PNE1 and hash_server_PNE2, they do not store PN information and give up to connect to the PN.
Editor’s note: 
whether PN GW sends all or part of PN inventory to PNE will be decided after deciding contents of PN Inventory

6.6.1.3 PN GW initiated
This flow shows the PN GW initiated procedure of PN Establishment, in case PN GW establishes a PN with one PNE or multiple PNEs. In the flow, it is assumed that PNE 1, 2 and PN GW among themselves have physical pairing with PAN technologies.
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Figure 12 PN GW initiated PN Establishment

0. Before PN Establishment, PNEs and PN GW perform CPNS Entity Discovery as described in section 6.4
1. The PN GW sends a PNSetupRequest message to PNE 2.
2. The PN GW sends a PNSetupRequest message to PNE 1.
3. Upon receiving the PNSetupRequest message from the PN GW, the PNE 2 sends PNSetupResponse message to confirm whether it participates in the PN or not. 
The PNSetupResponse message contains;
· Device Capabilities of device the PNE belonging to
· Optionally, Contents information which the device has
· PNE ID
· Random number created by PNE2 (hereinafter, rand_PNE2) to be used for mutual authentication between PNE2 and CPNS Server
· Indication to request LocalEUKey assignment if both of the following two conditions are met. Otherwise, the indication is not included in the message:
· PNE2 has enough UI
· PAN between PNE2 and PN GW is not Secure PAN,
4. Upon receiving the PNSetupRequest message from the PN GW, the PNE 1 sends PNSetupResponse message to confirm whether it participates in the PN or not. 
The PNSetupResponse message contains;
· Capability information of device which PNE is deployed

· Optionally, Contents information which the device has

· PNE ID
· Random number created by PNE1 (hereinafter, rand_PNE1) to be used for mutual authentication between PNE1 and CPNS Server
· Indication to request LocalEUKey assignment if both of the following two conditions are met. Otherwise, the indication is not included in the message:
· PNE1 has enough UI
· PAN between PNE1 and PN GW is not Secure PAN.
5. When receiving a PNSetupResponse message with the confirmation of participation in the PN, the PN GW creates the information for PN Inventory for the corresponding Personal Network, creates and maintains the routing table for the routing of inside the Personal Network.
The PN GW sends PNSetupRequest message to CPNS Server. 
The PNSetupRequest message contains;
· PN WG Info.
· Capability information of device which PN GW is deployed
· Subscription information
· PNE Info.
· Capability information of device which PNE is deployed

· Optionally Contents which the device has
· Optionally, PNE ID which is embedded in factory or the user creates
· PN ID
· rand_PNE1 and rand_PNE2
6. The CPNS Server creates two LocalEUKeys to be shared between PNE1 and PN GW (hereinafter, LocalEUKey_PNE1), and between PNE2 and PN GW (hereinafter, LocalEUKey_PNE2). For each LocalEUKey, two copies are created, one for PNE and the other for PN GW, and each copy is encrypted by PNE’s EUKey and PN GW’s EUKey. 
Then, the CPNS Server sends AuthenticationRequest message for the PNEs to the PN GW.
The AuthenticationRequest message contains;
· Random number created by CPNS Server (hereinafter, rand_server) to be used for mutual authentication between CPNS Server and PNE1 and PNE2 
· Encrypted LocalEUKey_PNE1 and encrypted LocalEUKey_PNE2 (two encrypted copies for each LocalEUKey, one encrypted by PNE’s EUKey and the other encrypted by PN GW’s EUKey)
· PN ID
7. Upon receiving AuthenticationRequest message, PN GW decrypts LocalEUKey_PNE1 and LocalEUKey_PNE2 by its own EUKey, and stores the LocalEUKey_PNE1 and LocalEUKey_PNE2. Then, the PN GW relays the AuthenticationRequest message to the PNE 2 based on routing table identified with PN ID.

The AuthenticationRequest message contains;
· Encrypted LocalEUKey_PNE2 (copy of LocalEUKey_PNE2 encrypted by PNE2’s EUKey)
· rand_server

Upon receiving AuthenticationRequest message, PNE2 decrypts LocalEUKey_PNE2 and stores the LocalEUKey_PNE2. 
Then, if PAN between PNE2 and PN GW is not Secure PAN,PNE2 and PN GW perform mutual authentication and session key sharing by using LocalEUKey_PNE2 in the same way as described in 7.5.5 “PN GW Authentication”

8. The PN GW also relays the AuthenticationRequest message to the PNE 1 based on routing table identified with PN ID.
The AuthenticationRequest message contains;
· Encrypted LocalEUKey_PNE1 (copy of LocalEUKey_PNE1 encrypted by PNE1’s EUKey)

· rand_server

Upon receiving AuthenticationRequest message, PNE1 decrypts LocalEUKey_PNE1 and stores the LocalEUKey_PNE1. 
Then, if PAN between PNE1 and PN GW is not Secure PAN,PNE1 and PN GW perform mutual authentication and session key sharing by using LocalEUKey_PNE1 in the same way as described in 7.5.5 “PN GW Authentication”
9. The PNE2 calculates hash value for authentication (hereinafter, hash_PNE2) and session key to be shared with CPNS Server (hereinafter, SK_PNE2). SK_PNE2 is calculated from rand_PNE2, rand_server and EUKey of PNE2. hash_PNE2 is calculated from rand_PNE2, rand_server, EUKey of PNE2 and SK_PNE2.  Then, the PNE 2 sends the AuthenticationResponse message to the PN GW.

The AuthenticationResponse message contains;
· hash_PNE 2
10. The PNE1 calculates hash value for authentication (hereinafter, hash_PNE1) and session key to be shared with CPNS Server (hereinafter, SK_PNE1). The calculation is performed in the same way as in the above step. Then, the PNE 1 sends the Authentication response to the PN GW.
The AuthenticationResponse message contains;
· hash_PNE 1
11. The PN GW relays the AuthenticationResponses message to the CPNS Server.

The AuthenticationResponse message contains;
· hash_PNE 1 and hash_PNE 2
12. Upon receiving the AuthenticationResponses message, the CPNS Server authenticates PNE1 and PNE2 by verifying hash_PNE1 and hash_PNE2, respectively. The CPNS Server registers the PN with PN Inventory, when at least one of the PNEs is authenticated. 

13. The CPNS Server calculates session key and hash value for authentication for each PNE (hereinafter hash_server_PNE1 and hash_server_PNE2). 
Session keys are calculated in the same way as in the step 8 and 9  (Thus, the same session key, SK_PNE1 and SK_PNE2 are calculated, if CPNS Server and PNE have the same EUKey). 

hash_server_PNE1 and hash_server_PNE2 are also calculated in the similar way as in the step 8 and 9, but additionally use another value,  hash_PNE1 for hash_server_PNE1 and hash_PNE2 for hash_server_PNE2, respectively. 

Then, CPNS Server sends PNSetupResponse message to the PN GW.
The PN Registration Response message contains;
· hash_server_PNE 1 and hash_server_PNE 2
14. The PN GW stores the PN Inventory locally.
15. The PN GW sends PNEstablishmentNotify message to PNE 2. 
The PNEstablishmentNotify message contains;
· PN ID
· hash_server_PNE2
Upon receiving PNEstablishmentNotify message, PNE2 authenticates CPNS Server by verifying hash_server_PNE2 and create PN Inventory.
16. The PN GW sends PNEstablishmentNotify message to PNE 1. 
The PNEstablishmentNotify message contains;
· PN ID
· hash_server_PNE1
Upon receiving  PNEstablishmentNotify message, PNE1 authenticates CPNS Server by verifying hash_server_PNE1 and create PN Inventory.
If PNE1 and PNE2 fail to verify hash_server_PNE1 and hash_server_PNE2, they do not store PN information and give up to connect to the PN.
6.6.2 PNE Management
6.6.2.1 PN GW Inviting
This section describes general PN GW invite flow in a PN. Basic assumption is that the PNE1 is a member of PN and PN GW wants to invite PNE2 as a member of PN.
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Figure 13 PNE Invite initiated by PN GW
1. PN GW sends PNActionRequest message with Command 2 (i.e. 2 - Invite, the PNE or PN GW wants to invite other PNE(s)) to PNE2, which means PN GW invites PNE2 to be a member of PN.
2. PNE2 sends PNActionResponse message to PN GW.

3. PN GW sends PNActionRequest message to CPNS Server. 
4. CPNS Server sends AuthenticateRequest message to PN GW to authenticate invited PNE, PNE2.
5. PN GW forwards AuthenticateRequest message to PNE2.
6. PNE2 generates authentication data using its EUKey and send it by AuthenticateResponse message to CPNS Server via PN GW
7. PN GW forwards AuthenticateResponse message to CPNS Server.
8. After authenticating PNE2, CPNS Server updates PN Inventory and sends PNUpdateResponse message to PN GW.

9. If the PN GW shares the member information with the member of PN, PN GW sends PNUpdateNotification message to the PNE1 including PNE2 information.
10. PN GW sends PNUpdateNotification message to the PNE2 to let PNE2 know it successfully connects to PN.
PNE inviting
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Figure 14 PNE Invite Initiated by PNE
1. PNE2 sends PNActionRequest message with Command 2 (i.e. 2 - Invite, the PNE or PN GW wants to invite other PNE(s)), which means PNE2 invites PNE3 to be a member of PN.
2. PN GW sends PNActionRequest message to PNE3.

3. PNE3 sends PNActionResponse message to PN GW.

4. PN GW sends PNUpdateRequest message to CPNS Server. 
5. CPNS Server sends AuthenticateRequest message to PN GW to authenticate invited PNE, PNE3.
6. PN GW forwards AuthenticateRequest message to PNE3.
7. PNE3 generates authentication data using its EUKey and send it by AuthenticateResponse message to CPNS Server via PN GW
8. PN GW forwards AuthenticateResponse message to CPNS Server
9. After authenticating PNE3, CPNS Server updates PN Inventory and sends PNUpdateResponse message to PN GW.

10. PN GW sends PNActionResponse message to PNE2.

11. If the PN GW shares the member information with the member of PN, PN GW sends PNUpdateNotification message to the PNE1 including PNE3 information.
12. The PN GW sends PNUpdateNotification message to the PNE3 to let PNE3 know it successfully connects to PN..
6.6.2.2 PNE Joining
Figure 15 shows a flow of PNE joins a PN which is initiated by PNE. 
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Figure 15 Flow of PNE Joins a PN Initiated by PNE
0. PNE and PN GW discover each other, and PNE gets the list of PN(s) this PN GW belongs to.
1. The PNE sends PNActionRequest message with Command “1” (Join) to PN GW to join one of PN(s) in the list.
2. The PN GW sends PNUpdateRequest message to the CPNS Server.

3. CPNS Server sends AuthenticateRequest message to PN GW to authenticate PNE.
4. PN GW forwards AuthenticateRequest message to PNE.
5. PNE generates authentication data using its EUKey and send it by AuthenticateResponse message to CPNS Server via PN GW
6. PN GW forwards AuthenticateResponse message to CPNS Server
7. After authenticating PNE, The CPNS Server updates the PN Inventory. 

8. The CPNS Server sends PNUpdateResponse message to the PN GW.
9. The PN GW updates PN Inventory locally.
10. The PN GW sends PNActionResponse message to the PNE. 
6.6.3 PNE Leaving
6.6.3.1 
Figure 16 shows a flow of PNE leaves a PN which is initiated by PNE.
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Figure 16 Flow of PNE Leaves a PN Initiated by PNE
1. The PNE sends PNActionRequest message with Command “3” (Leave) to PN GW for leaving the PN.
2. The PN GW sends PNUpdateRequest message to the CPNS Server.

3. The CPNS Server updates the PN Inventory. 

4. The CPNS Server sends  PNUpdateResponse message to the PN GW.

5. The PN GW updates PN Inventory locally.
6. The PN GW sends PNActionResponse message to the PNE. 
6.6.3.2 PNE Expulsion
Figure 17 shows a flow of PNE leaves a PN which is initiated by PN GW.
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Figure 17 Flow of PNE Leaves a PN Initiated by PN GW
1. The PN GW sends PNActionNotification message with Command “1” to PNE, indicate the PNE will be removed from the PN.

2. The PN GW sends PNUpdateRequest message to the CPNS Server.

3. The CPNS Server updates the PN Inventory. 

4. The CPNS Server sends PNUpdateResponse message to the PN GW.

5. The PN GW updates PN Inventory locally.
6.6.4 




1. 
2. 
3. 
4. 
5. 
6.6.5 PN Release
This section describes PN Release flow. The PN Release can be done by PNE or PN GW. 

Basic assumption is the PNE1 and PNE2 are members of PN and PN GW decides to remove PN.
Initiated by PN GW

Figure 19 shows a flow of PN Release which is initiated by PNE. 
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Figure 19 PN Release initiated by PN GW
1. PN GW sends PNReleaseRequest message to CPNS Server.
2. CPNS Server removes local PN Inventory and then sends PNReleaseResponse message to PN GW.

3. PN GW sends PNReleaseNotification message to the PNE2.

4. PN GW sends PNReleaseNotification message to the PNE1.

6.6.5.1 Initiated by PNE

Figure 20 shows a flow of PN Release which is initiated by PNE. 
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Figure 20 Flow of PN Release Initiated by PNE
1. The PNE sends PNReleaseRequest message to the PN GW. 

2. The PN GW sends PNReleaseRequest message  to the CPNS Server. 

3. The CPNS Server deletes the PN Inventory which the PN GW requests. 

4. The CPNS Server sends the PNReleaseResponse message to the PN GW.

5. The PN GW sends the PNReleaseResponse message to the PNE.  
6. The PN GW notifies PN is released to other PNE(s) belong to this PN.
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