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1 Reason for Change

This CR is to resolve the following CONR review comments on section 7.4.2. Key Assignment for PNE without capabilities.
	C441
	2011.02.1
	T
	7.4.2.1 Subscription & Registration
7.4.2.2
Subscription & Registration Request

7.4.2.3
Subscription & Registration Response
	Source: KDDI (83)

Form: OMA-CONR-2011-0007-CPNS_ConR_Comments_from_KDDI

Comment:

These sections duplicate with section 7.3.1.  Also, since ID&Password registration via CPNS Interface is protected by the mechanism external to CPNS (e.g., using SIM and SEC_CF), detailed mechanism does not need to be elaborated.

Proposed Change:

Remove these three sections
	Status: OPEN
Compromised solution is needed between LGE and KDDI

Without ID&Password message format, group cannot fully explain the procedure

If LGE doesn’t provide a CR by 5th April, delete the section

	C442
	2011.02.03
	T
	7.4.2.1 Subscription & Registration
7.4.2.2
Subscription & Registration Request

7.4.2.3
Subscription & Registration Response
	Source: Samsung
Form: INP doc #0004
Comment: 
Message format for Subscription & Registration and ID/Password Installation is missing.
How these processes are differing to section 7.3?
Proposed Change:
Author needs to provide the message format or compromised format is needed
	Status: CLOSED
See C445

	C444
	2011.02.1
	T
	7.4.2.4
ID/Password Installation
	Source: KDDI (84)

Form: OMA-CONR-2011-0007-CPNS_ConR_Comments_from_KDDI

Comment:

The assumption here is that underlying PAN provides enough security. Thus, additional encryption of password is not necessary. PN GW can just send ID and Password to PNE via secure PAN.
Proposed Change:

Change current description accordingly to the comment.
	Status: OPEN 

	C445
	2011.02.1
	T
	7.4.2.4
ID/Password Installation
	Source: KDDI (85)

Form: OMA-CONR-2011-0007-CPNS_ConR_Comments_from_KDDI

Comment:

There is no format for ID&Password Installation Request/Response message.

Proposed Change:

message format contribution should be provided. Otherwise, remove the section.
	Status: CLOSED
C442, 447, C449 related

	C447
	2011.02.1
	T
	7.4.2.4
ID/Password Installation
	Source: HTC

Form: OMA-CONR-2011-0005-CPNS_ConR_Comments_From_HTC.doc
Comment: 
There is no corresponding message format for ID&Password Installation Request/Response message.

Proposed Change :  Remove the related procedure or  add message format for this.

	Status: CLOSED
See 445

	C449
	2011.02.03
	Q
	7.4.2.4
ID/Password Installation
7.4.2.5

Key Assignment
	Source: NEC

Form: OMA-CONR-2011-0002

Comment: The description format of these sections look very much like flow description in section 6. Therefore, I wonder, why these two sections are not included in section 6 instead.   

Proposed Change: 


Please clarify
	Status: CLOSED
See resolution of C445


R01 is to handle the following Action Item:
· CD CPNS-2011-A071: Youn-Sung to create a new revision of CR 0163 to incorporate the agreed comments (through informal voting) during Sorrento. Yuichi to review the CR.

2 Impact on Backward Compatibility

None
3 Impact on Other Specifications

None
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

 Review and approve the proposed change in this CR for incorporation into the CPNS TS.
6 Detailed Change Proposal

Change 1:  Modify the section 7.3
7.3 Registration of User ID and password
Before assigning EUKey to PNE/PN GW, CPNS User who owns PNE/PN GW SHALL register his/her own User ID and password with CPNS Server.
How to encrypt the password between PN GW and CPNS Server is out of scope.
7.3.2 Registration of User ID and password via CPNS Interfaces
CPNS Server and CPNS Device which runs in PN GW mode SHALL authenticate each other using a mechanism external to CPNS Enabler (e.g., using USIM-credential) before starting the registration procedure.
When requested by CPNS User, PN GW SHALL send ID_PWD Registration Request message to CPNS Server. When receiving ID_PWD Registration Request message, CPNS Server SHALL register User ID and password with itself, and send ID_PWD Registration Response message to PN GW.
7.3.2.1 For Key Assignment for PNE without UI capabilities
7.3.2.1.1 ID & Password Registration Request
Before sending the ID_PWD Registration Request message, the PN GW SHALL perform the following procedure:

1. Receive the User ID, Password and User Description from the User.
2. Generate the ID_PWD Registration Request message. The message SHALL contain the User ID, the Password and the User Description.
The PN GW SHALL send the ID_PWD Registration Request message to the CPNS Server.
7.3.2.1.2 ID & Password Registration Response
Upon receiving the ID_PWD Registration Request message, the CPNS Sever SHALL perform the following procedure:

1. Generate the hash value of the Password using SHA-1 hash algorithm.
2. Store the User ID, hash value of the Password and User Description in the Secure Storage of the CPNS Server.
The CPNS Server SHALL send the ID_PWD Registration Response message to carry the result of the procedure.
7.3.3 Registration of User ID and password not via CPNS Interfaces
CPNS Server MAY allow CPNS User to register User ID and password not via CPNS interfaces (e.g., provides web interface for CPNS User to register User ID and password).
Change 2:  Modify the section 7.4.2

7.4 EUKey Assignment

7.4.2 Key Assignment for PNE without UI capabilities
7.4.2.1 Key Assignment when PAN is secure
A EUKey for PNE is securely delivered from a CPNS Server to a PNE. It is assumed that PNE and PN GW are owned by the same CPNS User. This procedure is comprised of three parts: Subscription & Registration, ID & Password Installation, and Key Assignment.
Before starting the Key Assignment procedure for PNE without enough UI capabilities for inserting ID and Password, a CPNS Server and a PNGW SHALL perform the mutual authentication & key exchange using the existing mechanism (e.g., 3GPP GBA). Also the PNGW and a PNE SHALL perform the mutual authentication & key exchange using the PAN technologies. 
7.4.2.1.1 ID & Password Registration
After the mutual authentication & key exchange between the CPNS Server and the PN GW, the PN GW can start the ID & Password Registration to the CPNS Server. ID & Password Registration procedure is described in the section 7.3.1.1.
7.4.2.1.1.1 

3. 
4. 
5. 

7.4.2.1.1.2 

3. 
4. 
5. 

7.4.2.1.2 ID and Password Installation
After the mutual authentication & key exchange between the PN GW and the PNE, the PN GW can start the ID & Password Installation to the PNE.
7.4.2.1.2.1 ID and Password Installation Request

Before sending the ID & Password Installation Request message, the PN GW SHALL perform the following procedure:
1. Receive the ID, Password and subscription information from the User.
2. 
3. Generate the ID & Password Installation Request message. The message SHALL contain the ID and the encrypted Password.
After the above procedure, the PN GW SHALL send ID & Password Installation Request message to the CPNS Server.
7.4.2.1.2.2 ID and Password Installation Response
Upon receiving the ID & Password Installation Request message, the PNE SHALL perform the following procedure:

1. 
2. Generate the hash value of the Password using SHA-1 hash algorithm.
3. Store the ID and hash value of the Password.
The PNE SHALL send the ID & Password Installation Response message to carry the result of the procedure.
Change 3:  
7.5 
	
	
	

	
	
	

	
	
	


7.5.2 
	
	
	
	
	

	
	
	
	
	
· 

· 
· 
· 

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	



7.5.3 
	
	
	
	
	

	
	
	
	
	
· 
· 

	
	
	
	
	

	
	
	
	
	







Change 4:  Add ID_PWD Installation message in the section 8.3
7.6 ID & Password Installation
	Message
	Implementation
	Direction

	ID_PWD Installation Request Message
	Conditional
	PN GW ( PNE

	ID_PWD Installation Response Message
	Conditional
	PNE ( PN GW


7.6.2 ID_PWD Installation Request Message
	Element
	Cardinality
	T
	Data Type
	Description

	ID_PWD_Request
	1
	E
	
	
· 
Its sub elements are:

· UserID
· Password

	
	
	
	
	

	UserID
	1
	E
	String
	UserID that was already registered in the CPNS Server through the Id & Password Registration. This element contains same User ID and to be installed to PNE. 

	Password
	1
	E
	String
	Password that was already registered in the CPNS Server through the ID & Password Registration. This element contains same Password and to be installed to PNE. 


Table 6 Information elements in ID_PWD_Installation Request Message
7.6.3 ID_PWD Installation Response Message
	Element
	Cardinality
	T
	Data Type
	Description

	Subscription_Registration_Response
	1
	E
	
	Its attributes are:
· 
· Status

	
	
	
	
	

	Status
	1
	A
	Integer
	The status of success or fail.

1 – Success

2 – Fail, ID & Password Installation is failed.


Table 7 Information elements in ID_PWD_Installation Response Message
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