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1 Reason for Change

This CR is to resolve following comments from KDDI and related AI assigned to KDDI:

	C052
	2011.02.1
	T
	5.3.2
	Source: KDDI(9)

Form: OMA-CONR-2011-0007-CPNS_ConR_Comments_from_KDDI
Comment: Re “if there is secure underlying PAN which protects authenticity, confidentiality and integrity of CPNS message, PN GW and PNE can utilize the underlying PAN security mechanism.”, the expression is ambiguous

Proposed Change: Another CR will provide clear definition of Secure PAN. 
	Status: OPEN 

OPEN

AI on KDDI to CR




	CD CPNS-2011-A044
	KDDI to provide a CR with a clear definition of Secure PAN. (Comment C052)
	KDDI to provide a CR with a clear definition of Secure PAN. (Comment C052)
	CDCPNS-Honolulu
	 
	KDDI
	Op


2 Impact on Backward Compatibility

None
3 Impact on Other Specifications

None
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Review and approve the proposed change in this CR for incorporation into the CPNS TS.
6 Detailed Change Proposal

Change 1:  Add definition of “Secure PAN”.
3.2 Definitions

	CPNS Device
	See [CPNS-RD]

	CPNS Entity
	There are three identified logical entities: PNE, PN GW and CPNS Server. In the CPNS v1.0, the CPNS Server entity resides in the core network and the PNE and/or PN GW entity resides in the CPNS device.

	Group Key Encryption Key (GKEK)
	Key used by PN GW to encrypt Group Key when using broadcast based Group Key delivery from PN GW to PNE.

	Group Key Decryption Key (GKDK)
	Key used by PNE to decrypt Group Key when using broadcast based Group Key delivery from PN GW to PNE.

	SG Owner
	A PNE which requests creation of the Service Group or is granted ownership of the Service Group by CPNS Server or former SG Owner. It is authorized to expel member PNE from a Service Group, delete a Service Group and pass the ownership to another PNE. Terms ‘SG’ and ‘Service Group’ are used interchangeably in this specification. They represent exactly the same concept.  

	Mode
	See [CPNS-RD]

	PN Inventory
	See [CPNS-RD]

	Secure Storage
	A storage that stores the key material (e.g., Entity User Key (EUKey), Group Key, protected Password,…) to protect against unauthorized access

	Secure PAN
	PAN which has security mechanism to protect authenticity, confidentiality and integrity of CPNS message. That is, if PNE/PN GW uses security mechanism of Secure PAN, it is guaranteed that source ID of CPNS message is not falsified (i.e. authenticity protection), payload of CPNS message can not be read by CPNS Entity other than receiver CPNS Entity designated by destination ID of the message (i.e., confidentiality protection), and CPNS message is not changed during transmission (i.e., integrity protection).

	SG Inventory
	A list of Service Group(s) and the information of Service Group which includes information of group members.


Change 2:  Use “Secure PAN” to reduce ambiguity.
5.3.2 Authentication, Confidentiality and Integrity
Authenticity, confidentiality and integrity of CPNS messages are ensured by the secure session established between CPNS Server and PNE, CPNS Server and PN GW and PN GW and PNE.

Regarding message protection between PN GW and CPNS Server, if fixed or removable module keeping identity information and credential (i.e., a SIM/USIM/ISIM) is installed on PN GW, PN GW and CPNS Server  can utilize that credential (i.e., a SIM/USIM/ISIM) for security
Regarding message protection between PN GW and PNE, if PN GW and PNE connect to Secure PAN, PN GW and PNE can utilize security mechanism of Secure PAN to protect security of CPNS message.

Otherwise, secure session needs to be established between PN GW and PNE.
Secure session used to protect CPNS message is chosen based on its source and destination ID.

· For CPNS message whose source and destination are CPNS Server/PNE and PNE/CPNS Server respectively
· Secure session is achieved between CPNS Server and PNE 

· For CPNS message whose source and destination are CPNS Server/PN GW and PN GW/CPNS Server respectively
· Secure session is achieved between CPNS Server and PN GW

· For CPNS message whose source and destination are PN GW/PNE and PNE/PN GW respectively
· Secure session is achieved between PN GW and PNE
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