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1 Reason for Change

This CR is to resolve following comments and related AIs:
	C054
	2011.01.31
	T
	5.3.2
	Source: LGE

Form: <INP doc, mtg, confcall>

Comment: There is no need to create a secure session for signaling message among CPNS Entities. But authenticity and integrity protection on messages seems to be needed.
Proposed Change: 
Encryption is required only for parameter/message which needs confidentiality.
	Status: OPEN

OPEN

AI on LGE to provide CR to cover the comment.

KDDI asked the way to provide authenticity and integrity without secure session.

Dependencies with C056

	C056
	2011.02.03
	T
	5.3.2.1
	Source: SK Telecom

Form: OMA-CONR-2011-0009-CPNS_Review_from_SK_Telecom

Comment: Last Paragraph. The criteria for choosing parameters to be encrypted are needed. 

Proposed Change: Discuss in a CR
	Status:  CLOSED

CLOSED with C054




	CD CPNS-2011-A045
	LGE and SKT to provide CR to cover the comment 54 and 56 together.
	LGE and SKT to provide CR to cover the comment 54 and 56 together.
	CDCPNS-Honolulu
	 
	LGE and SKT
	Op

	CD CPNS-2011-A053
	To discuss which messages should always be encrypted and which should not.
	KDDI and SKT to discuss which messages should always be encrypted and which should not.
	CDCPNS-CC
	 
	KDDI and SKT
	Op


To close the above comments and AIs, SKT and KDDI had offline discussion and reached following consensus;

1. Secure session is always necessary, whereas encryption is not always necessary.

2. Whether or not to perform encryption should be decided on a “message by message” basis, not on a “session by session” basis or “parameter by parameter” basis.

3. Message needs to have “header field” to indicate if it is encrypted.

This CR tries to apply the above consensus to TS.

2 Impact on Backward Compatibility

None
3 Impact on Other Specifications

None
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Review and approve the proposed change in this CR for incorporation into the CPNS TS.
6 Detailed Change Proposal

Change 1:  Apply the offline discussion’s consensus 1&2 to “confidentiality” part of CPNS message.
5.3.2.1 Secure Session in CPNS Enabler

· Secure session establishment

Secure session between CPNS Entities is established by PSK-based approach.

As for session establishment between CPNS Server and PNE/PN GW, EUKey is used as PSK. 

As for session establishment between PNE and PN GW, another key is used as PSK, since EUKey is not necessarily shared between PNE and PN GW. The key (hereinafter, LocalEUKey) is created in CPNS Server and sent to PNE and PN GW after encrypted by EUKey of each entity. Before assigning LocalEUKey, EUKey is assigned to PNE and PN GW.
By using EUKey or LocalEUKey as PSK, secure session is established by the two operations: mutual authentication and session key sharing
· Mutual authentication

Two CPNS Entities authenticate each other by using PSK based authentication outlined below.

1. Two CPNS Entities exchange random number with each other

2. Calculate hash value from random number and PSK (i.e., EUKey or LocalEUKey), and exchange the hash value with each other

3. Verify hash value by using PSK. Authentication succeeds, if verification succeeds.

· Session key sharing

Session key sharing is also performed by using PSK. Two CPNS Entities create session key by calculating hash value from random number and PSK (i.e., EUKey or LocalEUKey). 

Since both sides use the same random number and the same PSK, the same session keys are created at both sides. Same random numbers exchanged during mutual authentication are used here.

· Message protection by secure session
· Authenticity and integrity
Message sender calculates hash value of message by session key, and adds the hash value to the message as MAC (message authentication code). Message recipient can verify message authenticity and integrity by verifying MAC using session key.
· Confidentiality
Message is encrypted by session key.  For some messages, encryption can be skipped. CPNS Entities MAY have predefined policy on which message they can skip encryption. How to set the policy is out of scope of CPNS Enabler 1.0.
Note: Whether or not to skip encryption can be chosen on a message by message basis. That is, if a certain message is chosen not to be encrypted, all the elements and attributes of that message should be unencrypted and vice versa.
Change 2:  Apply the offline discussion’s consensus 3 to “message common part” of CPNS message format. That is, add new element to “common parameter set” to indicate if message is encrypted
	Encrypted
	0..1
	E
	Boolean
	Indicates if the payload of the CPNS message (i.e., all the elements and attributes except for common parameters) is encrypted. 

If the payload is encrypted, CPNS Entity can skip to include this element in the message.
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