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1 Reason for Change

This CR is to make description more specific on mutual authentication procedure during PN establishment, PNE inviting and PNE joining (i.e., 7.6.1, 7.6.2.1 and 7.6.2.2). 
2 Impact on Backward Compatibility

None
3 Impact on Other Specifications

None
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Review and approve the proposed change in this CR for incorporation into the CPNS TS.
6 Detailed Change Proposal

Change 1:  To specify mutual authentication procedure during PN&PNE management
7.6 PN Management

7.6.1 PN Establishment
Editor’s note:
Following contains text, marked in yellow, without full agreement among members. So that will be reviewed in the CONRR again
7.6.1.1 PNE
[Procedure in originating PNE]

The PNE SHALL generate a PNSetupRequest message according to format of CPNS Message in section 8. In the PNSetupRequest message, the PNE

1. SHALL include the PNE ID as part of OriginEntityID attribute.

2. SHALL choose one of three options and include the type of PN setup in PNSetupType attribute

A. 1 for  ‘1-1’ case which enables the PNE to establish a PN with the PN GW only, or

B. 2 for ‘All’ case which enables the PNE to establish a PN with all CPNS devices connected to the PN GW, or

C. 3 for ‘Specific’ case which enables the PNE to establish a PN with PNEs to be invited.

3. MAY include PNE IDs to be invited to the PN in InvitedPNEID attribute.

4. SHALL include PNInfo element. 

The PNInfo element contains attributes below. 

A. PNE SHALL choose one of three options and include Disclosure attribute

i. 1 for preventing PN Information to be delivered, in case Service Discovery is requested after PN setup.

ii. 2 for allowing PN Information to be delivered, in case Service Discovery is requested after PN setup.

iii. 3 for asking confirmation to OwnershipEntity whether or not PN Information is delivered, in case Service Discovery is requested after PN setup. 

B. OwnershipEntityID attribute MAY be included. OwnershipEntity ID is the ID of authorized CPNS entity which has authorization to allow PN Information open, in case Service Discovery is requested after PN setup. 

C. PNE SHALL choose one of two options and include TempPN.

i. True, indicating that broken physical connection releases PN after PN setup. 

ii. False, indicating that PN Information remains in CPNS Server, even if physical connection is broken.

D. PNE SHALL choose one of two options and include Sharing attribute

i. 1 for sharing the PNE Info and PN GW Info with other PNE member(s) of PN

ii. 2 for preventing the PNE Info to be shared with other PNE member(s) of PN, but delivering PN GW Info to PNE member(s) of PN  

5. SHALL include PNEInfo element. 

The PNEInfo element contains attributes below.

A. PNEID attribute SHALL be PNE ID, which establish the PN.

B. PNEName attribute MAY include a nickname assigned by CPNS User.

C. Mode attribute SHALL set the value ‘1’ (PNE) or ‘3’(BOTH) according to the its local active Mode.
D. Description attribute MAY include the description of PN (e.g. Home, Office)

6. MAY include DeviceCapa element. 

NOTE: DeviceCapa fragment contains information such as DeviceType, VideoCodec, etc. For CPNS V1.0 format definition is out of scope (e.g. DPE Enabler) and implementation matter.

7. MAY include ServiceProfile element containing Application or Content information as described in section 5.5 CPNS Metadata.
8. SHALL include AuthIniData element as described in section 7.5.1.1
9. SHALL send PNSetupRequest message towards the PN GW according to the rules and procedures of underlying PAN technology. 


Upon receiving the PNSetupResponse message from the PN GW, the PNE

1. SHALL check the answer to PNSetupRequest message in Return attribute. 

2. SHALL store, if the value of Return is ‘1’, the derived PN information in sub attributes under PNInfo element in the PN Inventory from the PNSetupResponse message.

[Procedure in invited PNE]

Upon receiving the PNSetupRequest message from the PN GW, the PNE

1. SHALL check the OriginEntityID in order to know who initiate to make the PN. 

2. SHALL derive MsgID and PN ID from PNSetupRequest message.

The PNE SHALL generate the PNSetup Response according to the format of CPNS Message in section 8. The PNE 

1. SHALL include the answer to PNSetupRequest message in Return attribute.

A. 1 for OK

B. 2 for Failure, indicating that PNE is not capable of handling the request, e.g., internal error process occurs in the device embedding PNE or CPNS User does not want to participated in

2. SHALL include the received Message ID in MsgID attribute in order to indentify the transaction.

If the value of answer to PNSetupRequest message is ‘1’ (i.e., OK), the following sequences perform. Otherwise, the following sequences are skipped till step 14.  

3. SHALL include PNInfo element.
The PNInfo element contains attributes below. 

A. PNID attribute SHALL set the PN ID, which is to be participated in and derived from PNSetupRequest message. 

B. TempPN attribute SHALL be included if PNSetupRequest message includes.

i. True, indicating that broken physical connection releases PN after PN setup. 

ii. False, indicating that PN Information remains in CPNS Server, even if physical connection is broken.

C. Sharing attribute SHALL be included if PNSetupRequest message includes.

i. 1 for sharing the PNE Info and PN GW Info with other PNE member(s) of PN

ii. 2 for preventing the PNE Info to be shared with other PNE member(s) of PN, but delivering PN GW Info to PNE member(s) of PN  

4. SHALL include PNEInfo element.

The PNEInfo element contains attributes below.

A. PNEID attribute SHALL set own PNE ID to be invited by Originating CPNS Entity.

B. PNEName attribute MAY include a nickname assigned by CPNS User.

C. Mode attribute SHALL set the value ‘1’(PNE) or ‘3’ (BOTH) according to the its local active Mode.

D. Description attribute MAY include the description of PN (e.g. Home, Office)

5. MAY include DeviceCapa element. 

NOTE: DeviceCapa fragment contains information such as DeviceType, VideoCodec, etc. For CPNS V1.0 format definition is out of scope (e.g. DPE Enabler) and implementation matter.

6. MAY include ServiceProfile element containing Application or Content information as described in section 5.5 CPNS Metadata.
7. SHALL include AuthIniData element as described in section 7.5.1.1
8. SHALL send PNSetupResponse message towards the PN GW according to the rules and procedures of underlying PAN technology.  


Upon receiving the PNEstablishmentNotify message from PN GW, the PNE

1. SHALL store the derived PN information in sub attributes under PNInfo element from the PNEstablishmentNotify message.

7.6.1.2 PN GW

[PNE Initiated]
Upon receiving the PNSetupRequest message from the PNE, the PNGW 

1.  SHALL check the type of PN setup in PNSetupType attribute. If the value of PNSetupType is; 

A. 1 for 1-1’ case or empty  case which enables the PNE to establish a PN with the PN GW only, the PNGW SHALL send the PNSetupRequest message towards the CPNS Server.

B. 2 for ‘All’ case which enables the PNE to establish a PN with all CPNS devices connected to the PN GW, the PNGW SHALL send the PNSetupRequest message towards all the PNEs connected to the PNGW except the requesting PNE.

C. 3 for ‘Specific’ case which enables the PNE to establish a PN with PNEs to be invited, the PNGW SHALL send the PNSetupRequest message towards the PNE ID(s) to be invited during PN Establishment.

2. SHALL create the PN information for PN Inventory for the corresponding Personal Network.
3. SHALL create and maintains routing table for the routing of inside Personal Network, which is made out of PN Information.
After checking the type of PN setup, if the value of PNSetupType is 2 or 3, the PN GW SHALL generate the PNSetupRequest message according to the format of CPNS Message in section 8. The PN GW

1. SHALL include the PNE ID as part of OriginEntityID attribute.

2. MAY include PNE ID(s) to be invited to the PN in InvitedPNEID attribute in order to acknowledge which PNE(s) is(are) invited to the PN.

3. SHALL include PNInfo element.

The PNInfo element contains attributes below.

A. PNID attribute 

B. Description attribute MAY be created by the originating PNE and include texts which explain the PN.

4. SHALL include PNGWInfo element.

The PNGWInfo element contains attributes below.

A. PNGWID attribute SHALL set the PN GW ID.

B. Name attribute MAY include the nickname of PN GW assigned by CPNS User or device type.

5. SHALL include AuthIniData element as described in 7.5.1.2
6. SHALL send PNSetupRequest message towards the PNE(s) to be invited.

Upon receiving the PNSetupResponse message from the PNE, the PN GW SHALL check the answer to PNSetupRequest message in Return attribute in order to confirm participation in PN. If the value of Return attribute is 1, the PN GW SHALL create the information for PN Inventory for the corresponding PN, create and maintain routing table with the derived from PANTech and Address attributes from SETUP Response for the routing of inside PN.

When checking if the value of PNSetupType attribute is 1 after receiving the PNSetupRequest message from the originating PNE or if the value of Return attribute is 1 after receiving the PNSetup Response from the invited PNE, the PNGW SHALL genenrate PNSetupRequest message according to the format of CPNS Message in Section 8. 
If the value of PNSetupType attribute is 2 or 3 after receiving the RequestPNSetupRequest message from the originating PNE, the PN GW SHALL wait the response from all the CPNS devices connected to the PN GW if PNSetupType attribute is 2 or PNEs to be invited if PNSetupType attribute is 3 respectively. After receiving the responses, the PNGW SHALL generate PNSetup Request message according to the format of CPNS Message in Section 8.
The PN GW
1. SHALL include the PNE ID as part of OriginEntityID attribute.

2. SHALL include PNInfo element.

The PNInfo element contains attributes below. 

A. PNID attribute SHALL set the PN ID, which is created in PN GW..

B. Description attribute SHALL include texts which explain the PN.

C. Disclosure attribute SHALL be included from PNSetupRequest message from PNE or PN GW SHALL choose one of three options and include.

i. 1 for preventing PN Information to be delivered, in case Service Discovery is requested after PN setup.

ii. 2 for allowing PN Information to be delivered, in case Service Discovery is requested after PN setup.

iii. 3 for asking confirmation to OwnershipEntity whether or not PN Information is delivered, in case Service Discovery is requested after PN setup. 

D. OwnershipEntity attribute MAY be Entity ID which has authorization to allow PN Information delivery, in case Service Discovery is requested after PN setup. 

E. TempPN attribute SHALL be included from PNSetupRequest message from PNE or PN GW SHALL choose one of two options and include.

i. True, indicating that broken physical connection releases PN after PN setup. 

ii. False, indicating that PN Information remains in CPNS Server, even if physical connection is broken. If PN GW decides False, TempPN attribute MAY be skipped.

F. Sharing attribute MAY be included.

i. 1 for sharing the PNE Info and PN GW Info with other PNE member(s) of PN. If PN GW decides ‘1’ (Shared), Sharing attribute MAY be skipped
ii. 2 for preventing the PNE Info to be shared with other PNE member(s) of PN, but delivering PN GW Info to PNE member(s) of PN  

3. SHALL include the PNGWInfo element.

The PNGWInfo element contains attributes below.

A. PNGWID attribute SHALL set PN GW ID.

B. PNGWName attribute MAY include the nickname of PN GW assigned by CPNS User or device type. 

4. SHALL include PNEInfo element which contains all PNE(s) information including DeviceCapa and ServiceProfile from originating PNE and invited PNE(s). 

5. SHALL include AuthIniData element as described in 7.5.1.2
6. SHALL send the PNSetupRequest message to the CPNS Server.

Upon receiving the AUTHENTICATE Request from the CPNS Server, the PN GW SHALL deliver AUTHENTICATE request to the PNEs as described in 7.5.1.2. 

Upon receiving the PNSetupResponse message from the CPNS Server, the PN GW

1. SHALL store the PN Information in local PN Inventory under PNInfo element.

2. SHALL include AuthFinData as described in 7.5.1.2 and send the PNSetupResponse message to the originating PNE. If the value in sharing attribute is,

A. 1 – Shared, the PN GW SHALL include PN GW Info and PNE Info, which are derived in PNSetupResponse message from the CPNS Server, in the PNSetupResponse message to the originating PNE. 

B. 2 - Protected, the PN GW SHALL include only PN GW Info, which is derived in PNSetupResponse message from the CPNS Server, in the PNSetupResponse message to the originating PNE.

3. SHALL include AuthFinData as described in 7.5.1.2 and send the PNEstablishmentNotify to the invited PNE(s). If the value in sharing attribute is,

A. 1 – Shared, the PN GW SHALL include PN GW Info and PNE Info, which are derived in SETUP Response from the CPNS Server, in the PNEestablishmentNotify. 

B. 2 - Protected, the PN GW SHALL include only PN GW Info, which is derived in SETUP Response from the CPNS Server, in the PNEstablishmentNofity.

[PN GW Initiated]
The PN GW SHALL generate and send PNSetupRequest message to the PNE(s) according to format of CPNS Message in section 8.

Upon receiving the PNSetupResponse message from the PNE, the PN GW SHALL check the answer to PNSetupRequest message in Return attribute in order to confirm participation in PN. If the value of Return attribute is 1, the PN GW SHALL create the information for PN Inventory for the corresponding PN, create and maintain routing table with the derived from PANTech and Address attributes from SETUP Response for the routing of inside PN.
After receiving the responses, the PNGW SHALL generate PNSetup Request message according to the format of CPNS Message in Section 8. The PN GW

1. SHALL include the PN GW ID as part of OriginEntityID attribute.

2. SHALL include PNInfo element.
The PNInfo element contains attributes below. 

A. PNID attribute SHALL set the PN ID, which is created in PN GW..

B. Description attribute SHALL include texts which explain the PN.

C. Disclosure attribute SHALL be included from PNSetupRequest message from PNE or PN GW SHALL choose one of three options and include.

iv. 1 for preventing PN Information to be delivered, in case Service Discovery is requested after PN setup.

v. 2 for allowing PN Information to be delivered, in case Service Discovery is requested after PN setup.

vi. 3 for asking confirmation to OwnershipEntity whether or not PN Information is delivered, in case Service Discovery is requested after PN setup. 

D. OwnershipEntity attribute MAY be Entity ID which has authorization to allow PN Information delivery, in case Service Discovery is requested after PN setup. 

E. TempPN attribute SHALL be included from PNSetupRequest message from PNE or PN GW SHALL choose one of two options and include.

iii. True, indicating that broken physical connection releases PN after PN setup. 

iv. False, indicating that PN Information remains in CPNS Server, even if physical connection is broken. If PN GW decides False, TempPN attribute MAY be skipped.

F. Sharing attribute MAY be included.

iii. 1 for sharing the PNE Info and PN GW Info with other PNE member(s) of PN. If PN GW decides ‘1’ (Shared), Sharing attribute MAY be skipped
iv. 2 for preventing the PNE Info to be shared with other PNE member(s) of PN, but delivering PN GW Info to PNE member(s) of PN  

3. SHALL include the PNGWInfo element.
The PNGWInfo element contains attributes below.

A. PNGWID attribute SHALL set PN GW ID.

B. PNGWName attribute MAY include the nickname of PN GW assigned by CPNS User or device type. 

4. SHALL include PNEInfo element which contains all PNE(s) information including DeviceCapa and ServiceProfile from originating PNE and invited PNE(s). 

5. SHALL include AuthIniData element as described in 7.5.1.2
6. SHALL send the PNSetupRequest message to the CPNS Server.

Upon receiving the AUTHENTICATE Request from the CPNS Server, the PN GW SHALL deliver the AUTHENTICATE request to the PNEs as described in 7.5.1.2

Upon receiving the PNSetupResponse message from the CPNS Server, the PN GW

1. SHALL store the PN Information in local PN Inventory under PNInfo element.

2. SHALL include AuthFinData and send the PNSetupNotifify
 message to the originating PNE. If the value in sharing attribute is,

A. 1 – Shared, the PN GW SHALL include PN GW Info and PNE Info, which are derived in PNSetupResponse message from the CPNS Server, in the PNSetupResponse message to the originating PNE. 

B. 2 - Protected, the PN GW SHALL include only PN GW Info, which is derived in PNSetupResponse message from the CPNS Server, in the PNSetupResponse message to the originating PNE.

3. SHALL include AuthFinData and send the PNEstablishmentNotify to the invited PNE(s). If the value in sharing attribute is,

A. 1 – Shared, the PN GW SHALL include PN GW Info and PNE Info, which are derived in SETUP Response from the CPNS Server, in the PNEestablishmentNotify. 

B. 2 - Protected, the PN GW SHALL include only PN GW Info, which is derived in SETUP Response from the CPNS Server, in the PNEstablishmentNofity.

7.6.1.3 CPNS Server

Upon receiving the PNSetupRequest message from PN GW, the CPNS Server SAHLL generate the Authenticate Request according to format of CPNS Message in section 8 as described in 7.5.1.3. The CPNS Server

1. SHALL include AuthReqData element as described in 7.5.1.3. 

2. SHALL send AUTHENTICATE Request towards the PN GW with PN ID.


If the authentication is successful, the CPNS Server SHALL register and store the PN information which is derived from PNSetupRequest message in the PN inventory. 

After storing the PN Information in the PN Inventory, the CPNS Server SHALL generate the PNSetupResponse according to the format of CPNS Message in section 8. The CPNS Server

1. SHALL include the answer to PNSetupRequest message in Return attribute.

2. SHALL include the stored PN information in the PN Inventory under PNInfo element.
3. SHALL include AuthFinData element as described in 7.5.1.3
4. SHALL send the PNSetupResponse message to the PN GW.

NOTE : Based on the specific criteria, the CPNS Server can decide whether to allow the PN setup or not. The criteria set by such as operator’s decision, capacity of CPNS server, user’s configuration, and so forth is out of scope of CPNS v1.0
7.6.2 PNE Management
This section describes managing members of PN, which are PNEs, after PN Establishment procedure. As for PNE inviting and PNE joining, invited PNE and joining PNE SHALL perform mutual authentication with PN GW and CPNS Server before connecting to PN. The procedure for mutual authentication in each entity is described in 7.5.Mutual Authentication 
7.6.2.1 PNE Inviting
7.6.2.1.1 PNE
[Procedure in inviting PNE]

After a PN is established, PNE can invite additional PNE to join the PN. To realize this, PNE SHALL create the PNERequest message including below sub attributes and elements. PNE SHOULD find out the information of invited PNE in entity discovery procedure.

· Command attribute SHALL be inserted with “2” (Invite) value.

· OriginEntityID attribute SHALL be inserted for invite requesting PNE’s PNEID.

· PNEInfo element SHALL be inserted for PNE to be invited.

· PNEID attribute SHALL be inserted

· PNInfo element SHALL be inserted

· PNID attribute SHALL be inserted from PN Inventory.

· Description attribute SHOULD be inserted if PN Inventory contains

· TempPN attribute SHALL be applied if requesting Entity has PN Inventory with TempPN attribute.

· Sharing attribute SHALL be inserted from PN Inventory.

· PNGWInfo element SHALL be inserted from PN Inventory. 

· PNGWID attribute SHALL be inserted.

· PNGWName attribute SHOULD be inserted if PN Inventory contains.

· Zonebasedservicesupport attribute SHALL be inserted if PN Inventory contains.
· Mode attribute SHALL be inserted from PN Inventory.
After creating the PNERequest message, PNE SHALL send the PNERequest message to PN GW. 

When PNE receives the PNEResponse message with Result attribute “1” (Success) from PN GW, PNE SHOULD store invited PNE’s PNEInfo including below attributes in local PN Inventory if the PN GW shares the member information with the member of PN, which means Sharing attribute is “1” .
· PNEID attribute SHALL be inserted.

· PNEName attribute SHOULD be inserted if it is found in entity discovery procedure.

· Active attribute SHALL be inserted with “TRUE” value.

[Procedure in invited PNE]

When the invited PNE receives the PN Update Notification message from PNGW, PNE SHALL create PN Inventory and store PNInfo elements in local PN Inventory and then send the PNEResponse message including Result attribute “1” (Success) to PN GW.

PNE’s procedure for PNE authentication during PNE inviting is described in 7.5.1.1.
7.6.2.1.2 PN GW
[PN GW initiated invitation request]

After a PN is established, PN GW can invite additional PNE to join the PN after entity discovery procedure. To realize this, PN GW SHALL create the PNERequest message for invited PNE including below sub attribute and elements.

· Command attribute SHALL be inserted with “2” (Invite) value.

· PNEInfo element SHALL be inserted for PNE to be invited.

· PNEID attribute SHALL be inserted

· PNInfo element SHALL be inserted

· PNID attribute SHALL be inserted from PN Inventory.

· Description attribute SHOULD be inserted if PN Inventory contains

· TempPN attribute SHALL be applied if requesting Entity has PN Inventory with TempPN attribute.

· Sharing attribute SHALL be inserted from PN Inventory.

· PNGWInfo element SHALL be inserted from PN Inventory. 

· PNGWID attribute SHALL be inserted.

· Name attribute SHOULD be inserted if PN Inventory contains.

· Zonebasedservicesupport attribute SHALL be inserted if PN Inventory contains.

· Mode attribute SHALL be inserted from PN Inventory.
· PNEInfo element SHOULD be inserted for current member of PN if Sharing attribute is set “1” to share the member information from PN Inventory.

· PNEID attribute SHALL be inserted.

· PNEName attribute SHOULD be inserted if PN Inventory contains.

· Mode attribute SHALL be inserted from PN Inventory.
After creating the PNERequest message, PN GW SHALL send the PNERequest message to each invited PNE. 

[PNE initiated invitation request]

When PN GW receives the PNERequest message with Command attribute “2” (Invite) from PNE, PN GW SHALL check that invited PNE is in detected devices by PN GW through entity discovery procedure. 

If PNGW does not have information of invited PNE, which means PN GW can’t connect with invited PNE physically or can’t find invited PNE through entity discovery, PN GW SHALL send the PNEResponse message with Result attribute “3” (Fail, not connected) to requesting PNE.

If the invited PNE is detected by PN GW, PN GW SHALL forward the PNERequest message to PNE to be invited.

[PN GW procedure common to PNE initiated and PN GW initiated invitation cases]
When PN GW receives the PNEResponse message with Result attribute “1” (Success) from PNE, PN GW SHALL send the PNUpdateRequest message to CPNS Server including below sub attribute and element.
· PNInfo element SHALL be inserted

· PNID attribute SHALL be inserted

· PNEInfo element SHALL be inserted for successfully invited PNE.

· PNEID attribute SHALL be inserted 

· PNEName attribute SHOULD be inserted if it was received in entity discovery procedure.

· Active attribute SHALL be “TRUE”.
· Update attribute SHALL be inserted with “1” (New) value.

· Mode attribute SHALL be inserted  during entity discovery procedure.
· AuthIniData element SHALL be inserted as described in 7.5.1.2, which describes PN GW’s procedure for PNE authentication.
When PN GW receives the PNUpdateResponse message from CPNS Server, PN GW SHALL update PNEInfo in local PN Inventory from the PNUpdateRequest message 
After storing PNEInfo in local PN Inventory, if the PN GW shares the member information with the member of PN (Sharing attribute is “1”), PN GW SHALL send the PNUpdateNotification message to newly invited member PNE. Below are attributes and elements included in the message. Also, PN GW SHOULD send the PNUpdateNotification message to existed member PNE(s) including below sub attribute and element.

· PNInfo element SHALL be inserted from PN Inventory.

· PNID attribute SHALL be inserted from PN Inventory.

· PNEInfo element SHALL be inserted for the newly invited PNE(s).

· PNEID attribute SHALL be inserted 

· PNEName attribute SHOULD be inserted if it was received in entity discovery procedure.

· Active attribute SHALL be “TRUE”.

· Update attribute SHALL be inserted with “1” (New) value.
· Mode attribute SHALL be inserted.
· AuthFinData element SHALL be inserted as described in 7.5.1.2, which describes PN GW’s procedure for PNE authentication.
If the original request was initiated by PNE, PN GW SHALL send PNEActionResponse message including Result attribute “1” (Success) to PNE referring OriginEntityID in PNEActionRequest message.
Additional PN GW’s procedure for PNE authentication during PNE inviting is described in 7.5.1.2. 

7.6.2.1.3 CPNS Server
When CPNS Server receives the PNUpdateRequest message from PN GW, CPNS Server SHALL update PN Inventory with PNEInfo element in PNInfo element, and then CPNS Server SHALL send the PNUpdateResponse message with Result attribute to PN GW.
CPNS Server’s procedure for PNE authentication during PNE inviting is described in 7.5.1.3.
7.6.2.2 PNE Joining
7.6.2.2.1 PNE
After a PN is established, PNE can join PN as a member. To realize this, PNE SHALL send the PNERequest message to PNGW in a target PN including below attribute and elements.

· Command attribute SHALL be inserted with “1” (Join) value.

· PNEInfo element SHALL be inserted for joining PNE to PNGW in a target PN. 

· PNEID attribute SHALL be inserted
· PNEName attribute SHOULD be inserted
· PNInfo element SHALL be inserted to notify which PN 

· PNID attribute SHALL be inserted regarding PNGW handles several PNs. And this PNID was obtained when PNE went through entity discovery process to find out proper PN GW or its PN.
· AuthIniData element SHALL be inserted as described in 7.5.1.1, which describes PNE’s procedure for PNE authentication.
When PNE receives the PNEResponse message with Result attribute “1” (Success) from PN GW, PNE SHALL create PN Inventory and then store PNInfo element in local PN Inventory  PN Inventory).
Additional PNE’s procedure for PNE authentication during PNE joining is described in 7.5.1.1.
7.6.2.2.2 PN GW
When PN GW receives the PNERequest message with Command attribute “1” (Join) from PNE, PN GW SHALL send the PNUpdateRequest message to CPNS Server including below attribute and element.

· PNInfo element SHALL be inserted

· PNID attribute SHALL be inserted

· PNEInfo element SHALL be inserted for joining PNE 
· PNEID attribute SHALL be inserted 

· PNEName attribute SHOULD be inserted if it was received in the PNERequest message or entity discovery procedure.

· Active attribute SHALL be “TRUE”.

· Update attribute SHALL be inserted with “1” (New) value. 
· Mode attribute SHALL be inserted.
· AuthIniData element SHALL be inserted as described in 7.5.1.2, which describes PN GW’s procedure for PNE authentication.
When PN GW receives the PNUpdateResponse message from CPNS Server, PN GW SHALL store PNEInfo in local PN Inventory and then PN GW SHALL send the PNEResponse message to newly joined PNE including below attribute and element.

· Result attribute SHALL be inserted with “1”(Success) value.

· PNInfo element SHALL be inserted

· PNID attribute SHALL be inserted from PN Inventory.

· Description attribute SHOULD be inserted if PN Inventory contains

· TempPN attribute SHALL be applied if requesting Entity has PN Inventory with TempPN attribute.

· Sharing attribute SHALL be inserted from PN Inventory.

· PNGWInfo element SHALL be inserted from PN Inventory. 

· PNGWID attribute SHALL be inserted.

· PNGWName attribute SHOULD be inserted if PN Inventory contains.

· Zonebasedservicesupport attribute SHALL be inserted if PN Inventory contains.

· Mode attribute SHALL be inserted.
· PNEInfo element SHOULD be inserted for current member of PN if Sharing attribute is set “1” to share the member information from PN Inventory.

· PNEID attribute SHALL be inserted.

· PNEName attribute SHOULD be inserted if PN Inventory contains.

· Active attribute SHALL be inserted.

· Mode attribute SHALL be inserted.
· AuthFinData element SHALL be inserted as described in 7.5.1.2, which describes PN GW’s procedure for PNE authentication.
After sending the PNEResponse message, if the PN GW shares the member information with the member of PN (Sharing attribute is “1”), PN GW SHOULD create the PNUpdateNotification message for existed member PNE(s) include

· PNInfo element SHALL be inserted from PN Inventory.

· PNID attribute SHALL be inserted from PN Inventory.

· PNEInfo element for the newly joined PNE.

· PNEID attribute SHALL be inserted 

· PNEName attribute SHOULD be inserted if it was received in entity discovery procedure.

· Active attribute SHALL be “TRUE”.

· Update attribute SHALL be inserted with “1” (New) value.
· Mode attribute SHALL be inserted.
After creating PNUpdateNotification messages, PN GW SHOULD send PNUpdateNotification messages to the member PNEs in the PN.
Additional PN GW’s procedure for PNE authentication during PNE joining is described in 7.5.1.2. 
7.6.2.2.3 CPNS Server
When CPNS Server receives the PNUpdateRequest message from PN GW, CPNS Server SHALL update PN Inventory with PNEInfo element in PNInfo element, and then CPNS Server SHALL send the PNUpdateResponse message with Result attribute to PN GW.
CPNS Server’s procedure for PNE authentication during PNE joining is described in 7.5.1.3. 

�What is this?





NO REPRESENTATIONS OR WARRANTIES (WHETHER EXPRESS OR IMPLIED) ARE MADE BY THE OPEN MOBILE ALLIANCE OR ANY OPEN MOBILE ALLIANCE MEMBER OR ITS AFFILIATES REGARDING ANY OF THE IPR’S REPRESENTED ON THE “OMA IPR DECLARATIONS” LIST, INCLUDING, BUT NOT LIMITED TO THE ACCURACY, COMPLETENESS, VALIDITY OR RELEVANCE OF THE INFORMATION OR WHETHER OR NOT SUCH RIGHTS ARE ESSENTIAL OR NON-ESSENTIAL.

THE OPEN MOBILE ALLIANCE IS NOT LIABLE FOR AND HEREBY DISCLAIMS ANY DIRECT, INDIRECT, PUNITIVE, SPECIAL, INCIDENTAL, CONSEQUENTIAL, OR EXEMPLARY DAMAGES ARISING OUT OF OR IN CONNECTION WITH THE USE OF DOCUMENTS AND THE INFORMATION CONTAINED IN THE DOCUMENTS.

USE OF THIS DOCUMENT BY NON-OMA MEMBERS IS SUBJECT TO ALL OF THE TERMS AND CONDITIONS OF THE USE AGREEMENT (located at http://www.openmobilealliance.org/UseAgreement.html) AND IF YOU HAVE NOT AGREED TO THE TERMS OF THE USE AGREEMENT, YOU DO NOT HAVE THE RIGHT TO USE, COPY OR DISTRIBUTE THIS DOCUMENT.

THIS DOCUMENT IS PROVIDED ON AN "AS IS" "AS AVAILABLE" AND "WITH ALL FAULTS" BASIS.

© 2010 Open Mobile Alliance Ltd.  All Rights Reserved.
Page 1 (of 13)
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.
[OMA-Template-ChangeRequest-20100101-I]

© 2010 Open Mobile Alliance Ltd.  All Rights Reserved.
Page 2 (of 13)
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.
[OMA-Template-ChangeRequest-20100101-I]

