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1 Reason for Change

The message names in section 7 are changed to keep the consistency with section 8 based on agreed CRs (146R01, 147R01 and 148R01). Changes are as follows:
1. PNERequest/Response ( PNActionRequest/Response

2. SETUP Request/Response ( PNSetupRequest/Response message
3. PN Update Notification ( PNUpdateNotification
4. PNENotification ( PNActionNotification
2 Impact on Backward Compatibility

None
3 Impact on Other Specifications

None
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

 Review and approve the proposed change in this CR for incorporation into the CPNS TS.
6 Detailed Change Proposal

Change 1:  7. PN Management
7 Signalling procedure

7.5 Overview

This section describes the core functionalities of CPNS enabler and the procedures required to support and facilitate these functions.  

Before any communication or exchange of messages between the CPNS Entities a physical connection (pairing) using PAN technologies SHOULD be established. Following this, CPNS Entities can discover each other and its supported modes and services. 
If a CPNS Device supports both PNE and PN GW functionalities, the Mode of CPNS Device (i.e. PNE, PN GW or BOTH) is set by the User or certain policies configured by operators upon the start up of CPNS Enabler. Subsequent mode changes of CPNS Devices SHALL be able to be done according to User’s request or provider’s policies.

Other core CPNS functionalities are PN Management, SG Management, Status Management, Service Discovery and Publication, usage statistics collection and reporting, Service and Content Delivery, Device Capability, Security of messages sent between the entities etc. 

In the case of security of messages, underlying technologies that can provide secure channels are used when applicable, otherwise additional security is supported.

7.6 CPNS Entity Discovery

This Entity Discovery procedure is only executed among CPNS Devices.
Each CPNS Entity needs to find out the other detected device’s Mode and additional information like current PN Information during entity discovery procedure after physical connection. The requesting CPNS Entity and requested CPNS Entity recognize the Mode of CPNS Device they reside in, and the CPNS Device acting as PNE finds out current PN information which CPNS Device stores, in case the requested CPNS Entity is PN GW. If the bearer among CPNS entities can support broadcasting feature for discovery, this message SHOULD be delivered via broadcasting.
7.6.1 Entity Discovery

7.6.1.1 Requesting CPNS Entity
When connecting a network, the CPNS Entity does not know the detected device’s mode. If two or more CPNS Entities send the discovery message at a same time, the sub element information of that messages are duplicated. Because of this, the CPNS Device having PN GW Mode SHOULD send EntityDiscoveryRequest message immediately after physical pairing between two CPNS Devices. If the PN GW sends the PNInfo element including member PNEs in PN, there is no need to send additional Entity Discovery message to PNE(s) to know PNE’s Mode when the CPNS Device detects other device.For the CPNS Entity Discovery, the CPNS Entity SHALL create the EntityDiscoveryRequest message including
· EntityInfo element SHALL be inserted as the information of requesting CPNS Entity. 

· UserInfo element SHALL be inserted as the information of requesting CPNS Entity
· UserID attribute SHOULD be inserted from CPNS Application Profile in device.
· UserName attribute SHALL be inserted.
· PNEID attribute of active PNE in the requesting device SHALL be inserted.

· PNGWID attribute of active PN GW in the requesting device SHALL be inserted.

· PNEName and/or PNGWName attribute SHOULD be inserted if device supports.

· Mode attribute, InactiveMode attribute SHALL be inserted in case the requesting CPNS Device has both of PNE and PN GW functionalities. The CPNS Entity SHALL insert active mode into Mode attribute and inactive mode into InactiveMode attribute. If PNE and PNGW are active, the value of Mode attribute SHALL be “3”(BOTH). If PNE is active but PN GW is inactive, the value of Mode attribute SHALL be “1”(PNE) and InactiveMode attribute SHALL be “2”(PN GW). If PN GW is active but PNE is inactive, the value of Mode attribute SHALL be “2”(PN GW) and InactiveMode attribute SHALL be “2”(PNE). 

· PNInfoReq attribute SHALL be inserted as “TRUE”, in case the requesting CPNS Entity wants to know the PN information stored by requested CPNS Entity acting as PN GW. In case the requesting CPNS Entity does not want to know the PN Information of requested CPNS Entity acting as PN GW, PNInforReq attribute SHALL be “FALSE” or skipped.
· UICapa attribute SHALL be inserted with “TRUE” by PNE, in case the PN GW stands in for PNE’s behalf in specific environment for this PNE. For example, the PN GW needs to decide to accept to PN setup request or service group management request due to lack of User Interface.  The CPNS Entity acting PN GW needs to insert text like UserID or password instead of this device at EUKey assignment step after entity discovery procedure.
· Zonebasedservicesupport attribute SHALL be inserted with “TRUE” in case CPNS entity acting PN GW is capable of Zone Based Service.

· Broadcastgroupkeysupport attribute SHALL be inserted when PN GW sends EntityDiscoveryRequest message. If the PN GW supports broadcast Group Key delivery, the value is “TRUE”. Otherwise, the value is “FALSE”.
· PNInfo element SHALL be inserted, in case the requesting CPNS Entity is acting as PN GW and stores PN Inventory and Disclosure attribute is ‘2’(Open). If PN GW does not expose its PN Information to unauthenticated PNE, which means Disclosure attribute of PN is ‘1’(Blocked) or ‘3’(Selective), PN GW SHALL NOT include PN Information in the EntityDiscoveryRequest message
· PNID attribute SHALL be inserted.
· Description attribute SHOULD be inserted.
· TempPN attribute SHOULD be applied if requesting Entity has PN Inventory with TempPN attribute. Based on preference setting (e.g. User Preference, Operator’s policy), this TempPN attribute MAY be skipped. How to configure the User preference is out of scope in CPNS 1.0.
· Sharing attribute SHOULD be inserted. Based on preference setting (e.g. User Preference, Operator’s policy), this Sharing attribute MAY be skipped. 
· PNEInfo element as the member of PN SHALL be inserted. Sub attributes PNEID and Active SHALL be inserted, but PNEName attribute SHOULD be inserted only in case PN Inventory stores name of PNE.
After creating the EntityDiscoveryRequest message, the CPNS Entity SHALL send the EntityDiscoveryRequest message to detected devices. The EntityDiscoveryRequest message SHOULD be sent by broadcast in PAN ,e.g., when the Ethernet or WiFi is used as PANAfter receiving the EntityDiscoveryResponse message, the CPNS Entity SHALL retrieve which CPNS Device have what mode and additionally PN information, if any. If PNE finds out the PNGW with PNEInfo elements and its sub element PNEID, PNE does not need to send additional request to find another PNE in PNEInfo elements of PNGW. Based on this, the CPNS Entity acting PNE can ask to let PNE to join the PN if PN GW has the PN, or to create PN if PN GW has no PN or proper PN. The CPNS Entity acting PN GW can make the PN including detected PNE(s) and invite PNE to be a member of its PN. 
7.6.1.2 Requested CPNS Entity
When receiving the EntityDisocveryRequest message, the CPNS Entity recognizes the mode and IDs information of requesting CPNS Entity through EntityInfo element. 

When receiving the EntityDiscoveryRequest message, the CPNS Entity SHALL send the EntityDiscoveryResponse message including 

· EntityInfo element SHALL be inserted as the information of requested CPNS Entity. 

· UserInfo element SHALL be inserted as the information of requesting CPNS Entity
· UserID attribute SHOULD be inserted from CPNS Application Profile in device.
· UserName attribute SHALL be inserted
· PNEID attribute SHALL be inserted if the requested device has active PNE.

· PNGWID attribute SHALL be inserted if the requested device has active PN GW.

· PNEName and/or PNGWName attribute SHOULD be inserted if device supports.

· Mode attribute, InactiveMode attribute SHALL be inserted in case the requested CPNS Device has both of PNE and PN GW functionalities. The CPNS Entity SHALL insert active mode into Mode attribute and inactive mode into InactiveMode attribute. If PNE and PNGW are active, the value of Mode attribute SHALL be “3”(BOTH). If PNE is active but PN GW is inactive, the value of Mode attribute SHALL be “1”(PNE) and InactiveMode attribute SHALL be “2”(PN GW). If PN GW is active but PNE is inactive, the value of Mode attribute SHALL be “2”(PN GW) and InactiveMode attribute SHALL be “1”(PNE). 
· UICapa attribute SHALL be inserted with “TRUE” by PNE in case the PN GW stands in for PNE’s behalf in specific environment for this PNE. For example, the PN GW needs to decide to accept to PN setup request or service group management request due to lack of User Interface.The CPNS Entity acting PN GW needs to insert text like UserID or password instead of this device at EUKey assignment step after entity discovery procedure.
· Zonebasedservicesupport attribute SHALL be inserted with “TRUE” in case CPNS entity acting PN GW PN GW is capable of Zone Based Service.

· Broadcastgroupkeysupport attribute SHALL be inserted when PN GW sends EntityDiscoveryResponse message. If the PN GW supports broadcast Group Key delivery, the value is “TRUE”. Otherwise, the value is “FALSE”.
· PNInfo element SHALL be inserted, in case the PNInfoReq in the EntityDiscoveryRequest message is “TRUE”, the requested CPNS Entity acting PN GW stores PN Inventory and Disclosure attribute is ‘2’(Open). If PN GW does not expose its PN Information to unauthenticated PNE, which means Disclosure attribute of PN is ‘1’(Blocked) or ‘3’(Selective), PN GW SHALL NOT include PN Information in the EntityDiscoveryResponse message
· PNID attribute SHALL be inserted.
· Description attribute SHOULD be inserted, when PN Inventory contains.
· TempPN attribute SHOULD be inserted if requesting Entity has PN Inventory with TempPN attribute. Based on preference setting (e.g. User Preference, Operator’s policy), this TempPN attribute MAY be skipped. How to configure the User preference is out of scope in CPNS 1.0.
· Sharing attribute SHOULD be inserted. Based on preference setting (e.g. User Preference, Operator’s policy), this Sharing attribute MAY be skipped.
· PNEInfo element as the member of PN SHALL be inserted. Sub attribute PNEID SHALL be inserted, but PNEName attribute SHOULD be inserted only in case PN Inventory stores name of PNE.
After sending the EntityDiscoveryResponse message, the CPNS Entity SHALL retrieve which CPNS Device have what mode and additionally PN information. 
7.6.2 PN Discovery

7.6.2.1 PNE

When necessary to discover the current PN from PN GW, PNE SHALL send the EntityDiscoveryRequest message to PN GW including PNInfoReq sub attribute as “TRUE” as described in section 7.2.1.1.
When PNE receives the PNDiscoveryResponse message from PN GW, it can recognize PNInfo element in the PNDiscoveryResponse message.
7.6.2.2 PN GW
When receiving the EntityDiscoveryRequest message from PNE, the PN GW SHALL send the EntityDiscoveryResponse message to PNE. If there is PNInfo available in the PN Inventory, then the sub attributes and elements of that PNInfo element SHALL be included in the message.  
7.7 Registration of User ID and password
Before assigning EUKey to PNE/PN GW, CPNS User who owns PNE/PN GW SHALL register his/her own User ID and password with CPNS Server.
7.7.1 Registration of User ID and password via CPNS Interfaces
CPNS Server and CPNS Device which runs in PN GW mode SHALL authenticate each other using a mechanism external to CPNS Enabler (e.g., using USIM-credential) before starting the registration procedure.
When requested by CPNS User, PN GW SHALL send ID_PWD Registration Request message to CPNS Server. When receiving ID_PWD Registration Request message, CPNS Server SHALL register User ID and password with itself, and send ID_PWD Registration Response message to PN GW.
7.7.2 Registration of User ID and password not via CPNS Interfaces.
CPNS Server MAY allow CPNS User to register User ID and password not via CPNS interfaces (e.g., provides web interface for CPNS User to register User ID and password).
7.8 EUKey Assignment

7.8.1 EUKey Assignment for PNEs with UI capabilities
7.8.1.1 EUKey Assignment Request
· PNE

EUKey request procedures in PNE differ depending on the capability of CPNS Device in which the PNE is to be deployed.

If PNE runs in the CPNS Device which provides enough UI for CPNS User to insert User ID and password, the PNE SHALL support User ID and password insertion by CPNS User. 

Upon requested by CPNS User for EUKey assignment, PNE SHALL:

1. Generate and store a RANDPNE. RANDPNE is a random number generated by the PNE.
2. Generate hash value for user authentication data. Hash ( AuthData ) where AuthData = Hash( Password ) | RANDPNE | Time
3. KeyType SHALL be inserted with “1” (UI functionalities supported, with secure PAN), 
4. Generate the EUKeyAssignmentRequest message. The message SHALL contain the PNE ID, User ID, RANDPNE, Time, KeyType and the user authentication data.
After the above procedure, the PNE SHALL send EUKeyAssignmentRequest message to the PN GW.

· PN GW

When receiving EUKeyAssignmentRequest message from PNE, PN GW SHALL forward the EUKeyAssignmentRequest message to CPNS Server.
· CPNS Server

When receiving EUKeyAssignmentRequest message from PN GW, CPNS Server SHALL authenticate the CPNS User who owns PNE. 
The authentication of CPNS User by CPNS Server SHALL be performed using User ID and password of CPNS User who owns the PNE. Upon receiving the EUKeyAssignmentRequest message, the CPNS Server SHALL:
1. Generate hash value for user authentication. Hash ( AuthData ) where AuthData = Hash( Password ) | RANDPNE | Time
2. Verify the user authentication data using the CPNS Server generated hash value for user authentication. If the verification is fail, send the EUKeyAssignmentResponse message to the PN GW with fail status code.
7.8.1.2 EUKey Assignment Response

· CPNS Server
If the user authentication succeeds, CPNS Server SHALL:

1. Generate and store a RANDSVR. RANDSVR is a random number generated by the CPNS Server.
2. Generate and store a KEK(i.e. Key Encryption Key) where KEK = Hash ( Hash( Password ) | RANDPNE | RANDSVR )
3. Generate and store a EUKey for PNE. The EUKey for PNE is a random number generated by the CPNS Server.
4. Generate the EUKeyAssignmentResponse message. The message SHALL contain the Status, RANDSVR, and EUKey for PNE that is encrypted with the KEK.
After the above procedure, the CPNS Sever SHALL send EUKeyAssignmentResponse message to the PN GW.
· PN GW

Upon receiving EUKey by EUKeyAssignmentResponse message sent from CPNS Server, PN GW SHALL forward the EUKey by sending EUKeyAssignmentResponse message to PNE.
· PNE

When receiving EUKey by EUKeyAssignmentResponse message forwarded from PN GW, PNE SHALL securely store EUKey after the decryption. 
7.8.2 EUKey Assignment for PNE without UI capabilities
7.8.2.1 EUKey Assignment when PAN is secure
A EUKey for PNE is securely delivered from a CPNS Server to a PNE. It is assumed that PNE and PN GW are owned by the same CPNS User. This procedure is comprised of three parts: Subscription & Registration, ID & Password Installation, and Key Assignment.
Before starting the Key Assignment procedure for PNE without enough UI for inserting ID and Password, a CPNS Server and a PNGW SHALL perform the mutual authentication & key exchange using the existing mechanism (e.g., 3GPP GBA). After the step, the Key1 is shared between the CPNS Server and the PN GW. Also the PNGW and a PNE SHALL perform the mutual authentication & key exchange using the PAN technologies. After the step, the Key2 is shared between the PN GW and the PNE.
7.8.2.1.1 Subscription & Registration
After the mutual authentication & key exchange between the CPNS Server and the PN GW, the PN GW can start the Subscription & Registration to the CPNS Server. 
7.8.2.1.1.1 Subscription & Registration Request
Before sending the Subscription & Registration Request message, the PN GW SHALL perform the following procedure:
1. Receive the ID, Password and subscription information from the User.
2. Encrypt the Password with the PSK1 (i.e.Pre-Shared Key #1) which was already established between the PN GW and the CPNS Server.
3. Generate the Subscription & Registration Request message. The message SHALL contain the ID, the encrypted Password and the subscription information.
The PN GW SHALL send the Subscription & Registration Request message to the CPNS Server.
7.8.2.1.1.2 Subscription & Registration Response
Upon receiving the Subscription & Registration Request message, the CPNS Sever SHALL perform the following procedure:

1. Decrypt the Password with the PSK1.
2. Generate the hash value of the Password using SHA-1 hash algorithm.
3. Store the ID, hash value of the Password and subscription information in the Secure Storage of the CPNS Server.
The CPNS Server SHALL send the Subscription & Registration Response message to carry the result of the procedure.
7.8.2.1.2 ID and Password Installation
After the mutual authentication & key exchange between the PN GW and the PNE, the PN GW can start the ID & Password Installation to the PNE.
7.8.2.1.2.1 ID and Password Installation Request
Before sending the ID & Password Installation Request message, the PN GW SHALL perform the following procedure:
1. Receive the ID, Password and subscription information from the User.
2. Encrypt the Password with the PSK2 (i.e. Pre-Shared Key #2) which was already established between the PN GW and the PNE.
3. Generate the ID & Password Installation Request message. The message SHALL contain the ID and the encrypted Password.
After the above procedure, the PN GW SHALL send ID & Password Installation Request message to the CPNS Server.
7.8.2.1.2.2 ID and Password Installation Response
Upon receiving the ID & Password Installation Request message, the PNE SHALL perform the following procedure:

1. Decrypt the Password with the PSK2.
2. Generate the hash value of the Password using SHA-1 hash algorithm.
3. Store the ID and hash value of the Password.
The PNE SHALL send the ID & Password Installation Response message to carry the result of the procedure.
7.8.2.1.3 EUKey Assignment
7.8.2.1.3.1 EUKey Assignment Trigger
Before sending the EUKeyAssignmentTrigger message to the PNE, the PN GW SHALL perform the following procedure:
1. Receive the ID and Password from the User.

2. Generate a RANDPNGW. RANDPNGW is a random number generated by the PN GW.

3. Generate hash value for user authentication data and starting the EUKey Assignment procedure. Hash ( AuthData ) where AuthData = Hash( Password ) | RANDPNGW | Time
4. KeyType SHOULD be inserted with “2” (UI functionalities not supported, with secure PAN)
5. Generate the EUKeyAssignmentTrigger message. The message SHALL contain the ID, RANDPNGW, Time, KeyType and the user authentication data.
After the above procedure, the PN GW SHALL send EUKeyAssignmentTrigger message to the PNE.

7.8.2.1.3.2 EUKey Assignment Request
Upon receiving the EUKey Assignment Trigger message, the PNE SHALL perform the following procedure:

1. Generate hash value for user authentication data and verify the hash value of the user authentication data. Hash ( AuthData ) where AuthData = Hash( Password ) | RANDPNGW | Time
2. Generate and store a RANDPNE. RANDPNE is a random number generated by the PNE.
3. Generate hash value for user authentication data. Hash ( AuthData ) where AuthData = Hash( Password ) | RANDPNE | Time
4. KeyType SHOULD be inserted with “2” (UI functionalities not supported with secure PAN)
5. Generate the EUKey Assignment Request message. The message SHALL contain the ID, RANDPNE, Time, KeyType and the user authentication data.
After the above procedure, the PNE SHALL send EUKey Assignment Request message to the PN GW.

Upon receiving the EUKey Assignment Request message, the PN GW SHALL relay the EUKey Assignment Request message to the CPNS Server.
7.8.2.1.3.3 EUKey Assignment Response
Upon receiving the EUKey Assignment Request message, the CPNS Server SHALL perform the following procedure:
1. Generate hash value for user authentication. Hash ( AuthData ) where AuthData = Hash( Password ) | RANDPNE | Time
2. Verify the user authentication data using the CPNS Server generated hash value for user authentication. If the verification is fail, send the EUKeyAssignmentResponse message to the PN GW with fail status code.
3. Generate and store a RANDSVR. RANDSVR is a random number generated by the CPNS Server.
4. Generate and store a KEK where KEK = Hash ( Hash( Password ) | RANDPNE | RANDSVR )
5. Generate and store a EUKey. The EUKey is a random number generated by the CPNS Server.
6. Generate the EUKeyAssignmentResponse message. The message SHALL contain the Status, RANDSVR, and encrypted PNE Key that is encrypted with the KEK.
After the above procedure, the CPNS Sever SHALL send EUKeyAssignmentResponse message to the PN GW.

Upon receiving the EUKeyAssignmentResponse message, the PN GW SHALL relay the EUKeyAssignmentResponse message to the PNE.
Upon receiving the EUKeyAssignmentResponse message and the Status is Success, the PNE SHALL perform the following procedure:
1. Generate and store a KEK where KEK = Hash ( Hash( Password ) | RANDPNE | RANDSVR )
2. Decrypt the EUKey with the KEK.
7.8.2.2 EUKey Assignment when PAN is not secure
To perform procedure described in this subsection, following conditions need to be satisfied:
·  PNE and PN GW are owned by same user

· PNE has secret passphrase, “Temporary Key(TK)”, which is preconfigured by manufacturer and stored inside of the PNE

· TK is available to CPNS Server (e.g., stored in CPNS Server, can be retrieved from external database from CPNS Server)
An EUKey for PNE is securely delivered from a CPNS Server to a PNE as illustrated in Figure X of section 6.2.2.1. 
Before starting the EUKey Assignment procedure for PNE without enough UI, a CPNS Server and a PNGW SHALL perform the mutual authentication & key exchange using the existing mechanism (e.g., 3GPP GBA). After the step, the PSK1 is shared between the CPNS Server and the PN GW.
7.8.2.2.1 EUKey Assignment

7.8.2.2.1.1 EUKey Assignment Request
Before sending the EUKeyAssignmentRequest message to the CPNS Server, the PN GW SHALL perform the following procedure:

1. Receive the PNE Entity ID, CPNS User ID and User Password from the User.
2. Generate and store a RANDPNGW. RANDPNGW is a random number generated by the PNGW. 
3. Generate hash value for user authentication data. Hash ( AuthData ) where AuthData = Hash( Password ) | RANDPNGW | Time 
4. KeyType SHOULD be inserted with “3” (UI functionalities not supported, without secure PAN)
5. Generate the EUKeyAssignmentRequest message. The message SHALL contain the PNE Entity ID, CPNS User ID, Time, KeyType and the user authentication data.
After the above procedure, the PN GW SHALL send EUKeyAssignmentRequest message to the CPNS Server
7.8.2.2.1.2 EUKey Assignment Response
Upon receiving the EUKeyAssignmentRequest message, the CPNS Server SHALL perform the following procedure:

1. Generate hash value for user authentication. Hash ( AuthData ) where AuthData = Hash( Password ) | RANDPNGW | Time
2. Verify the received user authentication data using the CPNS Server generated hash value for user authentication (i.e., hash value generated in step1). If the verification fails, send the EUKeyAssignmentResponse message to the PN GW with fail status code.
3. Generate and store a RANDSVR.RANDSVR is a random number generated by the CPNS Server
4. Generate Seed value for generating a PNE EUKey or PNE EUKey sets where [SeedPNE=Hash(RANDSVR, RANDPNGW )] to avoid receiving frequent EUKeyAssignmentRequest message from PN GW . The update of EUKey is performed during mutual authentication process. A set of EUKeys SHOULD be generated as follows:
EUKeyn=Hash(SeedPNE)
EUKeyn-1=Hash(EUKeyn)
EUKeyn-2=Hash(EUKeyn-1)
……
EUKey2=Hash(EUKey3)
EUKey1=Hash(EUKey2)
5. Store it with PNE Entity ID and CPNS User ID.
6. Find the Temporary Key, TKPNE, corresponding to the Entity ID. 

Note: Temporary Key can be obtained from the PNE Manufacturer. How to acquire the temporary key corresponding to the Entity ID is out of scope of CPNS specification

7. Generate the EUKeyAssignmentResponse message. The message SHALL contain the Status, a EUKey or EUKey sets (i.e [EUKeyPNE]) and Temporary Key. 
After the above procedure, the CPNS Server SHALL send EUKeyAssignmentResponse message to the PN GW.
7.8.2.2.1.3 EUKey Assignment Notification
Upon receiving the EUKeyAssignmentResponse message from the CPNS Server, the PN GW SHALL perform the following procedure:
1. The PN GW SHALL store the Temporary Key and a EUKey or set of EUKeys (i.e.[EUKeyPNE]).
2. If the set of EUKeys are delivered, the PN GW SHALL select the EUKey among EUKey sets, otherwise, the PN GW use the EUKey.
3. Generate the EUKeyAssignment Notification message. The message SHALL contain the EUKey that is encrypted with the Temporary Key.
Upon receiving the EUKeyAssignmentNotification message and the Status is Success, the PNE SHALL perform the following procedure:
1. Decrypt the PNE’s EUKey with the Temporary Key and stores PNE’s EUKey. 
7.8.3 EUKey Assignment for PN GW
If fixed or removable module keeping identity information and credential (i.e. a SIM/USIM/ISIM) is installed and used for secure communication on PN GW, following procedure is not performed.
7.8.3.1 EUKey Request and Creation
· PN GW

Key request procedures in PN GW differ depending on the capability of CPNS Device in which the PN GW is to be deployed.
If PN GW runs in the CPNS Device which provides enough UI for CPNS User to insert User ID and password, the PN GW SHALL support User ID and password insertion by CPNS User. 
Upon requested by CPNS User for EUKey assignment, PN GW SHALL send EUKeyAssignmentRequest message to CPNS Server.

· CPNS Server

When receiving EUKeyAssignmentRequest message from PN GW, CPNS Server SHALL authenticate the PN GW. 
The authentication of PN GW by CPNS Server (i.e., client authentication) SHALL be performed using User ID and password of CPNS User who owns the PN GW. 
If authentication succeeds, CPNS Server SHALL create EUKey and store it with the PN GW’s ID (i.e., Entity ID) and User ID of CPNS User who owns the PN GW.

7.8.3.2 EUKey Delivery
· CPNS Server

After creating EUKey, CPNS Server SHALL encrypt the EUKey and send encrypted EUKey to PN GW by EUKeyAssignmentResponse message. 
The EUKey SHOULD be encrypted by a secure material which is calculated from password of CPNS User who owns the PN GW (e.g., hashed password of the CPNS User).
· PN GW

When receiving Key Delivery message from CPNS Server, PN GW SHALL securely store EUKey included in EUKeyAssignmentResponse message after decryption.
7.9 Mutual Authentication
Editor’s note:
Following contains text, marked in yellow, without full agreement among members. So that will be reviewed in the CONRR again
7.9.1 PNE

Upon receiving the AUTHENTICATE Request from the PNGW, the PNE

1. SHALL check the AN, where AN=? Hash(RANDSVR, TKPNE)

2. SHALL encrypt EUKey1 with TKPNE
3. SHALL update and store the Temporary Key with TKPNE`, where TKPNE,` = Hash(TKPNE,)
4. SHALL update the EUKey1 with EUKey2
5. SHALL include encrypted EUKey1 to the AUTHENTICATE Response.

Upon receiving the PNSetupResponse message from the PNGW, PNE

1. SHALL generate public Session Key SK, where SK = KEY_DERIVATION(EUKey1).

7.9.2 PN GW

Upon receiving the AUTHENTICATE Request from the CPNS Server, the PN GW

1. SHALL select EUKey2 among [EUKeyPNE].

2. SHALL encrypt and include EUKey2 with Temporary Key in the AUTHENTICATE Request.

3. SHALL update and store the Temporal Key with TKPNE`, where TKPNE,` = Hash(TKPNE,).
4. SHALL send the AUTHENTICATE Request to the PNE(s) based on routing table identified with PN ID.

Upon receiving the AUTHENTICATE Response from the PNE, the PN GW SHALL relay the AUTHENTICATE Response to the CPNS Server.

Upon receiving the PNSetupResponse message from the CPNS Server, PN GW SHALL relay the PNSetupResponse message to the PNE.

7.9.3 CPNS Server

Upon receiving the PNSetupRequest message from the PNGW, the CPNS Server SHALL generate the AUTHENTICATE Request according to the format of CPNS Message in section 8. The CPNS Server

1. SHALL include RANDSVR .

2. SHALL generate and include AN , where AN = Hash (RANDSVR || TKPNE).

3. SHALL include PN ID.

4. SHALL send the AUTHENTICATE Request to the PN GW.

Upon receiving the AUTHENTICATE Response from the PN GW, the CPNS Server 

1. SHALL decrypt and check the EUKey1.
EUKey1 = D_ TKPNE(E_TKPNE(EUKey1).

2. SHALL update and store the Temporal Key with TKPNE`, where TKPNE,` = Hash(TKPNE,).

3. SHALL send PNSetupResponse message to the PNGW.

4. SHALL generate public Session Key SK, where SK = KEY_DERIVATION(EUKey1).

5. SHALL generate and send the PNSetupResponse message to the PNGW.

6. SHALL generate public Session Key SK, where SK = KEY_DERIVATION(EUKey1).

7.9.4 PNE Authentication

During PN Establishment, PNE invite and PNE Join procedures, PNE performs mutual authentication and session key sharing with PN GW and CPNS Server. This section explains how the mutual authentication and session key sharing are performed

Editor’s NOTE: Since, in current TS, PNE authentication procedure is included only in PN Establishment, this CR focuses only on PN Establishment. Regarding authentication during PNE Join and Invite procedures, another CR will propose additional description if necessary.

7.9.4.1 PNE
To start mutual authentication with CPNS Server, PNE SHALL generate a random number, “rand_PNE”, and include PNE ID and rand_PNE into the following messages to be sent to PN GW. Also, if PNE has enough UI, PNE SHALL indicate that it needs LocalEUKey assignment in the following messages.
· During PN Establishment procedure

· PNSetupRequest message  from originating PNE

· PNSetupResponse message from invited PNE

Upon receiving AUTHENTICATE Request message from PN GW, PNE SHALL calculate hash value, “hash_PNE”, and session key to be shared with CPNS Server. The calculation SHALL be performed as follows:

· hash_PNE SHALL be calculated from rand_PNE, rand_server (a hash value calculated by CPNS Server and included in the received message), PNE’s EUKey and the session key

· the session key SHALL be calculated from rand_PNE, rand_server and PNE’s EUKey.

PNE SHALL include PNE ID and hash_PNE into AUTHENTICATE Response message and send AUTHENTICATE Response message to PN GW.

In addition, , if AUTHENTICATE Request includes LocalEUKey, PNE SHALL decrypt LocalEUKey included in the received AUTHENTICATE Request message by its own EUKey and store the LocalEUKey. 

Afterwards, if PAN between PNE and PN GW does not provide sufficient security mechanism to protect authenticity, confidentiality and integrity of CPNS message, PNE SHALL perform mutual authentication and session key sharing by using LocalEUKey in the same way as described in 7.5.5 “PN GW Authentication” (i.e., PNE SHALL perform the same signalling procedure of PN GW described in the section 7.4.2). 

Note: mechanism to check if PAN provides sufficient security mechanism to protect authenticity, confidentiality and integrity of CPNS message is out of scope of CPNS1.0

Upon receiving the following messages from PN GW in each procedure, PNE SHALL authenticate CPNS Server by verifying hash_server (i.e., checks if the same value as hash_server can be calculated from rand_PNE, rand_server, PNE’s EUKey, the session key and hash_PNE)

· During PN Establishment procedure
· PNSetupResponse (received by originating PNE)

· PNEstablishmentNotify (received by invited PNE)
7.9.4.2 PN GW

Upon receiving the following messages from PNE, 

· During PN Establishment procedure
· PNSetupRequest message from originating PNE

· PNSetupResponse message from invited PNE
PN GW SHALL include PNE ID(s) and rand_PNE(s) included in the received message(s) into the following messages and send the message to the CPNS Server. If there are multiple PNEs to be connected to PN during the single procedure (e.g., If one or more invited PNEs are to be connected to PN in addition to originating PNE in the single PN Establishment procedure), PN GW SHALL include all PNE IDs and rand_PNEs sent from the PNEs into the following messages.

· During PN Establishment procedure
· PNSetupResponse
Upon receiving AUTHENTICATE Request message from CPNS Server, PN GW SHALL create new AUTHENTICATE Request message and include rand_server included in the received message into newly created AUTHENTICATE Request message. PN GW SHALL send newly created AUTHENTICATE Request message to PNE(s) which is listed in the received AUTHENTICATE Request message. If there are multiple PNEs listed in the received AUTHENTICATE Request message, PN GW SHALL create and send AUTHENTICATE Request message to each PNE.

In addition, for mutual authentication between PN GW and PNE, if AUTHENTICATE Request message includes LocalEUKey(s), PN GW SHALL decrypt LocalEUKey(s) included in the received AUTHENTICATE Request message by its own EUKey and store the LocalEUKey(s). PN GW SHALL include copy of LocalEUKey encrypted by PNE’s EUKey into newly created AUTHENTICATE Request message.

Afterwards, if PAN between PNE and PN GW does not provide sufficient security mechanism to protect authenticity, confidentiality and integrity of CPNS message, PN GW SHALL perform mutual authentication and session key sharing by using LocalEUKey in the same way as described in 7.5.5 “PN GW Authentication” (i.e., PN GW SHALL perform the same signalling procedure of CPNS Server described in section 7.5.5).

Note: mechanism to check if PAN provides sufficient security mechanism to protect authenticity, confidentiality and integrity of CPNS message is out of scope of CPNS1.0

Upon receiving AUTHENTICATE Response message from PNE(s), PN GW SHALL create new AUTHENTICATE Response message and include PNE ID(s) and hash_PNE(s) included in the received message into newly created AUTHENTICATE Response message. If there are multiple PNEs to be connected to PN during the single procedure (e.g., If one or more invite PNEs are to be connected to PN in addition to originating PN  in the single PN Establishment procedure), PN GW SHALL include all PNE IDs and hash_PNEs sent from the PNEs into the newly created AUTHENTICATE Response message.

Upon receiving the following message from CPNS Server,

· During PN Establishment procedure

· PNSetupResponse
PN GW SHALL include hash_server included in the received message into the following messages and send the message to the PNE(s). If there are multiple PNEs to be connected to PN during the single procedure (e.g., If one or more invite PNEs are to be connected to PN in addition to originating PN  in the single PN Establishment procedure), PN GW SHALL send the following message to each PNE.

· During PN Establishment procedure

· PNSetupResponse message to originating PNE

· PNEstablishmentNotify to the invited PNE(s)

7.9.4.3 CPNS Server
Upon receiving rand_PNE(s) from PN GW, CPNS Server SHALL generate a random number, rand_server, and include PNE ID and rand_server into the AUTHENTICATE Request message. If there are multiple PNEs to be connected to PN during the single procedure (e.g., If one or more invite PNEs are to be connected to PN in addition to originating PN  in the single PN Establishment procedure), CPNS Server includes all PNE IDs into the AUTHENTICATE Request message.

In addition, for mutual authentication between PNE(s) and PN GW, if PNE requests LocalEUKey assignment, CPNS Server SHALL generate LocalEUKey(s) to be shared between PNE(s) and PN GW. 
For each LocalEUKey, CPNS Server SHALL create two copies, one for PNE and the other for PN GW, and encrypt each copy by PNE’s EUKey and PN GW’s EUKey, respectively. CPNS Server SHALL include the copies of LocalEUKey(s) into the AUTHENTICATE Request message to be sent to PNE(s) via PN GW. If there are multiple PNEs to be connected to PN during the single procedure (e.g., If one or more invite PNEs are to be connected to PN in addition to originating PN  in the single PN Establishment procedure), CPNS Server creates different LocalEUKeys for each PNE and includes all encrypted LocalEUKey into the AUTHENTICATE Request message.
Upon receiving AUTHENTICATE Response message from PN GW, CPNS Server SHALL calculate session key from rand_PNE, rand_server and PNE’s EUKey. CPNS Server SHALL authenticate PNE(s) by verifying hash_PNE(s) (i.e., checks if the same hash value can be calculated from rand_server, rand_PNE, PNE’s EUKey and the session key). 

In addition, CPNS Server SHALL calculate another hash value(s), hash_server(s), from rand_PNE, rand_server, PNE’s EUKey, the session key and hash_PNE. CPNS Server SHALL send hash_server to PNE by the following messages via PN GW.

· During PN Establishment procedure

· PNSetupResponse 

7.9.5 PN GW Authentication

If fixed or removable module keeping identity information and credential (i.e., a SIM/USIM/ISIM) is installed on PN GW, following procedure is not performed.

The session key will be expired after certain amount of time. When there is no session key or session key is expired, PN GW Authentication described below is performed.
Before starting message forwarding between PNE and CPNS Server, PN GW SHALL perform mutual authentication with CPNS Server.

· PN GW

Before starting message forwarding between PNE and CPNS Server, PN GW SHALL send ConnectRequest message to CPNS Server. ConnectRequest message SHALL include CPNS Entity ID of the PN GW and random number  created by PN GW (random_PN GW). 

When receiving PN GW Authentication Request message, PN GW SHALL create session key from random_PN GW, random_server (random number included in the PN GW Authentication Request message) and its own EUKey. 

In addition, PN GW SHALL send PN GW Authentication Response & CPNS Server Authentication Request message to the CPNS Server. The message SHALL include hash value (hash_PN GW) calculated from ConnectRequest message, PN GW Authentication Request message and the PN GW’s EUKey.

When receiving CPNS Server Authentication Response message, PN GW SHALL verify hash_server (random number included in the Server Authentication Response message) included in the message by checking if the same value can be calculated from ConnectRequest message, PN GW Authentication Request message,  PN GW Authentication Response & Server Authentication Request message and the PN GW’s EUKey.
· CPNS Server

When receiving ConnectRequest message from PN GW, CPNS Server SHALL send PN GW Authentication Request message to the PN GW. PN GW Authentication Request message SHALL include random number created by CPNS Server (random_server).

When receiving PN GW Authentication Response & Server Authentication Request message, CPNS Server SHALL create session key from random_PN GW, random_server and EUKey of the PN GW which is sender of the message.

In addition, CPNS Server SHALL verify hash_PN GW included in the message by checking if the same value can be calculated from ConnectRequest message, PN GW Authentication Request message and the PN GW’s EUKey. 

If verification succeeds, CPNS Server SHALL send Server Authentication Response message to the PN GW. The message SHALL include hash value (hash_server) calculated from ConnectRequest message, PN GW Authentication Request message,  PN GW Authentication Response & Server Authentication Request message and the PN GW’s EUKey.
7.10 PN Management

7.10.1 PN Establishment
Editor’s note:
Following contains text, marked in yellow, without full agreement among members. So that will be reviewed in the CONRR again
7.10.1.1 PNE
[Procedure in originating PNE]

The PNE SHALL generate a PNSetupRequest message according to format of CPNS Message in section 8. In the PNSetupRequest message, the PNE

1. SHALL include the PNE ID as part of OriginEntityID attribute.

2. SHALL choose one of three options and include the type of PN setup in PNSetupType attribute

A. 1 for  ‘1-1’ case which enables the PNE to establish a PN with the PN GW only, or

B. 2 for ‘All’ case which enables the PNE to establish a PN with all CPNS devices connected to the PN GW, or

C. 3 for ‘Specific’ case which enables the PNE to establish a PN with PNEs to be invited.

3. MAY include PNE IDs to be invited to the PN in InvitedPNEID attribute.

4. SHALL include PNInfo element. 

The PNInfo element contains attributes below. 

A. PNE SHALL choose one of three options and include Disclosure attribute

i. 1 for preventing PN Information to be delivered, in case Service Discovery is requested after PN setup.

ii. 2 for allowing PN Information to be delivered, in case Service Discovery is requested after PN setup.

iii. 3 for asking confirmation to OwnershipEntity whether or not PN Information is delivered, in case Service Discovery is requested after PN setup. 

B. OwnershipEntityID attribute MAY be included. OwnershipEntity ID is the ID of authorized CPNS entity which has authorization to allow PN Information open, in case Service Discovery is requested after PN setup. 

C. PNE SHALL choose one of two options and include TempPN.

i. True, indicating that broken physical connection releases PN after PN setup. 

ii. False, indicating that PN Information remains in CPNS Server, even if physical connection is broken.

D. PNE SHALL choose one of two options and include Sharing attribute

i. 1 for sharing the PNE Info and PN GW Info with other PNE member(s) of PN

ii. 2 for preventing the PNE Info to be shared with other PNE member(s) of PN, but delivering PN GW Info to PNE member(s) of PN  

5. SHALL include PNEInfo element. 

The PNEInfo element contains attributes below.

A. PNEID attribute SHALL be PNE ID, which establish the PN.

B. PNEName attribute MAY include a nickname assigned by CPNS User.

C. Mode attribute SHALL set the value ‘1’ (PNE) or ‘3’(BOTH) according to the its local active Mode.
D. Description attribute MAY include the description of PN (e.g. Home, Office)

6. MAY include DeviceCapa element. 

NOTE: DeviceCapa fragment contains information such as DeviceType, VideoCodec, etc. For CPNS V1.0 format definition is out of scope (e.g. DPE Enabler) and implementation matter.

7. MAY include ServiceProfile element containing Application or Content information as described in section 5.5 CPNS Metadata.

8. SHALL send PNSetupRequest message towards the PN GW according to the rules and procedures of underlying PAN technology. 

As for the mutual authentication between PNE and CPNS Server and between PNE and PN GW, the CPNS Server SHALL follow the procedure as described in section 7.5 Mutual Authentication.

Upon receiving the PNSetupResponse message from the PN GW, the PNE

1. SHALL check the answer to PNSetupRequest message in Return attribute. 

2. SHALL store, if the value of Return is ‘1’, the derived PN information in sub attributes under PNInfo element in the PN Inventory from the PNSetupResponse message.

[Procedure in invited PNE]

Upon receiving the PNSetupRequest message from the PN GW, the PNE

1. SHALL check the OriginEntityID in order to know who initiate to make the PN. 

2. SHALL derive MsgID and PN ID from PNSetupRequest message.

The PNE SHALL generate the PNSetup Response according to the format of CPNS Message in section 8. The PNE 

1. SHALL include the answer to PNSetupRequest message in Return attribute.

A. 1 for OK

B. 2 for Failure, indicating that PNE is not capable of handling the request, e.g., internal error process occurs in the device embedding PNE or CPNS User does not want to participated in

2. SHALL include the received Message ID in MsgID attribute in order to indentify the transaction.

If the value of answer to PNSetupRequest message is ‘1’ (i.e., OK), the following sequences perform. Otherwise, the following sequences are skipped till step 14.  

3. SHALL include PNInfo element.
The PNInfo element contains attributes below. 

A. PNID attribute SHALL set the PN ID, which is to be participated in and derived from PNSetupRequest message. 

B. TempPN attribute SHALL be included if PNSetupRequest message includes.

i. True, indicating that broken physical connection releases PN after PN setup. 

ii. False, indicating that PN Information remains in CPNS Server, even if physical connection is broken.

C. Sharing attribute SHALL be included if PNSetupRequest message includes.

i. 1 for sharing the PNE Info and PN GW Info with other PNE member(s) of PN

ii. 2 for preventing the PNE Info to be shared with other PNE member(s) of PN, but delivering PN GW Info to PNE member(s) of PN  

4. SHALL include PNEInfo element.

The PNEInfo element contains attributes below.

A. PNEID attribute SHALL set own PNE ID to be invited by Originating CPNS Entity.

B. PNEName attribute MAY include a nickname assigned by CPNS User.

C. Mode attribute SHALL set the value ‘1’(PNE) or ‘3’ (BOTH) according to the its local active Mode.

D. Description attribute MAY include the description of PN (e.g. Home, Office)

5. MAY include DeviceCapa element. 

NOTE: DeviceCapa fragment contains information such as DeviceType, VideoCodec, etc. For CPNS V1.0 format definition is out of scope (e.g. DPE Enabler) and implementation matter.

6. MAY include ServiceProfile element containing Application or Content information as described in section 5.5 CPNS Metadata.

7. SHALL send PNSetupResponse message towards the PN GW according to the rules and procedures of underlying PAN technology.  

As for the mutual authentication between PNE and CPNS Server and between PNE and PN GW, the CPNS Server SHALL follow the procedure as described in section 7.5. Mutual Authentication.
Upon receiving the PNEstablishmentNotify message from PN GW, the PNE

1. SHALL store the derived PN information in sub attributes under PNInfo element from the PNEstablishmentNotify message.

7.10.1.2 PN GW

[PNE Initiated]
Upon receiving the PNSetupRequest message from the PNE, the PNGW 

1.  SHALL check the type of PN setup in PNSetupType attribute. If the value of PNSetupType is; 

A. 1 for 1-1’ case or empty  case which enables the PNE to establish a PN with the PN GW only, the PNGW SHALL send the PNSetupRequest message towards the CPNS Server.

B. 2 for ‘All’ case which enables the PNE to establish a PN with all CPNS devices connected to the PN GW, the PNGW SHALL send the PNSetupRequest message towards all the PNEs connected to the PNGW except the requesting PNE.

C. 3 for ‘Specific’ case which enables the PNE to establish a PN with PNEs to be invited, the PNGW SHALL send the PNSetupRequest message towards the PNE ID(s) to be invited during PN Establishment.

2. SHALL create the PN information for PN Inventory for the corresponding Personal Network.
3. SHALL create and maintains routing table for the routing of inside Personal Network, which is made out of PN Information.
After checking the type of PN setup, if the value of PNSetupType is 2 or 3, the PN GW SHALL generate the PNSetupRequest message according to the format of CPNS Message in section 8. The PN GW

1. SHALL include the PNE ID as part of OriginEntityID attribute.

2. MAY include PNE ID(s) to be invited to the PN in InvitedPNEID attribute in order to acknowledge which PNE(s) is(are) invited to the PN.

3. SHALL include PNInfo element.

The PNInfo element contains attributes below.

A. PNID attribute 

B. Description attribute MAY be created by the originating PNE and include texts which explain the PN.

4. SHALL include PNGWInfo element.

The PNGWInfo element contains attributes below.

A. PNGWID attribute SHALL set the PN GW ID.

B. Name attribute MAY include the nickname of PN GW assigned by CPNS User or device type.

5. SHALL send PNSetupRequest message towards the PNE(s) to be invited.

Upon receiving the PNSetupResponse message from the PNE, the PN GW SHALL check the answer to PNSetupRequest message in Return attribute in order to confirm participation in PN. If the value of Return attribute is 1, the PN GW SHALL create the information for PN Inventory for the corresponding PN, create and maintain routing table with the derived from PANTech and Address attributes from PNSetupResponse message for the routing of inside PN.

When checking if the value of PNSetupType attribute is 1 after receiving the PNSetupRequest message from the originating PNE or if the value of Return attribute is 1 after receiving the PNSetup Response from the invited PNE, the PNGW SHALL genenrate PNSetupRequest message according to the format of CPNS Message in Section 8. 
If the value of PNSetupType attribute is 2 or 3 after receiving the PNSetupRequest message from the originating PNE, the PN GW SHALL wait the response from all the CPNS devices connected to the PN GW if PNSetupType attribute is 2 or PNEs to be invited if PNSetupType attribute is 3 respectively. After receiving the responses, the PNGW SHALL generate PNSetupRequest message according to the format of CPNS Message in Section 8.
The PN GW
1. SHALL include the PNE ID as part of OriginEntityID attribute.

2. SHALL include PNInfo element.

The PNInfo element contains attributes below. 

A. PNID attribute SHALL set the PN ID, which is created in PN GW..

B. Description attribute SHALL include texts which explain the PN.

C. Disclosure attribute SHALL be included from PNSetupRequest message from PNE or PN GW SHALL choose one of three options and include.

i. 1 for preventing PN Information to be delivered, in case Service Discovery is requested after PN setup.

ii. 2 for allowing PN Information to be delivered, in case Service Discovery is requested after PN setup.

iii. 3 for asking confirmation to OwnershipEntity whether or not PN Information is delivered, in case Service Discovery is requested after PN setup. 

D. OwnershipEntity attribute MAY be Entity ID which has authorization to allow PN Information delivery, in case Service Discovery is requested after PN setup. 

E. TempPN attribute SHALL be included from PNSetupRequest message from PNE or PN GW SHALL choose one of two options and include.

i. True, indicating that broken physical connection releases PN after PN setup. 

ii. False, indicating that PN Information remains in CPNS Server, even if physical connection is broken. If PN GW decides False, TempPN attribute MAY be skipped.

F. Sharing attribute MAY be included.

i. 1 for sharing the PNE Info and PN GW Info with other PNE member(s) of PN. If PN GW decides ‘1’ (Shared), Sharing attribute MAY be skipped
ii. 2 for preventing the PNE Info to be shared with other PNE member(s) of PN, but delivering PN GW Info to PNE member(s) of PN  

3. SHALL include the PNGWInfo element.

The PNGWInfo element contains attributes below.

A. PNGWID attribute SHALL set PN GW ID.

B. PNGWName attribute MAY include the nickname of PN GW assigned by CPNS User or device type. 

4. SHALL include PNEInfo element which contains all PNE(s) information including DeviceCapa and ServiceProfile from originating PNE and invited PNE(s). 

5. SHALL send the PNSetupRequest message to the CPNS Server.

Upon receiving the AUTHENTICATE Request from the CPNS Server, the PN GW SHALL relay the AUTHENTICATE request to the PNEs based on routing table identified with PN ID. Upon receiving the AUTHENTICATE Response from the requested PNEs, the PN GW SHALL relay the AUTHENTICATE response to the CPNS Server.

As for the mutual authentication between PNE and CPNS Server and between PNE and PN GW , the CPNS Server SHALL follow the procedure as described in section 7.5. Mutual Authentication.

Upon receiving the PNSetupResponse message from the CPNS Server, the PN GW

1. SHALL store the PN Information in local PN Inventory under PNInfo elemen.

2. SHALL send the PNSetupResponse message to the originating PNE. If the value in sharing attribute is,

A. 1 – Shared, the PN GW SHALL include PN GW Info and PNE Info, which are derived in PNSetupResponse message from the CPNS Server, in the PNSetupResponse message to the originating PNE. 

B. 2 - Protected, the PN GW SHALL include only PN GW Info, which is derived in PNSetupResponse message from the CPNS Server, in the PNSetupResponse message to the originating PNE.

3. SHALL send the PNEstablishmentNotify to the invited PNE(s). If the value in sharing attribute is,

A. 1 – Shared, the PN GW SHALL include PN GW Info and PNE Info, which are derived in PNSetupResponse message from the CPNS Server, in the PNEestablishmentNotify. 

B. 2 - Protected, the PN GW SHALL include only PN GW Info, which is derived in PNSetupResponse message from the CPNS Server, in the PNEstablishmentNofity.

[PN GW Initiated]
The PN GW SHALL generate and send PNSetupRequest message to the PNE(s) according to format of CPNS Message in section 8.

Upon receiving the PNSetupResponse message from the PNE, the PN GW SHALL check the answer to PNSetupRequest message in Return attribute in order to confirm participation in PN. If the value of Return attribute is 1, the PN GW SHALL create the information for PN Inventory for the corresponding PN, create and maintain routing table with the derived from PANTech and Address attributes from PNSetupResponse message for the routing of inside PN.
After receiving the responses, the PNGW SHALL generate PNSetupRequest message according to the format of CPNS Message in Section 8. The PN GW

1. SHALL include the PN GW ID as part of OriginEntityID attribute.

2. SHALL include PNInfo element.
The PNInfo element contains attributes below. 

A. PNID attribute SHALL set the PN ID, which is created in PN GW..

B. Description attribute SHALL include texts which explain the PN.

C. Disclosure attribute SHALL be included from PNSetupRequest message from PNE or PN GW SHALL choose one of three options and include.

iv. 1 for preventing PN Information to be delivered, in case Service Discovery is requested after PN setup.

v. 2 for allowing PN Information to be delivered, in case Service Discovery is requested after PN setup.

vi. 3 for asking confirmation to OwnershipEntity whether or not PN Information is delivered, in case Service Discovery is requested after PN setup. 

D. OwnershipEntity attribute MAY be Entity ID which has authorization to allow PN Information delivery, in case Service Discovery is requested after PN setup. 

E. TempPN attribute SHALL be included from PNSetupRequest message from PNE or PN GW SHALL choose one of two options and include.

iii. True, indicating that broken physical connection releases PN after PN setup. 

iv. False, indicating that PN Information remains in CPNS Server, even if physical connection is broken. If PN GW decides False, TempPN attribute MAY be skipped.

F. Sharing attribute MAY be included.

iii. 1 for sharing the PNE Info and PN GW Info with other PNE member(s) of PN. If PN GW decides ‘1’ (Shared), Sharing attribute MAY be skipped
iv. 2 for preventing the PNE Info to be shared with other PNE member(s) of PN, but delivering PN GW Info to PNE member(s) of PN  

3. SHALL include the PNGWInfo element.
The PNGWInfo element contains attributes below.

A. PNGWID attribute SHALL set PN GW ID.

B. PNGWName attribute MAY include the nickname of PN GW assigned by CPNS User or device type. 

4. SHALL include PNEInfo element which contains all PNE(s) information including DeviceCapa and ServiceProfile from originating PNE and invited PNE(s). 

5. SHALL send the PNSetupRequest message to the CPNS Server.

Upon receiving the AUTHENTICATE Request from the CPNS Server, the PN GW SHALL relay the AUTHENTICATE request to the PNEs based on routing table identified with PN ID. Upon receiving the AUTHENTICATE Response from the requested PNEs, the PN GW SHALL relay the AUTHENTICATE response to the CPNS Server.

As for the mutual authentication between PNE and CPNS Server and between PNE and PN GW, the CPNS Server SHALL follow the procedure as described in section 7.5. Mutual Authentication.

Upon receiving the PNSetupResponse message from the CPNS Server, the PN GW

1. SHALL store the PN Information in local PN Inventory under PNInfo element.

2. SHALL send the PNSetupNotifify message to the originating PNE. If the value in sharing attribute is,

A. 1 – Shared, the PN GW SHALL include PN GW Info and PNE Info, which are derived in PNSetupResponse message from the CPNS Server, in the PNSetupResponse message to the originating PNE. 

B. 2 - Protected, the PN GW SHALL include only PN GW Info, which is derived in PNSetupResponse message from the CPNS Server, in the PNSetupResponse message to the originating PNE.

3. SHALL send the PNEstablishmentNotify to the invited PNE(s). If the value in sharing attribute is,

A. 1 – Shared, the PN GW SHALL include PN GW Info and PNE Info, which are derived in PNSetupResponse message from the CPNS Server, in the PNEestablishmentNotify. 

B. 2 - Protected, the PN GW SHALL include only PN GW Info, which is derived in PNSetupResponse message from the CPNS Server, in the PNEstablishmentNofity.

7.10.1.3 CPNS Server

Upon receiving the PNSetupRequest message from PN GW, the CPNS Server SAHLL generate the AUTHENTICATE Request according to format of CPNS Message in section 8. The CPNS Server

1. SHALL include PNE IDs to be registered to CPNS Server, in PNEID attributes. 

2. SHALL send AUTHENTICATE Request towards the PN GW with PN ID.

As for the mutual authentication between PNE and CPNS Server and between PNE and PN GW, the CPNS Server SHALL follow the procedure as described in section 7.5. Mutual Authentication.

If the authentication is successful, the CPNS Server SHALL register and store the PN information which is derived from PNSetupRequest message in the PN inventory. 

After storing the PN Information in the PN Inventory, the CPNS Server SHALL generate the PNSetupResponse message according to the format of CPNS Message in section 8. The CPNS Server

1. SHALL include the answer to PNSetupRequest message in Return attribute.

2. SHALL include the stored PN information in the PN Inventory under PNInfo element.

3. SHALL send the PNSetupResponse message to the PN GW.

NOTE : Based on the specific criteria, the CPNS Server can decide whether to allow the PN setup or not. The criteria set by such as operator’s decision, capacity of CPNS server, user’s configuration, and so forth is out of scope of CPNS v1.0
7.10.2 PNE Management
This section describes managing members of PN, which are PNEs, after PN Establishment procedure. As for PNE inviting and PNE joining, invited PNE and joining PNE SHALL perform mutual authentication with PN GW and CPNS Server before connecting to PN. The procedure for mutual authentication in each entity is described in 7.5.Mutual Authentication 
7.10.2.1 PNE Inviting
7.10.2.1.1 PNE
[Procedure in inviting PNE]

After a PN is established, PNE can invite additional PNE to join the PN. To realize this, PNE SHALL create the PNActionRequest message including below sub attributes and elements. PNE SHOULD find out the information of invited PNE in entity discovery procedure.

· Command attribute SHALL be inserted with “2” (Invite) value.

· OriginEntityID attribute SHALL be inserted for invite requesting PNE’s PNEID.

· PNEInfo element SHALL be inserted for PNE to be invited.

· PNEID attribute SHALL be inserted

· PNInfo element SHALL be inserted

· PNID attribute SHALL be inserted from PN Inventory.

· Description attribute SHOULD be inserted if PN Inventory contains

· TempPN attribute SHALL be applied if requesting Entity has PN Inventory with TempPN attribute.

· Sharing attribute SHALL be inserted from PN Inventory.

· PNGWInfo element SHALL be inserted from PN Inventory. 

· PNGWID attribute SHALL be inserted.

· PNGWName attribute SHOULD be inserted if PN Inventory contains.

· Zonebasedservicesupport attribute SHALL be inserted if PN Inventory contains.
· Mode attribute SHALL be inserted from PN Inventory.
After creating the PNActionRequest message, PNE SHALL send the PNActionRequest message to PN GW. 

When PNE receives the PNEResponse message with Result attribute “1” (Success) from PN GW, PNE SHOULD store invited PNE’s PNEInfo including below attributes in local PN Inventory if the PN GW shares the member information with the member of PN, which means Sharing attribute is “1” .
· PNEID attribute SHALL be inserted.

· PNEName attribute SHOULD be inserted if it is found in entity discovery procedure.

· Active attribute SHALL be inserted with “TRUE” value.

[Procedure in invited PNE]

When the invited PNE receives the PNUpdateNotification message from PNGW, PNE SHALL create PN Inventory and store PNInfo elements in local PN Inventory and then send the PNEResponse message including Result attribute “1” (Success) to PN GW 
7.10.2.1.2 PN GW
[PN GW initiated invitation request]

After a PN is established, PN GW can invite additional PNE to join the PN after entity discovery procedure. To realize this, PN GW SHALL create the PNActionRequest message for invited PNE including below sub attribute and elements.

· Command attribute SHALL be inserted with “2” (Invite) value.

· PNEInfo element SHALL be inserted for PNE to be invited.

· PNEID attribute SHALL be inserted

· PNInfo element SHALL be inserted

· PNID attribute SHALL be inserted from PN Inventory.

· Description attribute SHOULD be inserted if PN Inventory contains

· TempPN attribute SHALL be applied if requesting Entity has PN Inventory with TempPN attribute.

· Sharing attribute SHALL be inserted from PN Inventory.

· PNGWInfo element SHALL be inserted from PN Inventory. 

· PNGWID attribute SHALL be inserted.

· Name attribute SHOULD be inserted if PN Inventory contains.

· Zonebasedservicesupport attribute SHALL be inserted if PN Inventory contains.

· Mode attribute SHALL be inserted from PN Inventory.
· PNEInfo element SHOULD be inserted for current member of PN if Sharing attribute is set “1” to share the member information from PN Inventory.

· PNEID attribute SHALL be inserted.

· PNEName attribute SHOULD be inserted if PN Inventory contains.

· Mode attribute SHALL be inserted from PN Inventory.
After creating the PNActionRequest message, PN GW SHALL send the PNActionRequest message to each invited PNE. 

[PNE initiated invitation request]

When PN GW receives the PNActionRequest message with Command attribute “2” (Invite) from PNE, PN GW SHALL check that invited PNE is in detected devices by PN GW through entity discovery procedure. 

If PNGW does not have information of invited PNE, which means PN GW can’t connect with invited PNE physically or can’t find invited PNE through entity discovery, PN GW SHALL send the PNActionResponse message with Result attribute “3” (Fail, not connected) to requesting PNE.

If the invited PNE is detected by PN GW, PN GW SHALL forward the PNActionRequest message to PNE to be invited.

[PN GW procedure common to PNE initiated and PN GW initiated invitation cases]
When PN GW receives the PNActionResponse message with Result attribute “1” (Success) from PNE, PN GW SHALL send the PNUpdateRequest message to CPNS Server including below sub attribute and element.
· PNInfo element SHALL be inserted

· PNID attribute SHALL be inserted

· PNEInfo element SHALL be inserted for successfully invited PNE.

· PNEID attribute SHALL be inserted 

· PNEName attribute SHOULD be inserted if it was received in entity discovery procedure.

· Active attribute SHALL be “TRUE”.
· Update attribute SHALL be inserted with “1” (New) value.

· Mode attribute SHALL be inserted  during entity discovery procedure.
When PN GW receives the PNUpdateResponse message from CPNS Server, PN GW SHALL update PNEInfo in local PN Inventory from the PNUpdateRequest message 
After storing PNEInfo in local PN Inventory, if the PN GW shares the member information with the member of PN (Sharing attribute is “1”), PN GW SHALL send the PNUpdateNotification message to newly invited member PNE. Below are attributes and elements included in the message. Also, PN GW SHOULD send the PNUpdateNotification message to existed member PNE(s) including below sub attribute and element.

· PNInfo element SHALL be inserted from PN Inventory.

· PNID attribute SHALL be inserted from PN Inventory.

· PNEInfo element SHALL be inserted for the newly invited PNE(s).

· PNEID attribute SHALL be inserted 

· PNEName attribute SHOULD be inserted if it was received in entity discovery procedure.

· Active attribute SHALL be “TRUE”.

· Update attribute SHALL be inserted with “1” (New) value.
· Mode attribute SHALL be inserted.
If the original request was initiated by PNE, PN GW SHALL send PNEActionResponse message including Result attribute “1” (Success) to PNE referring OriginEntityID in PNEActionRequest message.
7.10.2.1.3 CPNS Server
When CPNS Server receives the PNUpdateRequest message from PN GW, CPNS Server SHALL update PN Inventory with PNEInfo element in PNInfo element, and then CPNS Server SHALL send the PNUpdateResponse message with Result attribute to PN GW.
7.10.2.2 PNE Joining
7.10.2.2.1 PNE
After a PN is established, PNE can join PN as a member. To realize this, PNE SHALL send the PNActionRequest message to PNGW in a target PN including below attribute and elements.

· Command attribute SHALL be inserted with “1” (Join) value.

· PNEInfo element SHALL be inserted for joining PNE to PNGW in a target PN. 

· PNEID attribute SHALL be inserted
· PNEName attribute SHOULD be inserted
· PNInfo element SHALL be inserted to notify which PN 

· PNID attribute SHALL be inserted regarding PNGW handles several PNs. And this PNID was obtained when PNE went through entity discovery process to find out proper PN GW or its PN.
When PNE receives the PNActionResponse message with Result attribute “1” (Success) from PN GW, PNE SHALL create PN Inventory and then store PNInfo element in local PN Inventory  PN Inventory).
7.10.2.2.2 PN GW
When PN GW receives the PNActionRequest message with Command attribute “1” (Join) from PNE, PN GW SHALL send the PNUpdateRequest message to CPNS Server including below attribute and element.

· PNInfo element SHALL be inserted

· PNID attribute SHALL be inserted

· PNEInfo element SHALL be inserted for joining PNE 
· PNEID attribute SHALL be inserted 

· PNEName attribute SHOULD be inserted if it was received in the PNActionRequest message or entity discovery procedure.

· Active attribute SHALL be “TRUE”.

· Update attribute SHALL be inserted with “1” (New) value. 
· Mode attribute SHALL be inserted.
When PN GW receives the PNUpdateResponse message from CPNS Server, PN GW SHALL store PNEInfo in local PN Inventory and then PN GW SHALL send the PNActionResponse message to newly joined PNE including below attribute and element.

· Result attribute SHALL be inserted with “1”(Success) value.

· PNInfo element SHALL be inserted

· PNID attribute SHALL be inserted from PN Inventory.

· Description attribute SHOULD be inserted if PN Inventory contains

· TempPN attribute SHALL be applied if requesting Entity has PN Inventory with TempPN attribute.

· Sharing attribute SHALL be inserted from PN Inventory.

· PNGWInfo element SHALL be inserted from PN Inventory. 

· PNGWID attribute SHALL be inserted.

· PNGWName attribute SHOULD be inserted if PN Inventory contains.

· Zonebasedservicesupport attribute SHALL be inserted if PN Inventory contains.

· Mode attribute SHALL be inserted.
· PNEInfo element SHOULD be inserted for current member of PN if Sharing attribute is set “1” to share the member information from PN Inventory.

· PNEID attribute SHALL be inserted.

· PNEName attribute SHOULD be inserted if PN Inventory contains.

· Active attribute SHALL be inserted.

· Mode attribute SHALL be inserted.
After sending the PNActionResponse message, if the PN GW shares the member information with the member of PN (Sharing attribute is “1”), PN GW SHOULD create the PNUpdateNotification message for existed member PNE(s) include

· PNInfo element SHALL be inserted from PN Inventory.

· PNID attribute SHALL be inserted from PN Inventory.

· PNEInfo element for the newly joined PNE.

· PNEID attribute SHALL be inserted 

· PNEName attribute SHOULD be inserted if it was received in entity discovery procedure.

· Active attribute SHALL be “TRUE”.

· Update attribute SHALL be inserted with “1” (New) value.
· Mode attribute SHALL be inserted.
After creating PNUpdateNotification messages, PN GW SHOULD send PNUpdateNotification messages to the member PNEs in the PN.
7.10.2.2.3 CPNS Server
When CPNS Server receives the PNUpdateRequest message from PN GW, CPNS Server SHALL update PN Inventory with PNEInfo element in PNInfo element, and then CPNS Server SHALL send the PNUpdateResponse message with Result attribute to PN GW.
7.10.2.3 PNE Expulsion
If all of member PNEs in a PN are owned by same CPNS User, any member PNE can request expulsion of the other member PNE.
7.10.2.3.1 PNE
[Procedure in expelling PNE]

When PNE wants to expel the other PNE, PNE SHALL send the PNActionRequest message to PN GW including below attribute and element.

· Command attribute SHALL be inserted with “4”(Expel) value.

· OriginEntityID attribute SHALL be inserted for PNE which wants to expel other PNE.

· PNEInfo element SHALL be inserted for expelled PNE

· PNEID attribute SHALL be inserted

· PNInfo element SHALL be inserted to notify that PNE should be expelled from which PN.

· PNID attribute SHALL be inserted.
When PNE receives the PNActionResponse message with Result “1”(Success) from PN GW, PNE SHALL remove the PNEInfo element of PNInfo from PN Inventory.

[Procedure in expelled PNE]
When PNE receives the PNActionNotification message with Command attribute “1” (Expel) from PN GW, expelled PNE SHALL remove PNInfo element in local PN Inventory and SHALL remove available SGInfo element in local SG Inventory for the SG related with this PN.

7.10.2.3.2 PN GW
When PN GW receives the PNActionRequest message with Command “4”(Expel) from PNE or if PN GW wants to expel a certain member PNE of PN, PN GW SHALL check if the requesting PNE can expel the target PNE, if the requesting PNE can do this, then PN GW SHALL check the expelled PNE is connected with PN GW currently. If expelled PNE is not connected with PN GW and the expulsion request was initiated by PNE, PN GW SHALL send the PNActionResponse message with Result attribute “3” (Fail, not connected) to the requester PNE.

After sending the PNActionResponse message, PN GW SHALL check member PNEs in this PN. 

If the expelled PNE is the last member PNE in PN, PN GW SHALL initiate PN release procedure (Section 7.6.3.2 PN GW). 

If there are member PNEs of this PN, PN GW SHALL send the PNUpdateRequest message to CPNS Server including below attribute and element 

· PNInfo element SHALL be inserted to notify which PN

· PNID attribute SHALL be inserted.

· PNEInfo element SHALL be inserted for expelled PNE.
· PNEID attribute SHALL be inserted.

· Update attribute SHALL be inserted with “3” (Removed) value. 

When PN GW receives the PNUpdateResponse message from CPNS Server, PN GW SHALL check Sharing attribute of this PN. If the PN GW shares the member information with the member of PN (Sharing attribute is “1”), PN GW SHOULD send the PNUpdateNotification messages to existed member PNEs including below attribute and element.

· PNInfo element SHALL be inserted from PN Inventory.

· PNID attribute SHALL be inserted from PN Inventory.

· PNEInfo element for the expelled PNE.

· PNEID attribute SHALL be inserted 

· Update attribute SHALL be inserted with “3” (Removed) value.
After checking Sharing attribute for sending PNUpdateNotification messages, PN GW SHALL send the PNActionNotification message to expelled PNE including below attribute and element.

· Command attribute SHALL be inserted with “1”(Expel) value.

· PNEID attribute SHALL be inserted with expelled PNE’s ID

· PNID attribute SHALL be inserted to notify that PNE should be expelled from which PN.

After sending the PNActionNotification message, PN GW SHALL remove PNEInfo element of PNInfo element in local PN Inventory. If the expulsion request was initiated by PNE, PN GW SHALL send the PNActionResponse message with Result attribute with “1” (Success) to requester PNE.
7.10.2.3.3 CPNS Server
When CPNS Server receives the PNUpdateRequest message from PN GW, CPNS Server SHALL update PN Inventory removing PNEInfo element in PNInfo element.

After updating PNInfo element in local PN Inventory, CPNS Server SHALL send the PNUpdateResponse message with Status attribute to PN GW.
7.10.2.4 PNE Leaving
7.10.2.4.1 PNE
When PNE wants to leave a PN, PNE SHALL send the PNActionRequest message to PN GW including below attribute and element.

· Command attribute SHALL be inserted with “3” (Leave) value. 
· PNEInfo element SHALL be inserted for PNE to leave

· PNEID attribute SHALL be inserted

· PNInfo element SHALL be inserted to notify that PNE should leave from which PN.

· PNID attribute SHALL be inserted.
If PNE is physically disconnected with PN GW forming temporary PN, PNE SHALL remove the PNInfo element in local PN Inventory. 

7.10.2.4.2 PN GW
When PN GW receives the PNActionRequest message with Command “3”(Leave) from PNE, PN GW SHALL send the PNUpdateRequest message to CPNS Server including below attribute and element 

· PNInfo element SHALL be inserted to notify which PN

· PNID attribute SHALL be inserted.

· PNEInfo element SHALL be inserted for left PNE.
· PNEID attribute SHALL be inserted.

· Update attribute SHALL be inserted with “3” (Removed) value. 

When PN GW receives the PNUpdateResponse message from CPNS Server, PN GW SHALL check Sharing attribute of this PN and SHALL send the PNActionResponse message to physically connected PNE to be left including below attribute and element. 

· Result attribute SHALL be inserted with 
“1”(Success) if there is no temporary stored SGID related with this PNE or 
“4”(Notification) if there is related SG.

· SGID element SHALL be inserted with SGID related with the PNE.

After sending the PNUpdateResponse message, PN GW SHALL remove PNEInfo element of PNInfo element in local PN Inventory.
If the PN GW shares the member information with the member of PN (Sharing attribute is “1”), PN GW SHOULD send the PNUpdateNotification messages to existed member PNEs including below attribute and element.
· PNInfo element SHALL be inserted from PN Inventory.

· PNID attribute SHALL be inserted from PN Inventory.

· PNEInfo element for the expelled PNE.

· PNEID attribute SHALL be inserted 

· Update attribute SHALL be inserted with “3” (Removed) value.
If the leaving PNE is the last member in PN, PN GW SHALL initiate PN release procedure. 

7.10.2.4.3 CPNS Server
When CPNS Server receives the PNUpdateRequest message  from PN GW, CPNS Server SHALL update PN Inventory removing PNEInfo element in PNInfo element.

After updating PNInfo element in local PN Inventory, CPNS Server SHALL send the PNUpdateResponse message with Result attribute “1” (Success) to PN GW.
7.10.3 PN Release

When PNE or PN GW wants to release PN which it belongs to, PNE or PN GW can send release request message.

If the type of PN is temporary PN, the PN should be released when all of the physical connection between gateway and devices are broken, which means PN GW should send release message to CPNS Server and PNE and PN GW should remove the PNInfo element in local PN Inventory each other. 

7.10.3.1 PNE
When PNE wants to remove a PN which it belongs to, PNE SHALL send the PNReleaseRequest message to the PN GW including below attributes. 

· PNID attribute SHALL be inserted

· PNEID attribute SHALL be inserted for requesting PNE

If PNE receives the PNReleaseResponse message from PN GW, PNE SHALL remove the PNInfo element of PN Inventory related with this PNID.

If PNE receives the PNReleaseNotification message from PN GW, PNE SHALL remove the PNInfo element of PN Inventory related with this PNID.

If the PNE in the temporary PN is unintentionally disconnected without PN Release, that PNE SHALL remove the PNInfo element in local PN Inventory.

7.10.3.2 PN GW
When PN GW receives the PNReleaseRequest message from PNE, PN GW wants to remove a PN which PN GW belongs to, or PN GW is disconnected with all of PNEs forming temporary PN, PN GW SHALL send the PNReleaseRequest message to CPNS Server including below attributes.

· PNID attribute SHALL be inserted

· PNEID attribute for requesting PNE SHALL be inserted if this release request was initiated by PNE.
When PN GW receives the PNReleaseResponse message with Result attribute “1” (Success) from CPNS Server, PN GW SHALL check there are connected PNEs forming this released PN.  If there are connected member PNEs, PN GW SHALL send the PNReleaseNotification messages including PNID attribute to the PNEs, which are members in PN. If PNE requested release PN originally, PN GW SHALL NOT send the PNReleaseNotifcation message to the requesting PNE. PN GW SHALL remove PNInfo element in local PN Inventory related with this PNID of PN to be released.

When PN GW receives the PNReleaseNotification message from CPNS Server, PN GW SHOULD display Reason attribute to the User if this message contains Reason attribute. 
PN GW SHALL check there are connected PNEs forming this released PN.  If there are connected member PNEs, PN GW SHALL send the PNReleaseNotification messages including PNID attribute to the PNEs, which are members in PN. After notification to the member PNE, PN GW SHALL send the PNReleaseReponse message including Result attribute with “1” (Success) to CPNS Server. PN GW SHALL remove PNInfo element in local PN Inventory related with this PNID of PN to be released.

If the PN GW is disconnected with member PNE forming PN to be release, PN GW SHALL send the PNReleaseResponse message to the CPNS Server including.

· Result attribute SHALL be “3” (Fail, PNE disconnected)

· PNEInfo element SHALL be included for the disconnected PNE

· PNEID attribute SHALL be included for PNE ID.
7.10.3.3 CPNS Server
When CPNS Server receives the PNReleaseRequest message from PN GW, CPNS Server SHALL create the PNReleaseResponse message including

· Result attribute SHALL be inserted with “1”(Success) .

After creating the message, CPNS Server SHALL send the PNReleaseResponse message to PN GW and CPNS Server SHALL remove the PNInfo element related with this PNID in local PN Inventory if there is no Service Group for member PNEs.
If PN release is requested by operator’ policy, CPNS Server SHALL send the PNReleaseNotification message including PNID attribute and Reason attribute to the PN GW, CPNS Server SHALL remove PNInfo element in local PN Inventory.
7.11 Service Group Management
7.11.1 Service Group Creation
7.11.1.1 PNE

When PNE is requested to create Service Group from CPNS User and PNE wants to be SG Owner of certain Service Group, PNE SHALL send the SGCreateRequest message to PN GW including below. If there is no SG Inventory in the PNE, PNE SHALL create SG Inventory first.
· OriginEntityID attribute SHALL be inserted for creation requesting PNE.

· SGInfo element SHALL be inserted

· SGDescription attribute SHOULD be inserted to describe the Service Group.
· Sharing attribute SHALL be inserted based on the applicable access level to the SG information . 

· If a member PNE wants to share the SG information with other SG members only, the value of the Sharing attribute will be ‘2’ for Selective access level. 
· If a member PNE wants to restrict access to SG information for any PNE, regardless of whether  being of SG member or not, the value of the Sharing attribute will be ‘3’ for Closed access level
· MaxPNE attribute SHALL be inserted if PNE wants to insert its maximum number of members. CPNS Server SHALL check this MaxPNE whenever the additional PNE joins.

· MaxUser attribute SHALL be inserted if PNE wants to insert its maximum number of CPNS User(s). CPNS Server SHALL check this MaxUser whenever the additional PNE joins using CPNS User information of that PNE.
· ServiceID elements SHALL be inserted if this PNE knows ServiceIDs through service discovery procedure or the other procedure, and wants to get that service. 

· PNEInfo element SHALL be inserted for invited PNE(s), if creation requesting PNE wants to invite the other PNEs.  
· PNEID attribute SHALL be inserted to specify PNE to be invited.
When PNE receives the SGCreateResponse message from PN GW, PNE SHALL store following information in the SG Inventory. 

· SGInfo element SHALL be stored from the SGCreateResponse message.

· MemberInfo element SHALL be stored from PNEInfo element in the SGCreateResponse message, which PNEInfo element has Result attribute with “1” (Success).
7.11.1.2 PN GW

When PN GW receives the SGCreateRequest message from PNE or PN GW creates the SGCreateRequest message including attribute and elements except OriginEntityID attribute at CPNS User request, PN GW SHALL send the SGCreateRequest message to CPNS Server. When PN GW creates the SGCreateRequest message, PN GW SHALL insert SG Owner using member PNE in PN handled by this PN GW.
When PN GW receives the SGCreateResponse message from CPNS Server, PN GW SHALL create new SGInfo element in local SG Inventory based on following information included in the SGCreateResponse message.

· SGInfo element SHALL be stored from the SGCreateResponse message.

· MemberInfo element SHALL be stored from PNEInfo element with only PNEID and PNGWID attributes (without any elements and Name attribute because they are stored in local PN Inventory) in the SGCreateResponse message if Result attribute is “1” (Success), and value of PNGWID is part of its PN for this PNGW, which means this PNE is forming same PN with this PN GW.

 And then PN GW SHALL send the SGCreateResponse message to the requesting PNE for Service Group creation if SG creation request was initiated by PNE.

7.11.1.3 CPNS Server

When CPNS Server receives the SGCreateRequest message, CPNS Server SHALL assign SGID. 

If invited PNE’s PNE ID(s) is inserted in the SGCreateRequest message, CPNS Server SHALL create SGInviteRequest messages per PN GW forming same PN with invited PNEs including
· SGInfo element SHALL be inserted.

· SGID attribute SHALL be inserted which is assigned by CPNS Server.

· SGDescription attribute SHOULD be inserted if this is available in the SGCreateRequest message from PN GW..

· ServiceInfo element SHALL be inserted if the SGCreateRequest message has ServiceInfo element.

· ServiceID attribute SHALL be inserted if the SGCreateRequest message has this.

· Keyword attribute SHALL be inserted if CPNS Server finds out appropriate Keyword for this ServiceID in the registered service list.

· MemberInfo element SHALL be inserted with only one sub element for the SG Owner if Sharing attribute is “2”(Selective).

· PNEID attribute SHALL be inserted.

· Name attribute SHOULD be inserted for the name of SG Owner PNE if the SGCreateRequest message contains.

· PNEInfo element SHALL be inserted for invited PNEs per PN GW forming same PN.

· PNEID attribute SHALL be inserted for invited PNE

· PNGWID attribute SHALL be inserted with proper PN for the invited PNE. If the invited PNE joins multiple PNs, CPNS Server should select proper PN based on certain criteria such as the number of PNEs in PN and capabilities of PN GW (e.g. network capabilities, device capabilities, charging, location).

CPNS Server SHALL send SGInviteRequest messages to selected PN GW(s) forming same PN with invited PNE(s) after CPNS Server finds out appropriate PN in local PN Inventory. 

When CPNS Server receives the SGInviteResponse messages from all PN GW(s), which are forming the PNwith invited PNE(s), CPNS Server SHALL request the service to the Service Provider based on ServiceID attribute. Upon Receiving the success response from Service Provider, CPNS Server SHALL create new SGInfo element in SG Inventory and store the SGInfo element from the SGCreatRequest message and store MemberInfo element from PNEInfo element having Result attribute “1” (Success) in the SGInviteResponse message.
CPNS Server SHALL send the SGCreateResponse message to the PN GW, which sent the SGCreateRequest message to CPNS Server originally,. If CPNS Server changes the value of sub attribute in SGInfo element, it SHALL be applied in SGCreateResponse message. (e.g. requester wants to set 10 for MaxPNE, but CPNS Server allows only 5)
After sending the SGCreateResponse message, CPNS Server SHALL initiate Service Group Member Update procedure when the Shairing attribute is “1” or “2”.
NOTE: The member update procedure can be done before sending the SGCreateResponse message to PN GW. This update is possible when CPNS Server  sends the SGChangeNotification message for the member update procedure before sending the SGCreateResponse message.
7.11.2 Management of SG Controlling Entities
This section describes managing members of Service Group after Service Group Creation procedure. 

7.11.2.1 PNE Invite in Service Group
7.11.2.1.1 PNE
[Procedure in inviter PNE]

When CPNS User requests PNE to invite the other PNE(s), PNE SHALL send the SGInviteRequest message to PN GW including below.

· OriginEntityID attribute SHALL be inserted which is Entity ID of the requesting PNE 

· SGInfo element SHALL be inserted to provide information of the Service Group to invited PNE

· SGID attribute SHALL be inserted for Service Group ID

· SGDescription attribute MAY be inserted. This attribute can be skipped because this is stored in SG Inventory of CPNS Server. 

· PNEInfo element SHALL be inserted for PNE(s) to be invited.

· PNEID attribute SHALL be inserted for PNE to be invited.

When PNE receives the SGInviteResponse message from PN GW, PNE SHALL update local SG Inventory using PNEInfo element for the successfully invited PNE, which means the value of Result attributeis “1” (Success) in the SGInviteResponse message.
[Procedure in invited PNE]
When PNE receives the SGInviteRequest message from PN GW in the same PN, PNE SHALL create the SGInviteResponse message including PNEInfo element with below two attributes.

· PNEID attribute SHALL be inserted.

· Result attribute SHALL be inserted with “1” (Success) if CPNS User accepts SG Invite Request or PNE is pre-configured to automatically accept SG Invite Request, or “5” (fail) if CPNS User rejects SG Invite Request.
And PNE includes additionally below attributes and elements for the PNE in case of Result “1”.
· PNGWID attribute SHALL be inserted from the SGInviteRequest message 
· Name attribute SHALL be inserted if device supports.
· UserInfo element SHOULD be inserted from CPNS Profile in device 

· DeviceCapa and ServiceProfile element MAY be inserted from CPNS Profile in device if the CPNS User wants to share its information with the other members. This can be inserted depending on its local privacy or sharing policy about CPNS Profile in device.

After creating the SGInviteResponse message, PNE SHALL send the SGInviteResponse message to the PN GW. 

7.11.2.1.2 PN GW
When PNGW receives the SGInviteRequest message from PNE or create SGInviteRequest message including elements and attributes except OriginEntityID attribute for requester PNE (see section 7.7.2.1.1) at CPNS User request, PN GW SHALL send the SGInviteRequest message to CPNS Server. 
When PN GW receives the SGInviteRequest message from CPNS Server, 
· PN GW SHALL send the SGInviteResponse message to CPNS Server including Result attribute “4” (fail, this PNE is disconnected) if physical connections to all of invited PNEs are disconnected, or there is only one invited PNE in the SGInviteRequest message and the PNE is disconnected with PN GW physically.
· PN GW SHALL send SGInviteRequest messages with only one PNEInfo element to each invited PNE 
· When PN GW receives all of SGInviteResponse messages from PNEs to which the PN GW sent SGInviteRequest messages, PN GW SHALL send the SGInviteResponse message to CPNS Server including all of PNEInfo element in the SGInviteResponse messages which were sent from PNEs, and PNEInfo element (PNEID, PNGWID, available Name attributes and UserInfo, optional DeviceCapa and ServiceProfile elements) inserted by PN GW for PNEs which have NeedProxy attribute with “TRUE”. The Result attribute value is

· “1”(Success) for the successfully invited PNE 

· “4” (Fail) for the disconnected PNE with PN GW

· “5” (Fail) for the rejecting PNE from CPNS User.

When PN GW receives the SGInviteResponse message from CPNS Server, PN GW SHALL send the SGInviteResponse message to the requester PNE if the SGInviteRequest message is issued by PNE. PN GW SHALL update the successfully invited PNEInfo (Result attribute is “1” (Success)) with only PNEID and PNGWID attributes (without any elements and Name attribute because they are stored in local PN Inventory) in local SG Inventory if invited PNEs are the member of PN handed by this PN GW.

7.11.2.1.3 CPNS Server
When CPNS Server receives the SGInviteRequest message from PN GW, CPNS Server checks that PNEID attribute is in the SGInviteRequest message. 

· If there is OriginEntityID, the CPNS Server SHALL check whether it is the ID of member PNE. . If there is no OriginEntityID attribute, the CPNS Server SHALL check whether the sender of this message (PN GW) is a SG Owner. CPNS Server can allow the invite request of other PNEs following the operator’s policy. If conditions above are not satisfied, CPNS Server SHALL send the SGInviteResponse message to the PN GW including Result attribute as fail “2”.

· The CPNS Server SHALL check that invited PNEs can join the Service Group. If sum of the number of invited PNEs and the number of current member PNEs exceeds the maximum number of SG member PNEs, CPNS Server SHALL send the SGInviteResponse message to the PN GW including Result attribute as fail “3”.

If above two examinations are successful, CPNS Server SHALL create the SGInviteRequest message including 
· SGInfo element SHALL be inserted

· SGID attribute SHALL be inserted for Service Group ID

· SGDescription attribute SHALL be inserted if SG Inventory contains.

· Sharing attribute SHALL be inserted from SG Inventory.

· ServiceInfo element SHALL be inserted if SG Inventory contains.

· ServiceID attribute SHALL be inserted if SG Inventory contains.

· Keyword attribute SHALL be inserted after finding out Keyword in the registered service list if SG Inventory contains ServiceID. 

· MemberInfo element SHALL be inserted if Sharing attribute is “2”(Selective).

· PNEID attribute SHALL be inserted.

· Name attribute SHOULD be inserted if SG Inventory contains.

· PNEInfo element SHALL be inserted per the related PN GWs forming same PN with invited PNEs. 

· PNEID attribute SHALL be inserted for invited PNE.

· PNGWID attribute SHOULD be inserted with proper PN for the invited PNE. If the invited PNE joins multiple PNs, CPNS Server should select proper PN based on certain criteria such as the number of PNEs in PN and capabilities of PN GW (e.g. network capabilities, device capabilities, charging, location).

And CPNS Server SHALL send SGInviteRequest messages to the related PN GWs with invited PNEs to relay this messages after CPNS Server finds out appropriate PN GWs in local PN Inventory. 

When CPNS Server receives the SGInviteResponse message from the PN GW which is forming the PN with invited PNEs, CPNS Server SHALL update SG Inventory with PNEInfo element having Result attribute “1” (Success). 
After getting all of SGInviteResponse messages from PN GWs to which CPNS Server had sent SGInviteRequest messages, CPNS Server SHALL send the SGInviteResponse message to the requesting PN GW, which had sent the SGInviteRequest message to CPNS Server at the first step, . This SGInviteResponse SHALL include PNEInfo element from received SGInviteResponse messages. 
Finally, the Service Group Member Update procedure SHALL be performed. (see Section 7.7.2.4)

7.11.2.2 PNE Expulsion in Service Group
7.11.2.2.1 PNE
[Procedure in PNE when PNE expels other PNE(s)]

When a certain PNE requests to expel other PNE(s) in the SG,the PNE SHALL send the SGActionRequest message to PN GW including below.

· OriginEntityID attribute SHALL be inserted.

· SGInfo element SHALL be inserted with only SGID attribute to inform the Service Group 

· PNEInfo element SHALL be inserted for expelled PNE(s) including

· PNEID of target PNE and Action attribute with “1” (Expel)

When PNE receives the SGActionResponse message from PN GW, PNE SHALL remove PNE information in MemberInfo element of local SG Inventory using the successfully expelled PNE, which means the value of Result in PNEInfo is “1” (Success) and Action attribute is “1”(Expel).

[Procedure in PNE when PNE is expelled from Service Group]

When PNE receives the SGActionNotification message with Action attribute “1”(Expel), PNE SHALL remove SGInfo element in SG Inventory according to the Service Group which is designated by the SGActionNotification message. 

7.11.2.2.2 PN GW
When PN GW receives the SGActionRequest message from PNE or create the SGActionRequest message including elements (see section 7.7.2.2.1) without OriginEntityID attribute at CPNS User request, PN GW SHALL send the SGActionRequest message to CPNS Server. 
When PN GW receives the SGActionRequest message from CPNS Server, PN GW SHALL send the SGActionResponse message to CPNS Server including Result attribute “5” (fail, this PNE is disconnected) if all of target PNEs are disconnected, or there is only one PNE in the SGActionRequest message and PNE is disconnected with the PN GW. 

After checking connection between PN GW and expelled PNEs, PN GW SHALL create SGActionNotification messages with SGID and PNEInfo (PNEID attribute and Action attribute “1”(Expel)) and then send SGActionNotification messages to each target PNEs if one or more of target PNEs are connected with this PN GW pertaining to the same PN. 
And then, PN GW SHALL send the SGActionResponse message to CPNS Server including Result attribute. This Result attribute value is

· “1”(Success) for the successfully expelled PNE 

· “4” (Fail) for the disconnected PNE with PN GW.

When PN GW gets the SGActionResponse message from CPNS Server, PN GW SHALL remove successfully expelled PNEInfo with Action attribute “1” (Expel) and Result”1” (Success) from local SG Inventory. And then PN GW SHALL send the SGActionResponse message to the requesting PNE if the SGActionRequest message is issued by PNE.

7.11.2.2.3 CPNS Server
When CPNS Server receives the SGActionRequest message from PN GW, CPNS Server checks Action attribute in sub element of PNEInfo element. 

· If the value is “1” (Expel), the CPNS Server SHALL check that OriginEntityID is SG Owner in the Service Group. 
· If the value is “1” (Expel), the CPNS Server SHALL check that this target PNE is the member of Service Group.
If either or both of above examinations are fail for all of sub elements of PNEInfo, CPNS Server SHALL send the SGActionResponse message to the PN GW including Result attribute as “2” (Fail, requesting PNE is not authorized for member expulsion) or “3”  (Fail, expelled PNE is not the SG member).
If above two examinations are successful for one or more sub elements of PNEInfo, CPNS Server SHALL send SGActionRequest messages to the PN GW(s), which the expelled PNE(s) pertains to, using the PNGWID found in the SG Inventory.
When CPNS Server receives all of SGActionResponse messages from PN GWs, to which CPNS Server sent SGActionRequest message,  CPNS Server SHALL update SG Inventory using PNEInfo element having Action attribute “1” (Expel) in SGActionRequest messages and send the SGActionResponse message to the PN GW in the same PN as with requesting PNE including PNEInfo with PNEID and Result attribute 

· “1” if the expel is success

· “3”if requesting PNE does not match with SG Owner in CPNS Server examination

· “4” if the Result value is “4” in the SGActionResponse message from the related PN GW

After sending the SGActionResponse message, CPNS Server SHALL initiate Service Group Member Update procedure. (see Section 7.7.2.4) 

7.11.2.3 PNE Joining, Leaving Service Group
7.11.2.3.1 PNE
When CPNS User wants PNE to join a Service Group or to leave a Service Group, PNE SHALL create the SGActionRequest message including 

· OriginEntityID attribute SHALL be inserted for requesting PNE.

· SGInfo element SHALL be inserted with only SGID attribute to inform the Service Group 

· PNEInfo element SHALL be inserted including

· PNEID attribute SHALL be inserted for requesting PNE

· PNGWID attribute SHOULD be inserted in case of joining after selecting appropriate PN GW from PN Inventory. If there are several PN GWs in PN Inventory, PNE can select proper PN based on certain criteria such as the considering bigger number of member PNE or early established PN.
· Action attribute SHALL be inserted with “2” (Join) for joining or “3” (Leave) for leaving

And PNE SHALL send the SGActionRequest message to the selected PN GW.

When PNE receives the SGActionResponse message from PN GW, PNE SHALL 

· store SGInfo element to local SG Inventory in case of joining (Action attribute is “2”(Join) and Result attribute is “1” (Success) in PNEInfo element) .

· remove local SG Inventory in case of leaving (Action attribute is “3”(Leave) in PNEInfo element)
7.11.2.3.2 PN GW
When PN GW receives the SGActionRequest message from PNE or PN GW wants connected member PNE to join or leave, PN GW SHALL send the SGActionRequest message to CPNS Server (see section 7.7.2.3.1).

When PN GW receives the SGActionResponse message from CPNS Server, PN GW SHALL, 

· in case of joining, add following information of successful joining of PNE (Result attribute “1”) in SG Inventory.

If PN GW stores SGInfo related with SGID contained in the SGActionResponse message in local SG Inventory,

· PNEID attribute and PNGWID attribute in PNEInfo element SHALL be added in local SG Inventory.

If PN GW does not store SGInfo related with SGID contained in the SGActionResponse message in local SG Inventory, PNE GW SHALL create one SGInfo element in local SG Inventory and

· SGID attribute, SGDescription attribute SHALL be added into SGInfo element

· ServiceID attribute of ServiceInfo element SHALL be added.

· PNEID attribute and PNGWID attribute of MemberInfo element SHALL be added from PNEInfo element and MemberInfo element in the SGActionResponse message. 

· in case of leaving, remove MemberInfo element for left PNE from SG Inventory. If the left PNE is last SG member PNE of a Service Group in PN GW, PN GW SHALL remove SGInfo element from SG Inventory for the Service Group.

And then PN GW SHALL send the SGActionResponse message to the requesting PNE in case the SGActionRequest message was initiated by PNE.

7.11.2.3.3 CPNS Server
When CPNS Server receives the SGActionRequest message from PN GW, CPNS Server checks Action attribute in sub element of PNEInfo element. 

· If the value is “2” (Join), the CPNS Server SHALL check maximum number of PNEs (i.e, MaxPNE) or maximum number of CPNS Users (i.e, MaxUser) for the SG

· If the value is “3” (Leave), the CPNS Server SHALL check that this target PNE is the member of Service Group.

If above examination is fail, CPNS Server SHALL send the SGActionResponse message to the PN GW including Result attribute “5” in case of join and “3” as fail in case of leave.
If above two examinations are successful, CPNS Server SHALL update MemberInfo element of SG Inventory using PNEInfo element in the SGActionRequest message and SHALL create the SGActionResponse message including below.

· PNEInfo element SHALL be inserted from the SGActionRequest message

· PNEID attribute SHALL be inserted 

· Action attribute SHALL be inserted

· Result attribute SHALL be inserted with “1” (Success)

· SGInfo element SHALL be inserted from local SG Inventory in case of join. 

And then CPNS Server SHALL send the SGActionResponse message to the PN GW in the same PN with requesting PNE after finding PNGWID in local SG Inventory.

After sending the SGActionResponse message, CPNS Server SHALL initiate Service Group Member Update procedure. (see Section 7.7.2.4)
7.11.2.4 Service Group Member Update 
After SG Creation, SG Update, PNE Invitation, PNE Expulsion, PNE Joining and PNE Leaving procedure, all of the members of Service Group should get the member update notification.

7.11.2.4.1 PNE
When PNE get the SGChangeNotification message from PN GW, PNE SHALL store or update in local SG Inventory.

7.11.2.4.2 PN GW
When the PN GW receives the SGChangeNotification message from CPNS Server, the following attributes SHALL be stored or updated in the local SG Inventory of PN GW. 
· SGInfo element  
· SGID attribute is to find out SG in local SG Inventory
· MemberInfo element
· If PNEID attribute in MemberInfo element is the member PNE managed by this PN GW in PN, PNEID and PNGWID attribute SHALL be updated in local SG Inventory of PN GW. 
After updating, PN GW SHALL forward SGChangeNotification messages to its PNEs pertaining to the same PN and its PNEs are members of this Service Group. 
7.11.2.4.3 CPNS Server
CPNS Server SHALL send SGChangeNotification messages per related PN GWs forming same PN with member PNEs including below element. CPNS Server SHALL set SG ID in Destination ID in common header since the SGChangeNotification message is delivered to all SG member PNEs.
· SGInfo element  SHALL be inserted

· SGID attribute SHALL be inserted

· MemberInfo element SHALL be inserted if Sharing is “2” (Selective) and CPNS Server gets the SGActionRequest message including PNEInfo element.

· the information of modified member SHALL be inserted with a proper Result attribute for all of existed members if there is modified member PNE (e.g. join, invite, expel, leave)

·  all of the sub elements of PNEInfo with Result “0” (Current) attribute SHALL be inserted for only the newly joined or invited members after Joining procedure.

NOTE: In Join, Leave, Expel procedure, the joined, left and expelled PNE that received the message including SG Inventory from CPNS Server does not need to get additional SGChangeNotification message. The only Invite procedure, the invited PNE needs to receive the  SGChangeNotification message.
7.11.3 Service Group Update
7.11.3.1 PNE
When PNE acting as SG Owner wants to update SGInfo, PNE SHALL send the SGActionRequest message to PN GW including below 

· OriginEntityID attribute SHALL be filled with Entity ID of requesting PNE.

· SGInfo element SHALL be inserted.

· SGID attribute SHALL be inserted.

· SGDescription SHALL be inserted if PNE wants to change.

· ServiceInfo element SHALL be inserted if PNE wants to change.

· ServiceID attribute SHALL be inserted if PNE wants to change.

· ServiceStatusattribute SHALL be inserted with “1” if PNE wants to insert, “2” if PNE wants to remove.
When PNE receives the SGActionResponse message, PNE SHALL update SG Inventory.

7.11.3.2 PN GW
When PN GW receives the SGActionRequest message from PNE, PN GW SHALL forward the SGActionRequest message to CPNS Server.

When PN GW wants to update SGInfo in case PN GW belongs to the same User of the SG Owner as a member of PN, PN GW SHALL send the SGActionRequest message at User request to CPNS Server including below.

· SGInfo element SHALL be inserted.

· SGID attribute SHALL be inserted.

· SGDescription SHALL be inserted if PN GW wants to change.

· ServiceInfo element SHALL be inserted if PN GW wants to change.

· ServiceID attribute SHALL be inserted if PN GW wants to change.

· ServiceResult attribute SHALL be inserted with “1” if PN GW wants to insert, “2” if PN GW wants to remove.
When PN GW receives the SGActionResponse message, PN GW SHALL update SG Inventory. If the SGActionRequest message was initiated by PNE, PN GW SHALL forward the SGActionResponse message to PNE.

7.11.3.3 CPNS Server
When PN GW receives the SGActionRequest message from PN GW, CPNS Server SHALL check whether the OriginEntityID is equal to Entity ID of SG Owner by referring local SG Inventory. If there is no OriginEntityID in the SGActionRequest message, CPNS Server SHALL check the related PN GW belongs to the same User of SG Owner in local PN Inventory. 
If there is a request for the Service Group update from External entities or from the operator’s decision, the CPNS Server SHALL be able to execute the process as same as the process initiated by SG member. In this process, the CPNS Server SHALL update in local SG Inventory according to the SGActionRequest message. CPNS Server SHALL send the SGActionResponse message to PN GW.

After sending the SGActionResponse message, CPNS Server SHALL initiate Service Group Member Update procedure. 
7.11.4 Service Group Discovery

7.11.4.1 PNE
When CPNS User wants to find out the existed Service Group list, PNE SHALL create the SGDiscoveryRequest message with SGInfo including ServiceID and/or Keyword attributes according to User’s request. If the CPNS User wants to receive the member information of found Service Group(s), PNE SHALL set MemberReq with “TRUE”.
After creating the SGDiscoveryRequest message, PNE SHALL send the SGDiscoveryRequest message to PN GW.

When PNE receives the SGDiscoveryResponse message from PN GW, PNE can join a certain Service Group in the message (see section 7.7.2.3), or PNE can create new Service Group if there is no matched Service Group (see section 7.7.1.1).
7.11.4.2 PN GW
When PN GW receives the SGDiscoveryRequest message from PNE or create the SGDiscoveryRequest message with SGInfo including ServiceID and/or Keyword attributes at CPNS User request, PN GW SHALL send the SGDiscoveryRequest message to CPNS Server.

When PN GW receives the SGDiscoveryResponse message from CPNS Server and its original request was initiated by PNE, PN GW SHALL send the SGDiscoveryResponse message to the PNE. If the discovery request was originated by PN GW, PN GW can join a certain Service Group in the message (see section 7.9.2.3), or PN GW can create new Service Group if there is no matched Service Group (see section 7.9.1.1).
7.11.4.3 CPNS Server
When CPNS Server receives the SGDiscoveryRequest message from PN GW, CPNS Server SHALL find the proper Service Group, which has Sharing “1”(Public), based on ServiceID and/or Keyword attributes in SG Inventory. When Keyword is set in SGDiscoveryRequest message,, CPNS Server tries to find out Service Group with proper Service, SGDescription, member identifier related with Keyword. 

After finding the proper Service Group, CPNS Server SHALL create the SGDiscoveryResponse message with SGInfo element from local SG Inventory. If the MemberReq is “TRUE”, CPNS Server SHALL insert the MemberInfo element in the SGDiscoveryResponse message. After creating the SGDiscoveryResponse message, CPNS Server SHALL send the SGDiscoveryResponse message to PN GW.
7.11.5 Service Group Release
7.11.5.1 PNE

When PNE acting as SG Owner wants to release the Service Group, PNE SHALL create the SGReleaseRequest message including below. PNE SHALL check whether the PNE is SG Owner by referring local SGInventory.

· SGID attribute SHALL be inserted.

· OriginEntityID attribute SHALL be inserted.

After creating the SGReleaseRequest Message, the PNE SHALL send the SGReleaseRequest message to PN GW.

When PNE receives the SGReleaseResponse message, PNE SHALL remove SGInfo element in SG Inventory related with this SGID.

When the PNE receives the SGReleaseNotification message, PNE SHALL remove SGInfo element in SG Inventory related with this SGID. 

7.11.5.2 PN GW
When PN GW receives the SGReleaseRequest message from PNE or create SGReleaseRequest message with SGID attribute, PN GW SHALL send the SGReleaseRequest message to CPNS Server. If PN GW belongs to same User with SG Owner as member PNE in PN, PN GW can request SG Release.
When PN GW receives the SGReleaseResponse message from CPNS Server, the PN GW SHALL forwards the SGReleaseResponse message to the PNE. After that, PN GW SHALL remove SGInfo element in local SG Inventory related with this SGID. If the release request is initiated by the PNE which belongs to same PN. the PN GW forwards the SGReleaseResponse message to the PNE. 
When PN GW receives the SGReleaseNotification message from CPNS Server, PN GW SHALL send SGReleaseNotification messages to member PNEs of Service Group except PNE which requests SG release. After that, PN GW SHALL remove SGInfo element in local SG Inventory related with this SGID. 
7.11.5.3 CPNS Server
When CPNS Server receives the SGReleaseRequest message from PN GW, CPNS Server SHALL check that

· OriginEntityID is equal to Entity ID of SG Owner in the Service Group if there is OriginEntityID, OR, 
PN GW belongs to same user with SG Owner as member PNE in PN Inventory.
· SGID is registered in SG Inventory 
If at least one of above examinations fail, CPNS Server SHALL send the SGReleaseResponse message to the PN GW including Result attribute as “2” in case that OriginEntityID is not equal to Entity ID of SG Owner or PN GW does not have SG Owner as a member of PN, or “3” in case that SGID is not registered in SG Inventory. 

If above all of examinations are successful, CPNS Server SHALL send SGReleaseNotification messages with SGID attribute to the related PN GWs forming same PN with PNEs after finding PNGWID in local SG Inventory. CPNS Server SHALL set SG ID in Destination ID in common header since the SGReleaseNotification message is delivered to all SG member PNEs.
And then, CPNS Server SHALL remove SGInfo element in SG Inventory related with this SGID and CPNS Server SHALL send the SGReleaseResponse message to the PN GW which sent the SGReleaseRequest message to CPNS Server.

If the Service Group is released due to the operator’ policy, CPNS Server SHALL send the SGReleaseNotification message including SGID attribute to the related PN GWs forming same PN with PNEs after finding PNGWID in local SG Inventory. Then, CPNS Server SHALL remove SGInfo element in local SG Inventory.
7.11.6 Service Group Owner Transfer
7.11.6.1 PNE
When SG Owner wants to transfer its ownership to other candidate PNE inside the service group, the SG Owner SHALL create SG Owner Transfer Request message including the SGID of the original SG owner, and SHOULD  include the PNE ID of the candidate of next SG Owner recommended by the original SG Owner and the reason to transfer if possible.
After creating the SG Owner Transfer Request message, PNE SHALL send the SG Owner Transfer Request message to PN GW.
If the new PNE accepts the group ownership , this PNE shall create the SG Owner Transfer Response message with Accept  equal to TRUE indicating the owner transfer is successful and should also include with PNE ID of the new SG Owner and  SGID of the new SG Owner.
When the original PNE receives the SG Owner Transfer Response message from PN GW with positive confirmation 

indicating the ownership transfer is successful, PNE SHALL update its SG Inventory.
7.11.6.2 PN GW
When PN GW receives the SG Owner Transfer Request message including the SGID of the former SG Owner from PNE, PN GW SHALL send the SG Owner Transfer Request message to CPNS Server.

When PN GW receives the SG Owner Transfer Response message from CPNS Server, PN GW SHALL send the SG Owner Transfer Response message to the PNE.

When PN GW receives the SG Owner Transfer Response with positive confirmation indicating the ownership transfer is successful, PN GW SHALL update its SG Inventory.
7.11.6.3 CPNS Server
When CPNS Server receives the SG Owner Transfer Request message from PN GW, CPNS Server SHALL forward the SG Owner Transfer Request to the candidate SG Owner based on device capabilities, service description, operator’s policy of CPNS Server or the recommendation from the original SG Owner. .
When CPNS Server receives the SG Owner Transfer Response with positive confirmation, CPNS Server SHALL update its SG Inventory and forward the SG Owner Transfer Response message to the original SG Owner. 

CPNS Server SHALL deliver the SG Owner change notification to member PNEs in the SG.

When CPNS Server receives the SG Owner Transfer Response with negative confirmation, CPNS Server SHALL forward the SG Owner Transfer Request message to another candidate SG Owner or forward the SG Owner Transfer Response message to the original SG Owner.
7.12 Group Key Management

7.12.1 Group Key creation
· CPNS Server

When CPNS Server receives a SGCreateRequest message, CPNS Server SHALL create a Group Key and store the Group Key.

After CPNS Server creates Group Key, CPNS Server SHALL deliver a Group Key to all member PNEs in Service Group according to procedures in Section 7.8.5.

7.12.2 Group Key update
· CPNS Server

When CPNS Server receives a SGActionRequest message with Action = “3” (i.e, SG leave request) from a member PNE or SGActionRequest message with Action =”1” (i.e., SG expel request) from SG Owner, CPNS Server SHALL update a Group Key and store the Group Key.

CPNS Server SHOULD update a Group Key periodically and store the Group Key.

After CPNS Server updates Group Key, CPNS Server SHALL deliver a Group Key to all member PNEs in Service Group according to procedures in Section 7.8.5.
7.12.3 Group Key deletion
· CPNS Server

When CPNS Server receives a SGReleaseRequest message from SG Owner, CPNS Server SHALL delete a Group Key.

· PNE

When PNE receives a response message of SGActionRequest message with Action = “3” (i.e, SG leave request), SGActionRequest message with Action =”1” (i.e., SG expel request), or a SGReleaseNotification message, the PNE SHALL delete a Group Key.

7.12.4 GKDK/GKEK management
If PNE or PN GW supports broadcast based Group Key delivery, GKDK/GKEK management procedure described in this sub section SHALL be supported in PNE or PN GW, respectively.

· PNE

When PNE wants to create or join Service Group or is invited to Service Group, PNE SHALL send a GKDK request to PN GW in the same PN except in the following cases.

· GKDK has been already assigned from the PN GW or

· PNE detects that the PN GW supports broadcast group key delivery
When PNE receives a GKDK response from PN GW, the PNE SHALL store GKDK.

· PN GW

When PN GW receives a GKDK request from PNE, the PN GW SHALL create GKDK for the PNE. 

After the GKDK creation, PN GW SHALL send a GKDK response with created GKDK to PNE which sends the GKDK request.

When SG member PNEs in PN change, PN GW SHALL update GKEK.

7.12.5 Group Key delivery

· CPNS Server

To deliver Group Key to SG member PNE(s) in Service Group, CPNS Server SHALL send a Group Key delivery request to PN GW with Group Key. 

· PN GW

When PN GW receives a Group Key delivery request from CPNS Server, PN GW SHALL send a Group Key delivery response to CPNS Server.

After sending a Group Key delivery response to CPNS Server, PN GW SHALL choose a transmission method to deliver Group Key to SG member PNE(s) in PN (i.e., Unicast, Broadcast or hybrid delivery). If PN GW supports broadcast based Group Key delivery, PN GW SHALL choose either of Unicast, Broadcast or hybrid delivery. In the hybrid delivery, Group Key is delivered to some SG member PNE(s) by Unicast and is delivered to other SG member PNE(s) by Broadcast. How to select either of Unicast, Broadcast or hybrid delivery is out of scope.
If PN GW chooses Unicast or hybrid delivery, PN GW SHALL sends a Group Key delivery request with encrypted Group Key to each SG member PNE by Unicast. If underlying PAN does not provide sufficient level of security, PN GW SHALL encrypt the Group Key by session key in secure session established between PN GW and PNE. Otherwise, the Group Key SHALL be encrypted using security key used in the underlying PAN.
If PN GW chooses Broadcast or hybrid delivery, PN GW SHALL encrypt Group Key using the GKEK. After the Group Key encryption, PN GW SHALL broadcast a Group Key delivery request in PN with the encrypted Group Key.
· PNE

When PNE receives a Group Key delivery request from PN GW, the PNE SHALL store Group Key after decryption and send a Group Key delivery response to the PN GW.
If PNE receives Group Key delivery request via broadcast, PNE SHALL decrypt Group Key using pre-assigned GKDK before storing Group Key.

7.13 Service / Content Publication & Discovery
7.13.1 General

7.13.1.1 Service Discovery

The Service Discovery has two variations ServiceDiscoveryRequest/Response and ServiceDescriptionAdvertise.
ServiceDiscoveryRequest/Response

ServiceDiscoveryRequest is activated whenever needed:
· immediately after the PN Registration; or 

· when the Service Discovery is initiated explicitly e.g., CPNS user activation and periodical activation
ServiceDiscoveryRequest/Response provides a mechanism to discover service and information of Remote PNE. 

To execute service, CPNS Entity SHALL be able to retrieve Service Description (i.e., ServiceProfile). For this purpose, the Service Discovery provides a mechanism to discover services with or without employing searching condition. The searching condition could be at least one of these attributes, TargetID (i.e., PNEID or CPID), UserID, UserName and/or any arbitrary text keyword to find out service. 

To create Service Group including remote PNE or to invite remote PNE to be member of Service Group, the CPNS Entity SHALL be able to retrieve the information of remote Entity from CPNS Server using Service Discovery procedure. The remote Entity is the PNE which isn’t physically connected with requesting PNE and is the member of remote PN. For this purpose, the Service Discovery provides a mechanism to discover remote PNE related information with employing searching condition. The searching condition could be at least one of these attributes, TargetID (i.e., PNEID or CPID), UserID, UserName, PNID and/or any arbitrary text keyword. In this case, CPNS Entity Discovery procedure can be omitted, as the Service Discovery can cover CPNS Entity Discovery procedure.
ServiceDescriptionAdvertise 

ServiceDescriptionAdvertise provides a mechanism for the CPNS Server advertises the Service Description to the PNE via PN GW. ServiceDescriptionAdvertise message is unicast message. To prevent spam of Service Description, CPNS Server advertises the Service Description to appropriate PNEs according to the criteria (e.g. status and usage statistics). 
7.13.1.2 Service Publication

Service Publication provides a mechanism for the PNE as content provider and external content provider to publish its Service Description to the CPNS Server with ServiceDescriptionRegistrationRequest/Response message. 
7.13.2 Service Discovery
7.13.2.1 PNE

To find out service, the PNE SHALL send a ServiceDiscoveryRequest message with following parameter set to CPNS Server via PN GW. 

· As searching condition(s), DiscoveryDestination element SHALL be included with at least one of following parameters.
· TargetID attribute (i.e., PNE ID or CPID) 
· UserInfo element with UserID attribute or UserName attribute or both
· Keyword element 
· ContentInfoRequest attribute SHOULD be included to indicate if content related information is requested or not. 
Note: The definition of content related information depends on content/service provider and out of scope of CPNS Enabler. 
· Set the value equals to TRUE to indicate that content related information is requested
· Set the value equals to FALSE to indicate that PNE does not want to receive any content related information
To find remote PNE related information, PNE SHALL send the ServiceDiscoveryRequest message to CPNS Server via PN GW including below.
· As searching condition(s), DiscoveryDestination element SHALL be included with at least one of followings parameters.
· UserInfo element with UserID attribute or UserName attribute or both
· PNID attribute
· Keyword element 
Upon receiving the ServiceDiscoveryConfirmationRequest from PN GW, the PNE SHALL send the ServiceDiscoveryConfirmationResponse with Result (either allowing or denying to access to PN Information) to the CPNS Server via PN GW.
When PNE receives the ServiceDiscoveryResponse message from PN GW, the PNE can invoke service as defined in Service/Content delivery signaling procedure or can start to create Service Group including remote PNE, invite the remote PNE to Service Group considering proper PN or join PN from public PN GW. 

7.13.2.2 PN GW

Upon receiving the ServiceDiscoveryRequest message from PNE, the PN GW SHALL forward the message to CPNS Server. 

To find remote PNE related information, PN GW SHALL send the ServiceDiscoveryRequest message to CPNS Server including below.
· As searching condition(s), DiscoveryDestination element SHALL be included with at least one of followings parameters.
· UserInfo element with UserID attribute or UserName attribute or both
· PNID attribute 
· Keyword element 
Upon receiving the ServiceDiscoveryConfirmationRequest from CPNS Server , 

· If the final destination of the message is the PN GW, the PN GW SHALL send back the ServiceDiscoveryConfirmationResponse message with Result (either allowing or denying to access to PN Information).
· If the final destination of the message is PNE, the PN GW SHALL forward ServiceDiscoveryConfirmationRequest message to the PNE.
Upon receiving the ServiceDiscoveryResponse message from CPNS Server, the PN GW SHALL forward the message to PNE in case PNE initiates ServiceDiscoveryRequest.
7.13.2.3 CPNS Server

7.13.2.3.1 Overall procedure

Upon receiving the ServiceDiscoveryRequest with PNEID or PNID or UserID in DiscoveryDestination element, the CPNS Server SHALL perform PN Inventory access control based on Disclosure and OwnershipEntity attribute. 

If the value of Disclosure attribute is
· 1:  the CPNS Server SHALL send back the ServiceDiscoveryResponse with Result set to FALSE and Reason (e.g., Access Denied) to the PNE via PN GW.

· 2: the CPNS Server SHALL send back the ServiceDiscoveryResponse with matched information (See section 7.9.2.3.2) in PN Inventory to the PNE via PN GW.
· 3: the CPNS Server SHALL forwards ServiceDiscoveryConfirmationRequest message with UserID or PNID or PNEID to the CPNS Entity which is indicated by OwnershipEntityID attribute.

Upon receiving ServiceDiscoveryConfirmationResponse message from the PN GW, 
· If Result in the message is FALSE, the CPNS Server SHALL send back the ServiceDiscoveryResponse with Result set to FALSE and Reason (e.g., Access Denied) to the PNE via PN GW.

· If Result in the message is TRUE, the CPNS Server SHALL send back the ServiceDiscoveryResponse with matched information (See section 7.9.2.3.2) in PN Inventory to the PNE via PN GW.
7.13.2.3.2 Searching relevant information and assembling response message
To find service or remote PNE related information, CPNS Server SHALL perform following. 
In case the ServiceDiscoveryRequest message contains no searching condition, the CPNS Server SHALL find the Service Description based on policy (e.g., CPNS User Preference attribute). In case of no policy is defined, the CPNS Server SHALL send the ServiceDiscoveryResponse with no Service Description to the PNE via PN GW. 

In case the ServiceDiscoveryRequest message contains searching condition, the CPNS Server SHALL perform searching based on the searching condition and composes search result and send back the ServiceDiscoveryResponse with the Service Description to the PNE via PN GW. 

When the searching condition is an arbitrary text, the CPNS Server SHALL finds the Service Description with the text for partial match. Partial match refers to matching of keyword value with values in Service Description to find the match that begins with, contains or ends with the keyword value. 

In case the ServiceDiscoveryRequest message contains ContentInfoRequest with value of TRUE, then CPNS Server SHALL respond with content related information from the Service Description to the PNE via PN GW. 

Note: The definition of content related information depends on content/service provider and out of scope of CPNS Enabler. In result, the mechanism for the CPNS Server to filter only content related information from Service Description is also out of scope of CPNS Enabler. 

The ServiceDiscoveryResponse SHALL contain following parameter sets. 
· Result attribute SHALL be set as “TRUE”.
· TargetInfo element(s) SHALL be included with followings if CPNS Server finds out matched Target supporting services
· TargetID SHALL be included. If the Target is PNE, TargetID is PNEID. If the target is external content provider, TargetID is CPID.
· TargetName attribute SHOULD be included. Name attribute indicate Name of PNE or external content Provider hosting the service with the matched Service Description. 
· Active attribute SHALL be included if the TargetID is PNEID.
· UserInfo element SHOULD be included if Disclosure attribute is ‘2’(Open) or with the confirmation (i.e., ServiceDiscoveryConfirmationResponse) from CPNS Entity designated by OwnershipEntityID. 
· PNID element SHOULD be included if Disclosure attribute is ‘2’(Open) or with the confirmation (i.e., ServiceDiscoveryConfirmationResponse) from CPNS Entity with OwnershipEntityID.
· ServiceProfile element SHALL be included if Target ID is PNE ID and Disclosure attribute is ‘2’(Open) or with the confirmation (i.e., ServiceDiscoveryConfirmationResponse) from CPNS Entity designated by  OwnershipEntityID. If the TargetID is CPID then ServiceProfile SHALL be included, composed from CPNS Profile stored in CPNS Server. 
· PNInfo element(s) SHALL be included if CPNS Server finds out remote PNE information and if Disclosure attribute is ‘2’(Open) or with the confirmation (i.e., ServiceDiscoveryConfirmationResponse) from CPNS Entity designated by  OwnershipEntityID.
When no match with searching condition is found, then the CPNS Server SHALL send the ServiceDiscoveryResponse with no TargetInfo element and Result attribute “FALSE” to the PNE via PN GW. 
The detail searching process is out of scope of CPNS Enabler, but to only describe the CPNS Enabler specific searching framework. 
· In Remote PNE case where PNE is the content provider, the Service Description as ServiceProfile is included in PN inventory stored in CPNS Server. 
· In external content provider case where the external entity is interfaced with CPNS Server, the Service Description of the provider is stored in the form of CPNS Profile in CPNS Server. 
To search for matched text, CPNS Server SHOULD process both Service Description forms (i.e., ServiceProfile in PN Inventory and CPNS Profile). 

To assemble the ServiceDiscoveryResponse with Service Description, following MAY need to be taken into consideration. 

· In Remote PNE case where PNE is the content provider, the ServiceProfile is included in PN Inventory. The consideration is for such case where single PNE (i.e., content provider) registered in multiple PNs, the CPNS Server SHOULD make sure of no duplicated ServiceProfile hosted by the same PNE be returned.

7.13.3 Service Discovery Advertise
7.13.3.1 CPNS Server

When CPNS Server receives Service Description from external content provider through ServiceDescriptionReigstration, the CPNS Server MAY send ServiceDescriptionAdvertise message including relevant Service Description to PNE via PN GW.  

The ServiceDescriptionAdvertise message SHALL contain following parameter sets. 

· ZoneBasedServiceSupport attribute MAY be included as “TRUE” if the purpose of this service is for zone based service.
· CPInfo element SHALL be included.
· CPID attribute SHALL be included. CPID attribute indicates ID of external content provider hosting the service.
· CPName attribute MAY be included for name of external content provider.
· ServiceProfile element SHALL be included. 
For Zone Based Service, the CPNS Server SHALL send the ServiceDescriptionAdvertiseService message to the PN GW which supports Zone Based Service with following parameter retrieved from PN Inventory. PN GW SHALL advertise the Service Description to the PNE. If the ServiceDescriptionAdvertisemessage from CPNS Server indicates to store the Service Description, the PN GW SHALL store the Service Description.
· ZoneBasedServiceSupport attribute MAY be included as “TRUE” to indicate if PN GW need to store the received Service Description. 
7.13.3.2 PN GW

When PN GW receives the ServiceDescriptionAdvertise message, the PN GW SHALL forward the message to the PNE. 

For Zone Based Service, PN GW SHALL advertise the Service Description to the relevant PNE. If the ServiceDescriptionAdvertisemessage from CPNS Server indicates to store the Service Description, the PN GW SHALL store the Service Description. In case the ServiceDescriptionAdvertise message includes an indication, ZoneBasedServiceSupport and the value is “TRUE” then the PN GW SHALL store the received Service Description. 
7.13.3.3 PNE

By receiving the ServiceDescriptionAdvertise, the PNE can invoke service as defined in Service/Content delivery signaling procedure.
7.13.4 Service Description Registration
The Service Description Registration provides a mechanism where PNE acting as content provider or external content provider hosting the service publishes the Service Description to the CPNS Server. 

PN Management procedure is responsible for registration of Service Description in case of PNE acting as content provider publishes the Service Description. The detail description can be found in section 8.5. 
In addition, after initial registration, to publish Service Description (i.e., ServiceProfile), PNE acting as content provider MAY publish the Service Description using ServiceDescriptionRegistrationRequest message. For the case of external content provider publishing the Service Description (i.e., ServiceProfile information set for the CPNS Server to create CPNS Profile), the ServiceDescriptionRegistrationRequest can be utilized. 

7.13.4.1 PNE

The case where PNE acting as content provider publishes Service Description after PN establishment
To publish Service Description (i.e., ServiceProfile) to the CPNS Server, PNE SHALL send the ServiceDescriptionRegistrationRequest message with following parameter sets. 

· PNID attribute to designate the target PN Inventory SHALL be included.
· PNEID attribute to designate the target PNEInfo SHALL be included.
· ServiceProfile element SHALL be included. 
· Disclosure attribute SHALL be included.
· OwnershipEntityID SHALL be included if the value of Disclosure is “3” (i.e. selective)
By receiving the ServiceDescriptionRegistrationResponse message from PN GW, the PNE acknowledge the result of service description registration. 
7.13.4.2 PN GW

The case where PNE acting as content provider registers Service Description

When PN GW receives the ServiceDescriptionRegistrationRequest message from PNE, the PN GW SHALL forward the message to the CPNS Server. 

When PN GW receives the ServiceDescriptionRegistrationResponse message from CPNS Server, the PN GW SHALL forward the message to the PNE.
7.13.4.3 CPNS Server

The case where PNE acting as content provider publishes Service Description

Upon receiving the ServiceDescriptionRegistrationRequest message from PN GW, the CPNS Server replaces the ServiceProfile of target PNE Info in relevant PN Inventory. 

After updating the PN Inventory, the CPNS Server sends the ServiceDescriptionRegistrationResponse message to the PNE via PN GW. 
The case where external content provider publishes Service Description

Upon receiving the ServiceDescriptionRegistrationRequest message from external content provider, the CPNS Server creates and stores the CPNS Profile. The ServiceDescriptionRegistrationRequest message SHALL have CPID attribute and ServiceProfile element and MAY have CPName attribute.
If the CPNS Profile of the requesting external content provider is already stored, identified by CPID, the CPNS Server update or replaces the existing CPNS Profile with received Service Description. 
· CPNS Server SHALL send the ServiceDescriptionRegistrationResponse message to the external content provider including Result attribute.
7.14 Service / Content Delivery
The Service/Content Delivery procedure facilitates the delivery of service/content.  

Service/Content Delivery is activated when the Service/Content Delivery is initiated explicitly e.g., with user interaction.  
By performing the Service Discovery procedure, the PNE receives the Service Description, which contains ServiceProfile, CPNS Entity ID or CPID hosting application, and so on.

7.14.1 PNE
To execute a specific operation, the PNE SHALL send the InvokeRequest message to the CPNS Server via PN GW with following parameter sets. 

· SGID attribute MAY be included to identify the group of services for specific service. This attribute is used only if the specific service is part of a service group.

· ServiceID element SHALL be included to identify service. 

· Operation attribute SHALL be included. Operation attribute is for the operation name specific to each service. 

· InputParameterList element SHALL be included. InputParameterList contains the argument for the service invocation. 

· Parameter element(s) MAY be included, which carry the argument value.

· Name attribute SHALL be included to indicate the name of argument for the service invocation. 

· DataType SHALL be included to indicate the data type of argument value. 

In case of Remote PNE connection where PNE is acting as a content provider, upon receiving the InvokeRequest from PN GW, the PNE sends back the InvokeResponse to the PN GW with following parameter sets. 

· Result element SHALL be included to indicate result of InvokeRequest. The value TRUE indicate successful service invocation and the value FALSE indicate for some reason the service invocation is failed. 

· Reason element MAY be included. The element is included when the Result is FALSE. 
· OutputParameterList element MAY be included. The element contains the return value for the service invocation if available. 
· Parameter element(s) SHALL be included, which carry the returned value. 
· Name attribute SHALL be included to indicate the name of returned value for the service invocation. 

By receiving the InvokeResponse, the requesting PNE (the PNE request the service invocation) acknowledge the result of InvokeRequest.  The requesting PNE can perform another service invocation utilizing the operation set (which is the AppInfo, carried in ServiceDiscoveryResponse) and application specific value (which is the OutputParameterList, carried in InvokeResponse). 
7.14.2 PN GW
Upon receiving the InvokeRequest from PNE, the PN GW forwards the message to the CPNS Server.

Upon receiving the InvokeRequest from CPNS Server, the PN GW forwards the message to the PNE acting as content provider.

Upon receiving the InvokeResponse from PNE acting as content provider, the PN GW forwards the message to the CPNS Server.  

Upon receiving the InvokeResponse from CPNS Server, the PN GW forwards the message to the requesting PNE (the PNE requesting the service invocation).  
7.14.3 CPNS Server
Upon receiving the InvokeRequest, the CPNS Server SHALL forwards the message to the external content provider based on the received CPID (i.e., ID of external content provider). 

In case of Remote PNE case where PNE is acting as content provider, upon receiving the InvokeRequest, the CPNS Server SHALL forwards the message to the PN GW based on the received CPNS Entity ID (i.e., PNEID of content provider). 

Upon receiving the InvokeResponse, the CPNS Server SHALL forwards the message to the relevant PN GW. 

7.15 Zone Based Service

7.15.1 General
The Zone Based Service facilitates the content push service with CPNS enabler.
When the PNE comes to the Zone, by performing the CPNS Entity Discovery & PN Registration function, the PNE is discovered by the PN GW and registered in the PN inventory of the CPNS server without the initial request from PNE or input from the user. 

7.15.2 PNE
Only by setting to reply on the PN GW’s periodic search, a PNE can be pushed the contents or the service description information.
When the PNE comes to the Zone, the PNE will be found by PN GW by using periodic search described in Appendix C.
After receiving the EntityDiscoveryRequest message from the PN GW, the PNE SHALL send EntityDiscoveryResponse message to the PN GW as described in section 7.2.

After receiving the PNSetupeRequest from the PN GW, the PNE SHALL send PNSetupeResponse message to the PN GW as described in section 7.6.
· The Return attribute SHALL be set
· 1 for OK.
· 2 for Failure, indicating that PNE is not capable of handling the request.
7.15.3 PN GW
If the PN GW acts as Zone PN GW, the PN GW SHALL perform periodic search described in Appendix C.

After finding a PNE by periodic search, the PN GW SHALL send EntityDiscoveryRequest message to the PNE as described in section 7.2.
After receiving the EntityDiscoveryResponse message from the PNE, the PN GW SHALL send PNSetupRequest message to the PNE as described in section 7.6.

After receiving the PNSetupRsponse from the PNE and the value of Return attribute is “1”, the PN GW SHALL send PNSetupRequest message to the CPNS Server as described in section 7.6, and the Zonebasedservicesupport attribute SHALL be set as “1”.
After receiving the ServiceDescriptionAdvertise message from CPNS Server, PN GW SHALL store that Service Description if the Store attribute is “1”. After that, PN GW SHALL check if the target PNE is available for the service based on PN Inventory. If the PNE is available for the service, the PN GW SHALL send that Service Description to the PNE by using ServiceDescriptionAdvertise message as described in section 8.8.
In the case that the PN GW already has a stored Service Description, which had been delivered from the CPNS Server beforehand, the PN GW SHALL send the Service Description Advertise to the PNE without receiving the Service Description Advertise from the CPNS Server again.
7.15.4 CPNS Server
Upon receiving the PNSetupRequest message from PN GW, the CPNS Server SHALL send PNSetupResponse message to PN GW as described in section 7.6.

The CPNS Server SHALL generate the ServiceDescriptionAdvertise message according to format of CPNS Message in section 8 when the CPNS Server wants to advertise service to a Zone. The CPNS Server

1. SHALL include CPNS Entity ID or CPID (see the Profile) hosting the discovered service in Name attributes.
2. SHALL set Store attribute as "1” if the PN GW need to store the Service Description which is received from this message, otherwise the Store attribute SHALL be set as “0”.

3. SHALL include the target CPNS metadata (See section 5.10) in element ServiceProfile.
7.16 Device Capability
7.16.1 Device capabilities Query
A CPNS Server SHOULD send Device capabilities Query Request to PNE and PN GW to retrieve information of device capabilities of PNE, and PN GW, respectively. Device capabilities Query Response is accordingly responded and sent from PNE and PN GW back to CPNS Server.
The procedure SHALL be applied when the devices capabilities information is required.
Subsequent device capability notification SHOULD be triggered by a device capability change, pre-scheduled or requested from CPNS Servers from PNE and PN GWs every time when there is a device capability change of PNE and PN GWs. 
7.16.2 DPE
CPNS enabler MAY support interaction with OMA DPE to notify device capabilities of PNE and PN GW. If this interaction is supported, the PNE and PN GW SHALL support the mechanism for device capability notification as specified in OMA DPE. PNE and PN GW initially SHALL notify their capabilities during the PN setup phase. Subsequent device capability notification will be triggered by a device capability change, pre-scheduled or requested from the server.

PNE and PN GWs can act as DPE clients to notify the DPE Server on device capabilities of PNEs and PN GWs. DPE server would notify the CPNS Server every time there would be a device capability change. 
7.17 Status Management
7.17.1 General
The Status Management provides a mechanism to publish, collect, subscribe and notify the status of PNE and PN GW. 

Each message in Status Management SHALL be formatted as CPNS Messages. The format of each message can be found in section 8.11.

7.17.2 Service Status Publication
The status information is published by target CPNS entity (i.e., PNE or PN GW) or PN or device which holds the status information for collection and notification, when the status changes. 

The status information is published to CPNS Server and stored in the CPNS Server. 

7.17.3 Status Subscription and Notification
To be notified of status changes, the watcher of status SHALL subscribe to the CPNS entity status information notification. 

The PNE sends a StatusSubscribeRequest message with TargetID (i.e., PNE ID, PN GW ID, PNID) for event registration into the CPNS Server. Receiving the message the CPNS Server registers the event and sends back the StatusSubscribeResponse message to the PNE via PN GW. 

When the registered event occurs, the CPNS Server SHALL send a StatusNotify message with TargetID and status information, which is StatusVariable (See CPNS metadata format in section 5.10) associated with TargetID to the PNE the watcher via PN GW. 

Subscription duration is set in the StatusSubscribeRequest message. The subscription should be released automatically when the duration expires. The subscription can be released explicitly by sending the StatusSubscribeRequest message with zero subscription duration time. 

The PNE the watcher of status SHOULD send the StatusSubscribeRequest message with TargetID to the CPNS Server to keep subscription. 

7.17.4 PN / PNE Inactive Status Management
If the PN GW physically disconnected with PNE forming same PN, which is not temporary PN but sustained PN, PN GW SHALL notify inactive PNE to CPNS Server and conditionally notify the status of inactive PNE to connected PNEs which are forming same PN in case Sharing attribute is “1”(Shared).

7.17.4.1 PNE
When PNE is disconnected with PN GW forming PN, PNE SHALL set Active attribute “FALSE” of PNInfo element in local PN Inventory.

When PNE receives the StatusNotify message from PN GW in case Sharing attribute is “1”(Shared) in PN Inventory, PNE retrieves the TargetID attribute for disconnected PNE in the message and set Active value as “FALSE” for disconnected PNE’s PNEInfo element in local PN Inventory.

7.17.4.2 PN GW
When PN GW is disconnected with PNE forming PN and there are connected PNEs forming the PN, PN GW SHALL create the StatusPublicationRequest message including below sub attributes. In case of Sharing attribute “1” (Shared) in PN Inventory, PN GW SHOULD create the StatusNotify message including below sub attributes as well.

· TargetID attribute SHALL be inserted with PNEID for disconnected PNE.

· Active attribute SHALL be inserted with “FALSE” 
After creating message, PN GW SHALL send the StatusPublicationRequest message to CPNS Server and PN GW SHOULD send StatusNotify messages to PNEs forming the same PN.

When PN GW receives the StatusPublicationResponse message from CPNS Server, PN GW SHALL update the PNEInfo element with Active attribute as “FALSE” in local PN Inventory. If there is no connected PNE forming this PN, PN GW SHALL update PNInfo element with Active attribute as “FALSE” in local PN Inventory.

7.17.4.3 CPNS Server
When CPNS Server receives the StatusPublicationRequest message from PN GW, CPNS Server SHALL update PNEInfo element related with this TargetID with Active attribute in local PN Inventory. If all of PNEs in PN are inactive, CPNS Server SHALL update Active attribute as “FALSE” in PNInfo element of local PN Inventory. CPNS Server SHALL send the StatusPublicationResponse message to PN GW.

7.17.5 PN / PNE Active Status Management
After repairing physical connection, PN GW can restart the PN service using notification message with reconnected PNE.

7.17.5.1 PNE
When PNE receives the PNActionNotification message with Command “2” (Restart) from PN GW, PNE SHALL set Active value as “TRUE” of PNInfo element related with this PNID of the message in local PN Inventory. If there is MsgIDList element in the PNActionNotification message, PNE MAY retry to send the incomplete message related with MsgIDList element.

When PNE receives the StatusNotify message from PN GW in case of Sharing attribute “1”(Shared), PNE retrieves the TargetID attribute for reconnected PNE in the message and PNE set Active value as “TRUE” for reconnected PNE’s PNInfo element in local PN Inventory.

7.17.5.2 PN GW
When PN GW is reconnected with PNE forming PN, PN GW SHALL create the PNActionNotification message including

· Command attribute SHALL be inserted with “2” (Restart).

· PNEID attribute SHALL be inserted.

· PNID attribute SHALL be inserted.
· MsgIDList element SHALL be inserted if there are incomplete messages from PNE when this PNE was disconnected.
After creating the PNActionNotification message, PN GW SHALL send the PNActionNotification message to reconnected PNE. And if there were connected PNEs forming this PN and Sharing attribute “1” (Shared) in PNInfo of PN Inventory, PN GW SHOULD send the StatusNotify message to connected PNEs including below element., 
· TargetID attribute SHALL be inserted with PNEID for reconnected PNE.

· Active attribute SHALL be inserted with “TRUE” 
After sending the StatusNotify or the PNActionNotification message, PN GW SHALL create the StatusPublicationRequest message to CPNS Server including below attributes.

· TargetID attribute SHALL be inserted with PNEID for disconnected PNE.

· Active attribute SHALL be inserted with “TRUE” 

When PN GW receives the StatusPublicationResponse message with Status attribute “TRUE” from CPNS Server, PN GW SHALL update the PNInfo and sub PNEInfo element of reconnected PNE with Active attribute as “TRUE” in PN Inventory. If there is at least one connected PNE forming this PN, PN GW SHALL update PNInfo element with Active attribute as “TRUE” in local PN Inventory.

NOTE: PN GW can send the StatusPublicationRequest message to CPNS Server before sending the PNActionNotification or StatusNotify message to PNEs. After receiving the StatusPublicationResponse from CPNS Server, PN GW can send the PNActionNotification or StatusNotify message to PNEs and then PN GW can update PN Inventory in local.

7.17.5.3 CPNS Server
When CPNS Server receives the StatusPublicationRequest message from PN GW, CPNS Server SHALL update PNInfo element and sub PNEInfo element related with this TargetID with Active attribute as “TRUE” in local PN Inventory, and then CPNS Server SHALL send the StatusPublicationResponse message with Status attribute “TRUE” to PN GW.
7.18 Usage Statistics
7.18.1 Usage statistics collection
After content delivery to a PNE the application entity on the PNE side can collect the information of usage statistics of this content.  This information can be aggregated in a report which could be sent to the PNE and forwarded to the PN GW and CPNS Server. 

Usage statistics collection applies to the PNEs on the receiving sideonly.
The message name for reporting usage statistics on the server side is AppServerUsageStatsReport which contains the following parameters: AppServerID, StatsReportMessageID and UsageStatsData. 
The massage name for reporting usage statistics on the PNE side is AppPNEUsageStatsReport which contains the following parameters: AppPNEID, StatsReportMessageID, PNEID, PN GWID and UsageStatsData
Application entity on the server side can also collect the usage statistics information and aggregate in a report which will be sent to the CPNS Server.

7.18.2 Usage statistics reporting
The reporting of usage statistics information to CPNS Server can be done by the application entity on the server side as well as by the application entity on the PNE side. The reporting of this information on the server side can be done via CPNS-4 interface, while on the PNE side can be done via CPNS-5 interface.

PNE SHALL be able to combine a number of received usage statistics reports and forward to the PN GW as part of one message.
The frequency of usage statistics information reporting depends on service provider policies and pre-set schedules
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