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1 Reason for Change

This CR provides test cases of Group Key management to CPNS 1.0 ETS.
2 Impact on Backward Compatibility

There is no impact.
3 Impact on Other Specifications

There is no impact.
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

It is requested for the group to review and agreed or provide comments to the test cases.
6 Detailed Change Proposal

Change 1:  Test cases for Group Key Management
6.x Group Key Management
6.x.1 Group Key creation
6.x.1.1 Unicast based Group Key delivery
	Test Case Id
	CPNS-1.0-int-xxx

	Test Object
	PNE 1, PNE 2, PN GW and CPNS Server

	Test Case Description
	Group Key creation and Unicast based Group Key delivery 

	Specification Reference
	[TS_Core] section 6.6.1.1

	SCR Reference
	CPNS-GKM-C-003-M, CPNS-GKM-C-004-M, CPNS-GKM-C-009-M, CPNS-GKM-S-001-M, CPNS-GKM-S-005-M,

	ETR Reference
	GKM-001

	Tool
	None

	Test code
	None

	Preconditions
	· The PNE 1, PNE 2 and PN GW are physically paired;
· State:

· User is already registered
· The Entity Discovery was already done
· EUKey has been assigned to all the entities.

	Test Procedure
	1. User starts Service Group creation at PNE 1 with inviting PNE 2 in the Service Group; 
2. The CPNS Server creates a Group Key and stores the Group Key.
3. The CPNS Server sends a GroupKeyDeliverRequest message to PN GW with the created Group Key
The PN GW sends a GroupKeyDeliveryResponse message to CPNS Server
The PN GW chooses Unicast Group Key delivery as a derivery method of Group Key. 
The PN GW sends a GroupKeyDeliveryRequest message by unicast with the Group Key to PNE 1 and PNE 2, respectively.
The PNE 1 and PNE 2 store Group Key, respectively.
The PNE 1 and PNE 2 send a GroupKeyDeliveryResponse message to the PN GW, respectively.


	Pass-Criteria
	4. The CPNS Server, PNE1 and PNE2 correctly store Group Key.



Table 1: Test Information for CPNS-1.0-int-xx Interoperability Test
6.x.1.2 Broadcast based Group Key delivery
	Test Case Id
	CPNS-1.0-int-xxx

	Test Object
	PNE 1, PNE 2, PN GW and CPNS Server

	Test Case Description
	Group Key Creation and Broadcast based Group Key delivery 

	Specification Reference
	[TS_Core] section 6.6.1.1

	SCR Reference
	CPNS-GKM-C-004-M, CPNS-GKM-C-005-O, CPNS-GKM-C-006-O, CPNS-GKM-C-010-O, CPNS-GKM-C-011-O, CPNS-GKM-S-001-M , CPNS-GKM-S-005-M,

	ETR Reference
	GKM-001

	Tool
	None

	Test code
	None

	Preconditions
	· The PNE 1, PNE 2 and PN GW are physically paired;
· The PNE 1, PNE 2 and PN GW support broadcast based Group Key delivery
· GKDK is assigned to PNE 1 and PNE 2, respectively.
· State:

· User is already registered
· The Entity Discovery was already done
· EUKey has been assigned to all the entities.

	Test Procedure
	5. User starts Service Group creation at PNE 1 with inviting PNE 2 in the Service Group; 
6. The CPNS Server creates a Group Key and stores the Group Key.
7. The CPNS Server sends a GroupKeyDeliverRequest message to PN GW with the created Group Key

The PN GW sends a GroupKeyDeliveryResponse message to CPNS Server

The PN GW chooses Broadcast Group Key delivery as a delivery method of Group Key. 
The PN GW encrypts the Group Key using GKEK.

The PN GW sends a GroupKeyDeliveryRequest message by broadcast to PNE 1 and PNE 2 with the encrypted Group Key
The PNE 1 and PNE 2 decrypt the Group Key using pre-assigned GKDK and store the Group Key, respectively.
The PNE 1 and PNE 2 send a GroupKeyDeliveryResponse message to the PN GW, respectively.


	Pass-Criteria
	8. The CPNS Server, PNE1 and PNE2 correctly store Group Key.



Table 2: Test Information for CPNS-1.0-int-xx Interoperability Test

6.x.1.3 Hybrid Group Key delivery
	Test Case Id
	CPNS-1.0-int-xxx

	Test Object
	PNE 1, PNE 2, PN GW and CPNS Server

	Test Case Description
	Group Key Creation and Hybrid Group Key delivery 

	Specification Reference
	[TS_Core] section 6.6.1.1

	SCR Reference
	CPNS-GKM-C-003-M, CPNS-GKM-C-004-M, CPNS-GKM-C-005-O, CPNS-GKM-C-006-O, CPNS-GKM-C-009-M, CPNS-GKM-C-010-O, CPNS-GKM-C-011-O, CPNS-GKM-S-001-M , CPNS-GKM-S-005-M,

	ETR Reference
	GKM-001

	Tool
	None

	Test code
	None

	Preconditions
	· The PNE 1, PNE2  and PN GW are physically paired;
· The PNE 1 and PN GW support broadcast based Group Key delivery
· GKDK is assigned to PNE 1
· State:

· User is already registered
· The Entity Discovery was already done
· EUKey has been assigned to all the entities.

	Test Procedure
	9. User starts Service Group creation at PNE 1 with inviting PNE 2 in the Service Group; 
10. The CPNS Server creates a Group Key and stores the Group Key.
11. The CPNS Server sends a GroupKeyDeliverRequest message to PN GW with the created Group Key

The PN GW sends a GroupKeyDeliveryResponse message to CPNS Server

The PN GW chooses hybrid Group Key delivery as a delivery method of Group Key. 
The PN GW encrypts Group Key using GKEK.

The PN GW sends a GroupKeyDeliveryRequest message by broadcast with the encrypted Group Key to PNE 1

The PN GW sends a GroupKeyDeliveryRequest message by unicast with the Group Key to PNE 2
The PNE 1 decrypte Group Key using pre-assigned GKDK and store Group Key.
12. The PNE 2 store Group Key.
The PNE 1 and PNE 2 send a GroupKeyDeliveryResponse message to the PN GW, respectively.


	Pass-Criteria
	13. The CPNS Server, PNE1 and PNE2 correctly store Group Key.



Table 3: Test Information for CPNS-1.0-int-xx Interoperability Test

6.x.2 Group Key Update when member leaves
6.x.2.1 Unicast based Group Key delivery
	Test Case Id
	CPNS-1.0-int-xxx

	Test Object
	PNE 1, PNE 2, PN GW and CPNS Server

	Test Case Description
	Group Key Update when member leaves and Unicast based Group Key delivery 

	Specification Reference
	[TS_Core] section 6.6.1.1

	SCR Reference
	CPNS-GKM-C-003-M, CPNS-GKM-C-004-M, CPNS-GKM-C-009-M, CPNS-GKM-S-002-M, CPNS-GKM-S-005-M,

	ETR Reference
	GKM-001

	Tool
	None

	Test code
	None

	Preconditions
	· The PNE 1, PNE 2 and PN GW are physically paired;
· The PNE 1 and PNE 2 belong to the same Service Group
· State:

· User is already registered
· The Entity Discovery was already done
· EUKey has been assigned to all the entities.

	Test Procedure
	14. User starts member leaving from the Service Group at PNE 1; 
15. The CPNS Server updates a Group Key and stores the Group Key after receiving a SGActionRequest message withe Action =”3”.
16. The CPNS Server sends a GroupKeyDeliverRequest message to PN GW with the updated Group Key

The PN GW sends a GroupKeyDeliveryResponse message to CPNS Server

The PN GW chooses Unicast based Group Key delivery as a delivery method of Group Key. 

The PN GW sends a GroupKeyDeliveryRequest message by unicast with the Group Key to PNE 2
The PNE 2 stores Group Key.
The PNE 2 sends a GroupKeyDeliveryResponse message to the PN GW.


	Pass-Criteria
	17. The CPNS Server and PNE2 correctly store the updated Group Key.



Table 4: Test Information for CPNS-1.0-int-xx Interoperability Test

6.x.2.2 Broadcast based Group Key delivery
	Test Case Id
	CPNS-1.0-int-xxx

	Test Object
	PNE 1, PNE 2, PN GW and CPNS Server

	Test Case Description
	Group Key Update when member leaves and Broadcast based Group Key delivery 

	Specification Reference
	[TS_Core] section 6.6.1.1

	SCR Reference
	CPNS-GKM-C-004-M, CPNS-GKM-C-005-O, CPNS-GKM-C-006-O, CPNS-GKM-C-010-O, CPNS-GKM-C-011-O, CPNS-GKM-S-002-M, CPNS-GKM-S-005-M,

	ETR Reference
	GKM-001

	Tool
	None

	Test code
	None

	Preconditions
	· The PNE 1, PNE 2 and PN GW are physically paired;
· The PNE 1 and PNE 2 belong to the same Service Group
· The PNE 2 and PN GW support broadcast based Group Key delivery
· GKDK is assigned to PNE 2
· State:

· User is already registered
· The Entity Discovery was already done
· EUKey has been assigned to all the entities.

	Test Procedure
	18. User starts member leaving from the Service Group at PNE 1; 
19. The CPNS Server updates a Group Key and stores the Group Key after receiving a SGActionRequest message withe Action =”3”.
20. The CPNS Server sends a GroupKeyDeliverRequest message to PN GW with the updated Group Key

The PN GW sends a GroupKeyDeliveryResponse message to CPNS Server

The PN GW chooses Broadcast based Group Key delivery as a delivery method of Group Key. 

The PN GW updates GKEK.

21. The PN GW encrypts the Group Key using GKEK.

22. The PN GW sends a GroupKeyDeliveryRequest message by broadcast to PNE 2 with the encrypted Group Key
23. The PNE 2 decrypts the Group Key using pre-assigned GKDK and store the Group Key.
24. The PNE 2 send a GroupKeyDeliveryResponse message to the PN GW.


	Pass-Criteria
	25. The CPNS Server and PNE2 correctly store the updated Group Key



Table 5: Test Information for CPNS-1.0-int-xx Interoperability Test

6.x.2.3 Hybrid Group Key delivery
	Test Case Id
	CPNS-1.0-int-xxx

	Test Object
	PNE 1, PNE 2, PN GW and CPNS Server

	Test Case Description
	Group Key Update when member leaves and Hybrid based Group Key delivery 

	Specification Reference
	[TS_Core] section 6.6.1.1

	SCR Reference
	CPNS-GKM-C-003-M, CPNS-GKM-C-004-M, CPNS-GKM-C-005-O, CPNS-GKM-C-006-O, CPNS-GKM-C-009-O, CPNS-GKM-C-010-O, CPNS-GKM-C-011-O, CPNS-GKM-S-002-M, CPNS-GKM-S-005-M,

	ETR Reference
	GKM-001

	Tool
	None

	Test code
	None

	Preconditions
	· The PNE 1, PNE 2, PNE 3 and PN GW are physically paired;
· The PNE 1, PNE 2 and PNE3 belong to the same Service Group
· The PNE 2 and PN GW support broadcast based Group Key delivery
· GKDK is assigned to PNE 2
· State:

· User is already registered
· The Entity Discovery was already done
· EUKey has been assigned to all the entities.

	Test Procedure
	26. User starts member leaving from the Service Group at PNE 1; 
27. The CPNS Server updates a Group Key and stores the Group Key after receiving a SGActionRequest message withe Action =”3”.
28. The CPNS Server sends a GroupKeyDeliverRequest message to PN GW with the updated Group Key

The PN GW sends a GroupKeyDeliveryResponse message to CPNS Server

The PN GW chooses hybrid Group Key delivery as a delivery method of Group Key. 

The PN GW updates GKEK.

29. The PN GW encrypts the Group Key using GKEK.

30. The PN GW sends a GroupKeyDeliveryRequest message by broadcast to PNE 2 with the encrypted Group Key

The PN GW sends a GroupKeyDeliveryRequest message by unicast with the Group Key to PNE 3
The PNE 2 decrypte Group Key using pre-assigned GKDK and store Group Key.
31. The PNE 3 store Group Key.
32. The PNE 2 and PNE 3 send a GroupKeyDeliveryResponse message to the PN GW, respectively.


	Pass-Criteria
	33. The CPNS Server, PNE2 and PNE 3 correctly store the updated Group Key




6.x.3 Periodic Group Key Update
6.x.3.1 Unicast based Group Key delivery
	Test Case Id
	CPNS-1.0-int-xxx

	Test Object
	PNE 1, PNE 2, PN GW and CPNS Server

	Test Case Description
	Periodic Group Key Update and Unicast based Group Key delivery 

	Specification Reference
	[TS_Core] section 6.6.1.1

	SCR Reference
	CPNS-GKM-C-003-M, CPNS-GKM-C-004-M, CPNS-GKM-C-009-M, CPNS-GKM-S-003-O, CPNS-GKM-S-005-M,

	ETR Reference
	GKM-001

	Tool
	None

	Test code
	None

	Preconditions
	· The PNE 1, PNE 2 and PN GW are physically paired;
· The PNE 1 and PNE 2 belong to the same Service Group
· State:

· User is already registered
· The Entity Discovery was already done
· EUKey has been assigned to all the entities.

	Test Procedure
	34. The CPNS Server updates a Group Key and stores the Group Key when a previous Group Key is expired.
35. The CPNS Server sends a GroupKeyDeliverRequest message to PN GW with the updated Group Key

The PN GW sends a GroupKeyDeliveryResponse message to CPNS Server

The PN GW chooses Unicast based Group Key delivery as a delivery method of Group Key. 

The PN GW sends a GroupKeyDeliveryRequest message by unicast with the Group Key to PNE 1 and PNE 2, respectively.
The PNE 1 and PNE 2 store Group Key, respectively.
The PNE 1 and PNE 2 send a GroupKeyDeliveryResponse message to the PN GW, respectively.


	Pass-Criteria
	36. The CPNS Server PNE 1 and PNE2 correctly store the updated Group Key.



Table 4: Test Information for CPNS-1.0-int-xx Interoperability Test

6.x.3.2 Broadcast based Group Key delivery
	Test Case Id
	CPNS-1.0-int-xxx

	Test Object
	PNE 1, PNE 2, PN GW and CPNS Server

	Test Case Description
	Periodic Group Key Update and Broadcast based Group Key delivery 

	Specification Reference
	[TS_Core] section 6.6.1.1

	SCR Reference
	CPNS-GKM-C-004-M, CPNS-GKM-C-005-O, CPNS-GKM-C-006-O, CPNS-GKM-C-010-O, CPNS-GKM-C-011-O, CPNS-GKM-S-003-O, CPNS-GKM-S-005-M,

	ETR Reference
	GKM-001

	Tool
	None

	Test code
	None

	Preconditions
	· The PNE 1, PNE 2 and PN GW are physically paired;
· The PNE 1 and PNE 2 belong to the same Service Group
· The PNE 1 and PNE 2 and PN GW support broadcast based Group Key delivery
· GKDK is assigned to PNE 1 and PNE 2, respectively.
· State:

· User is already registered
· The Entity Discovery was already done
· EUKey has been assigned to all the entities.

	Test Procedure
	37. The CPNS Server updates a Group Key and stores the Group Key when a previous Group Key is expired.
38. The CPNS Server sends a GroupKeyDeliverRequest message to PN GW with the updated Group Key

The PN GW sends a GroupKeyDeliveryResponse message to CPNS Server

The PN GW chooses Broadcast based Group Key delivery as a delivery method of Group Key. 

The PN GW encrypts the Group Key using GKEK.

The PN GW sends a GroupKeyDeliveryRequest message by broadcast to PNE 1 and PNE 2 with the encrypted Group Key
The PNE 1 and PNE 2 decrypt the Group Key using pre-assigned GKDK and store the Group Key, respectively.
The PNE 1 and PNE 2 send a GroupKeyDeliveryResponse message to the PN GW, respectively.


	Pass-Criteria
	39. The CPNS Server, PNE 1 and PNE 2 correctly store the updated Group Key




Table 5: Test Information for CPNS-1.0-int-xx Interoperability Test

6.x.3.3 Hybrid Group Key delivery
	Test Case Id
	CPNS-1.0-int-xxx

	Test Object
	PNE 1, PNE 2, PN GW and CPNS Server

	Test Case Description
	Group Key Update according to member leaving and Hybrid based Group Key delivery 

	Specification Reference
	[TS_Core] section 6.6.1.1

	SCR Reference
	CPNS-GKM-C-003-M, CPNS-GKM-C-004-M, CPNS-GKM-C-005-O, CPNS-GKM-C-006-O, CPNS-GKM-C-009-O, CPNS-GKM-C-010-O, CPNS-GKM-C-011-O, CPNS-GKM-S-003-O, CPNS-GKM-S-005-M,

	ETR Reference
	GKM-001

	Tool
	None

	Test code
	None

	Preconditions
	· The PNE 1, PNE 2 and PN GW are physically paired;
· The PNE 1 and PNE 2 belong to the same Service Group
· The PNE 1 and PN GW support broadcast based Group Key delivery
· GKDK is assigned to PNE 1
· State:

· User is already registered
· The Entity Discovery was already done
· EUKey has been assigned to all the entities.

	Test Procedure
	40. The CPNS Server updates a Group Key and stores the Group Key when a previous Group Key is expired.
41. The CPNS Server sends a GroupKeyDeliverRequest message to PN GW with the updated Group Key

The PN GW sends a GroupKeyDeliveryResponse message to CPNS Server

The PN GW chooses hybrid Group Key delivery as a delivery method of Group Key. 

The PN GW encrypts Group Key using GKEK.

The PN GW sends a GroupKeyDeliveryRequest message by broadcast with the encrypted Group Key to PNE 1

The PN GW sends a GroupKeyDeliveryRequest message by unicast with the Group Key to PNE 2
The PNE 1 decrypte Group Key using pre-assigned GKDK and store Group Key.
42. The PNE 2 stores Group Key.
The PNE 1 and PNE 2 send a GroupKeyDeliveryResponse message to the PN GW, respectively.


	Pass-Criteria
	43. The CPNS Server, PNE 1 and PNE 2 correctly store the updated Group Key




6.x.4 Group Key deletion
	Test Case Id
	CPNS-1.0-int-xxx

	Test Object
	PNE 1, PNE 2, PN GW and CPNS Server

	Test Case Description
	Group Key deletion

	Specification Reference
	[TS_Core] section 6.6.1.1

	SCR Reference
	CPNS-GKM-C-001-M, CPNS-GKM-S-004-M,

	ETR Reference
	GKM-001

	Tool
	None

	Test code
	None

	Preconditions
	· The PNE 1, PNE 2 and PN GW are physically paired;
· The PNE 1 and PNE 2 belong to the same Service Group
· The PNE 1 is a SG Owner
· State:

· User is already registered
· The Entity Discovery was already done
· EUKey has been assigned to all the entities.

	Test Procedure
	44. User starts Service Group release at PNE 1; 
45. The CPNS Server deletes Group Key after a receiving SGReleaseRequest message.

The PN GW deletes GKEK after receving a SGReleaseNotification message.
The PNE 1 and PNE 2 delete Group Key after receving a SGReleaseNotification message.


	Pass-Criteria
	46. The CPNS Server, PNE1 and PNE2 correctly delete Group Key.



Table 6: Test Information for CPNS-1.0-int-xx Interoperability Test

6.x.5 GKDK assignment
	Test Case Id
	CPNS-1.0-int-xxx

	Test Object
	PNE and PN GW

	Test Case Description
	GKDK assignment 

	Specification Reference
	[TS_Core] section 7.8.4

	SCR Reference
	CPNS-GKM-C-002-O, CPNS-GKM-C-007-O

	ETR Reference
	GKM-001

	Tool
	None

	Test code
	None

	Preconditions
	· The PNE and PN GW are physically paired;
· The PNE and PN GW support broadcast based Group Key delivery
· State:

· User is already registered
· The Entity Discovery was already done
· EUKey has been assigned to all the entities.

	Test Procedure
	47. User starts the Service Group creation at PNE;

PNE sends a GKDKRequest message to the PN GW with PNE ID
PN GW creates a GKDK for the PNE and store PNE ID
PN GW sends a GKDKResponse message with the created GKDK to PNE
PNE stores the GKDK


	Pass-Criteria
	48. The PN GW stores correctly PNE ID
49. The PNE stores correctly a GKDK



Table 7: Test Information for CPNS-1.0-int-xxx Interoperability Test
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