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1 Reason for Change

This CR provides changes for requirements of Security Enhancement proposed in 305R02. 

Revision reflects consensus between LGE, SKT and KDDI.
2 Impact on Backward Compatibility

n/a
3 Impact on Other Specifications

n/a
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Review and approve the proposed change in this CR for incorporation into the CPNS RD.
6 Detailed Change Proposal

Change 1:  Add new HLF Requirements for Security Enhancement
6.1 High-Level Functional Requirements
	Label
	Description
	Release

	CPNS-HLF-xxx
	The CPNS Enabler SHALL provide security mechanisms which support Requirements newly added in CPNS 1.1
	CPNS 1.1


Editor’s note: the change should be applied after 305R02 is applied
Change 2:  Modify Requirement in section 6.1.1
6.1.1 Security
	Label
	Description
	Release

	CPNS-SEC-001
	The CPNS Enabler SHALL support secure delivery of application and/or content Service data to the PNE(s).
	CPNS 1.0

	CPNS-SEC-002
	The CPNS Enabler SHALL support various security mechanisms for each PNE and for each Service.
	CPNS 1.0

	CPNS-SEC-003
	The CPNS Enabler SHALL be able to use keys needed to support confidentiality, integrity protection, and authenticity.
	CPNS 1.0

	CPNS-SEC-004
	The CPNS Enabler MAY support Secure Storage for storing a security-related data (e.g., EUKey and Group Key).
	CPNS 1.1


	CPNS-SEC-005
	The CPNS Enabler SHOULD provide simplified Group Key management compared with CPNS 1.0 while keeping backward compatibility with CPNS 1.0.
	CPNS 1.1


Editor’s note: The change should be applied after 305R02 applied.
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