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1 Reason for Change

This CR resolves the following CPNS v1.1 AD review comment:
	A027
	2012.04.14
	Q/T
	5.4
	Source: SKT
Comment: 
Do we need some additional explanation for the “reduced security mentioned in the CPNS RD v1.1”?
Proposed Change: 
Discuss and Modify.
	Status: OPEN 
AI xxx: Youn-Sung to provide a CR for resolving the comment A027.


2 Impact on Backward Compatibility

n/a
3 Impact on Other Specifications

n/a
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

 Review and approve the proposed change in this CR for incorporation into the CPNS 1.1 AD.
6 Detailed Change Proposal

Change 1:  Modify the section 5.4
5.4   Security Considerations

The Converged Personal Network Service Enabler 1.1 provides the means to ensure security in CPNS including authentication, authorization, data integrity and data confidentiality. 

If security mechanism is provided by the underlying network infrastructure (e.g., a cellular system) and its security level of the underlying network infrastructure is sufficient, the security function can utilize the security mechanism from the infrastructure. Otherwise, the security function utilizes CPNS Enabler’s own security mechanism for the CPNS Service.  

The CPNS Enabler 1.1 supports:

· Authentication/authorization of CPNS Users/CPNS Entities by Entity User Key
· Protection of data integrity and confidentiality
· Security-key (i.e. Entity User Key, Group Key and simplified Group Key) management

· Secure content/service sharing inside Service Groups by (simplified) Group Key
As for the first two bullets, there is a suitable mechanism specified in OMA SEC_CF [SEC_CF AD]. In addition, OMA SEC_CF can be a solution for the third bullet when security-key is assigned to PN GW with pre-configured credential (e.g., UICC).

The security function is described in 5.5.7.2. 
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