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1 Reason for Change

This CR is to provide CPNS messages regarding PN Admin. Messages are extension of CPNS 1.0 messages, PNActionRequest/Response, PNUpdateRequest/Response/Notification.
Some elements/attributes are agreed to be added by CPNS-2012-0059R01-CR_TS_PN_Management_Messages.

However, there would be no change on PN Action Notification message since it’s not used for PN Admin

2 Impact on Backward Compatibility

n/a
3 Impact on Other Specifications

n/a
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Review and approve the proposed change in this CR for incorporation into the CPNS 1.1 TS.
6 Detailed Change Proposal

Change 1:  8.7.2 PN Update
8.7.2 PN Update
	Message
	Implementation
	Direction

	PNUpdateRequest 
	Mandatory
	PNE ( PN GW
PN GW ( CPNS Server

	PNUpdateResponse
	Mandatory
	PN GW ( PNE
CPNS Server ( PN GW

	PNUpdateNotification
	Mandatory
	PN GW ( PNE


8.7.2.1 PN Update Request message
	Element
	Cardinality
	T
	Data Type
	Description

	PNUpdateRequest
	1
	E
	
	Its attributes is
· PNAdminUpdate 
Its sub elements are
· PNInfo

· AuthIniData

	PNAdminUpdate
	0..1
	A
	Integer
	It is a type of PN update regarding PN Admin

1 – Assign PN Admin, assign a new PN Admin in the PN

2 – Release PN Admin, release current PN Admin in the PN

3 – Add Adminee, add Adminee(s) 

4 – Delete Adminee, delete Adminee(s)

5 – Assign PN Admin and Add Adminee, assign a new PN Admin and add an Adminee

6 – Information change, information change in PN Inventory

	PNInfo
	1
	E
	
	PN Information. This is information of PN to be uploaded.

Its sub attributes are

· PNID
· Description
· TempPN
· OwnershipEntityID
· Sharing
· Disclosure
· PNAdminID
Its sub element is

· PNGWInfo
· PNEInfo

	PNID
	1
	A
	String
	PN Identification.

	Description
	0..1
	A
	String
	PN Description.

	TempPN
	0..1
	A
	Boolean
	If this PN is temporary PN, this is “TRUE”. If the physical connection between PNGW and all of PNEs is broken, this PN should be released automatically.

If this PN is sustained PN, this TempPN attribute is empty or “FALSE”.

	OwnershipEntityID
	0..1
	A
	String
	The ID of authorized CPNS Entity which has authorization to allow PN Information open, in case Service Discovery is requested.

	Sharing
	0..1
	A
	Integer
	The level of PN Inventory sharing in PNE side

1 – Shared, both PNGWInfo and PNEInfo in PNInfo are shared in PNE

2 – Protected, only PNGWInfo in PNInfo is shared in PNE. 

	Disclosure
	0..1
	A
	Integer
	The willingness of openness of PN Information, in case Service Discovery is requested after PN Setup 
1 - Blocked; PN information should not be unveiled. 
2 - Open; PN information will be unveiled, when other CPNS Entities asks service discovery.
3 - Selective: PN can be unveiled, only when the authorized CPNS entity  allows in case Service Discovery request contains PNID, PNEID or UserID

	PNAdminID
	0..1
	A
	String
	The Entity ID of PN Admin

	PNGWInfo
	1
	E
	
	PN GW Information

Its sub attributes are

· PNGWID

· PNGWName

· Mode
· Zonebasedservicesupport

· Broadcastgroupkeydeliverysupport
· Adminee

	PNGWID
	1
	A
	String
	PN GW Identification.

	PNGWName
	0..1
	A
	String
	PN GW Name (e.g. assigned nickname)

	Mode
	0..1
	A
	Integer
	The mode of current device

2 – PNGW, If the mode of device is PN GW, the value should be “PN GW”. 

3 – BOTH, If the mode of device is both of PNE and PN GW, the value should be “BOTH” ( e.g. mobile phone )

	Zonebasedservicesupport
	0..1
	A
	Boolean
	If this CPNS entity is a capable PN GW of Zone Based Service, this value should be “TRUE”.

	Broadcastgroupkeydeliverysupport
	0..1
	A
	Boolean
	TRUE: PN GW supports broadcast Group Key delivery
FALSE: PN GW does not support broadcast Group Key delivery.

	Adminee
	0..1
	A
	Boolean
	If this PN GW is Adminee, it is “TRUE”

	PNEInfo
	0..n
	E
	
	PNE Information. If there is modification of PNE, this should be inserted. (e.g. new PNE joined, PNE left)

Its sub attributes are

· PNEID
· PNEName
· Mode

· Active

· Update
· Adminee
Its sub elements are 

· DeviceCapa

· ServiceProfile

	PNEID
	1
	A
	String
	PNE Identification.

	PNEName
	0..1
	A
	String
	PNE Name (e.g. mp3 player)

	Mode
	0..1
	A
	Integer
	The mode of device. This member can “1” or “3”.
1 – PNE, If the mode of respondent is PNE, the value should be “PNE”. 
3 – BOTH, If the mode of respondent is both of PNE and PN GW, the value should be “BOTH” ( e.g. mobile phone )

	Active
	1
	A
	Boolean
	The active status of PNE.

TRUE – This PNE is active

FALSE – This PNE is not active because PNE is temporary disconnected.

	Update
	1
	A
	Integer
	The update information of this PNE.

1 – New, the PNE is newly joined in this PN

2 – Update, the PNE is updated

3 – Removed, the PNE is removed in this PN

	Adminee
	0..1
	A
	Boolean
	If this PNE is Adminee, it is “TRUE”

	DeviceCapa
	0..1
	E
	
	Capability information of device embedding PNE

Its sub attributes are

· UICapa

Its sub element is

· ExternalCapa

	UICapa
	0..1
	A
	Boolean
	If this device doesn’t support UI functionalities, this value SHALL be set with “TRUE”.

TRUE: PN GW needs to support confirmation and/or Key assignment functionalities instead of PNE.

	ServiceProfile
	0..1
	E
	
	CPNS enabled application information to support certain service and status.
Its sub elements are

· Service (See section 5.10.2)
· ContentInfo (See section 5.10.2)

	AuthIniData
	0..n
	E
	
	Set of information used to initiate PNE authentication procedure. The included information is generated by target PNE(s) to be authenticated. 

Its sub attributes are:

· AuthPNEID

· rand_PNE

· LocalEUKeyAssignment

	AuthPNEID
	1
	A
	String
	Entity ID of target PNE to be authenticated by CPNS Server

	rand_PNE
	1
	A
	String
	Random value generated by PNE (i.e., rand_PNE in section 7.6.)

	LocalEUKeyAssignment
	1
	A
	Boolean
	Flag to indicate the necessity of LocalEUKey assignment.

TRUE: necessary, FALSE: unnecessary


Table 24 Information elements in PNUpdateRequest message
8.7.2.2 PN Update Response message
	Element
	Cardinality
	T
	Data Type
	Description

	PNUpdateResponse
	1
	E
	
	Its sub attributes is
· Result
Its sub element is:

· AuthFinData

	Result
	1
	A
	Integer
	The status of success or fail.

1 – Success
2 – Fail, this PN is not registered before.

3 – Fail, this PNE is not the member of this PN (for expulsion).

4 – Fail, this PNE was the member of this PN before (for joining).
5 – Fail, PN Admin assignment failed (e.g. PN Admin already exists or not enough Device capability)

6 – Fail, Adminee addition failed (e.g. PN Admin and Adminee are not belonging to the same User)
7 – Fail, request for incorrect PN Admin
8 – Fail, request for incorrect Adminee
9 – Fail, information change failed (e.g. incorrect attribute name)

	AuthFinData
	0..n
	E
	
	Set of information used to authenticate CPNS Server by PNE. 

Its sub attribute is:

· HASH

	HASH
	1
	A
	String
	Hash value calculated by target PNE or PN GW (i.e., hash_server in 7.6.)


Table 25 Information elements in PNUpdateResponse message
8.7.2.3 PNUpdateNotification message
	Element
	Cardinality
	T
	Data Type
	Description

	PNUpdateNotification
	1
	E
	
	Its sub attribute is

· PNAdminUpdate
Its sub element is
· PNInfo

	PNAdminUpdate
	0..1
	A
	Integer
	It is a type of PN update regarding PN Admin

1 – Assign PN Admin, assign a new PN Admin in the PN

2 – Release PN Admin, release current PN Admin in the PN

3 – Add Adminee, add Adminee(s) 

4 – Delete Adminee, delete Adminee(s)

5 – Assign PN Admin and Add Adminee, assign a new PN Admin and add an Adminee

6 – Information change, information change in PN Inventory

	PNInfo
	1
	E
	
	PN Information.
Its sub attributes are
· PNID
· Description

· TempPN

· OwnershipEntityID

· Sharing

· Disclosure

· PNAdminID

Its sub element is
· PNGWInfo

· PNEInfo

	PNID
	1
	A
	String
	PN Identification.

	Description
	0..1
	A
	String
	PN Description.

	TempPN
	0..1
	A
	Boolean
	If this PN is temporary PN, this is “TRUE”. If the physical connection between PNGW and all of PNEs is broken, this PN should be released automatically.

If this PN is sustained PN, this TempPN attribute is empty or “FALSE”.



	OwnershipEntityID
	0..1
	A
	String
	The ID of authorized CPNS Entity which has authorization to allow PN Information open, in case Service Discovery is requested.

	Sharing
	0..1
	A
	Integer
	The level of PN Inventory sharing in PNE side

1 – Shared, both PNGWInfo and PNEInfo in PNInfo are shared in PNE

2 – Protected, only PNGWInfo in PNInfo is shared in PNE. 

	Disclosure
	0..1
	A
	Integer
	The willingness of openness of PN Information, in case Service Discovery is requested after PN Setup 
1 - Blocked; PN information should not be unveiled. 
2 - Open; PN information will be unveiled, when other CPNS Entities asks service discovery.
3 - Selective: PN can be unveiled, only when the authorized CPNS entity  allows in case Service Discovery request contains PNID, PNEID or UserID

	PNAdminID
	0..1
	A
	String
	The Entity ID of PN Admin

	PNGWInfo
	1
	E
	
	PN GW Information

Its sub attributes are

· PNGWID

· PNGWName

· Mode
· Zonebasedservicesupport

· Broadcastgroupkeydeliverysupport
· Adminee

	PNGWID
	1
	A
	String
	PN GW Identification.

	PNGWName
	0..1
	A
	String
	PN GW Name (e.g. assigned nickname)

	Mode
	0..1
	A
	Integer
	The mode of current device

2 – PNGW, If the mode of device is PN GW, the value should be “PN GW”. 

3 – BOTH, If the mode of device is both of PNE and PN GW, the value should be “BOTH” ( e.g. mobile phone )

	Zonebasedservicesupport
	0..1
	A
	Boolean
	If this CPNS entity is a capable PN GW of Zone Based Service, this value should be “TRUE”.

	Broadcastgroupkeydeliverysupport
	0..1
	A
	Boolean
	TRUE: PN GW supports broadcast Group Key delivery
FALSE: PN GW does not support broadcast Group Key delivery.

	Adminee
	0..1
	A
	Boolean
	If this PN GW is Adminee, it is “TRUE”

	PNEInfo
	0..n
	E
	
	PNE Information
Its sub attributes are
· PNEID
· PNEName
· Mode
· Active
· Update
· Adminee

	PNEID
	1
	A
	String
	PNE Identification. 

	PNEName
	0..1
	A
	String
	PNE Name (e.g. mp3 player, assigned nickname)

	Mode
	1
	A
	Integer
	The mode of device
1 – PNE, If the mode of device is PNE, the value should be “PNE”. 
3 – BOTH, If the mode of device is both of PNE and PN GW, the value should be “BOTH” ( e.g. mobile phone )

	Active
	1
	A
	Boolean
	The active status of PNE.
TRUE – This PNE is active
FALSE – This PNE is not active because PNE is temporary disconnected.

	Update
	1
	A
	Integer
	The update information of this PNE.
0 – Current, the PNE is member in this PN
1 – New, the PNE is newly joined in this PN

2 – Update, the PNE is updated
3 – Removed, the PNE is removed in this PN

	Adminee
	0..1
	A
	Boolean
	If this PNE is Adminee, it is “TRUE”

	AuthFinData
	0..1
	E
	
	Set of information used to authenticate CPNS Server by PNE. 

Its sub attribute is:

HASH

	HASH
	1
	A
	String
	Hash value calculated by target PNE or PN GW (i.e., hash_server in 7.6.)


Table 26 Information elements in PNUpdateNotification message

Change 2:  8.7.3 PNE Joining, Inviting, Leaving, Expulsion
8.7.3 PN Action
	Message
	Implementation
	Direction

	PNActionRequest
	Mandatory
	PNE ( PN GW

PN GW ( PNE

	PNActionResponse
	Mandatory
	PN GW ( PNE

PNE ( PN GW 

	PNActionNotification
	Mandatory
	PN GW ( PNE


8.7.3.1 PNActionRequest message

	Element
	Cardinality
	T
	Data Type
	Description

	PNActionRequest
	1
	E
	
	Its sub attributes are

· Command
· PNAdminCommand
· OriginEntityID
Its sub elements are

· PNEInfo

· PNInfo

· AuthIniData

	Command
	1
	A
	Integer
	It is a command that a CPNS entity uses it based on the actions to be performed by PN GW or CPNS Server, e.g. join, leave, invite, expel etc. 

1 – Join, the PNE wants to join 

2 – Invite, the PNE or PN GW wants to invite other PNE(s)

3 – Leave, the PNE wants to leave

4 – Expel, PNE or PNGW wants to expel other PNE.

	PNAdminCommand
	1
	A
	Integer
	It is a type of PN action regarding PN Admin

1 – Assign PN Admin, assign a new PN Admin in the PN

2 – Release PN Admin, release current PN Admin in the PN

3 – Add Adminee, add Adminee(s)

4 – Delete Adminee, delete Adminee(s)

5 – Assign PN Admin and Add Adminee, assign a new PN Admin and add an Adminee

6 – Information change, information change in PN Inventory

	OriginEntityID
	0..1
	A
	String
	PNE Identification that originally requests action related with the other PNE. (e.g. request action of invitation, expulsion)

	PNEInfo
	1
	E
	
	Target PNE Information to join, leave, be invited or be expelled.

Its sub attribute are

· PNEID

· PNEName
· Mode

· Active

· Adminee
Its sub elements are 

· DeviceCapa

· ServiceProfile

	PNEID
	1
	A
	String
	PNE Identification.

	PNEName
	0..1
	A
	String
	PNE Name (e.g. mp3 player, assigned nickname)

	Mode
	1
	A
	Integer
	The mode of current device

1 – PNE, If the mode of device is PNE, the value should be “PNE”. 

3 – BOTH, If the mode of device is both of PNE and PN GW, the value should be “BOTH” ( e.g. mobile phone )

	Active
	1
	A
	Boolean
	The active status of PNE.

TRUE – This PNE is active because PNE is physically connected. 

FALSE – This PNE is not active because PNE is physically disconnected.

	Adminee
	0..1
	A
	Boolean
	If this PN GW is Adminee, it is “TRUE”

	DeviceCapa
	0..1
	E
	
	Capability information of device embedding PNE

Its sub attributes are

· UICapa

Its sub element is

· ExternalCapa

	UICapa
	0..1
	A
	Boolean
	If this device doesn’t support UI functionalities, this value SHALL be set with “TRUE”.

TRUE: PN GW needs to support confirmation and/or Key assignment functionalities instead of PNE.

	ExternalCapa
	0..1
	E
	-


	XML fragment contains information such as DeviceType, VideoCodec, etc. CPNS V1.0 can make use of the format of device capabilities from DPE Enabler specification.



	ServiceProfile
	0..1
	E
	
	CPNS enabled application information to support certain service and status.
Its sub elements are

· Service (See section 5.10.2)
· ContentInfo (See section 5.10.2)

	PNInfo
	1
	E
	
	PN Information

Its sub attributes are

· PNID

· Description

· TempPN

· Sharing
· Disclosure

· OwnershipEntityID

· PNAdminID
Its sub element is

· PNGWInfo

	PNID
	1
	A
	String
	PN Identification. 

	Description
	0..1
	A
	String
	PN Description. (e.g. Home, Office)

	TempPN
	0..1
	A
	Boolean
	 If this PN is temporary PN, this is “TRUE”. If the physical connection between PNGW and all of PNEs is broken, this PN should be released automatically.

If this PN is sustained PN, this TempPN attribute is empty or “FALSE”.



	Sharing
	0..1
	A
	Integer
	The level of PN Inventory in PNE side

1 – Shared, PN GW Info and PNE Info are shared in PNE

2 – Protected, PN GW Info only in PNE 

	Disclosure
	1
	A
	Integer
	The willingness of openness of PN Information, in case Service Discovery is requested after PN Setup 
1 - Blocked; PN information should not be unveiled. 
2 - Open; PN information will be unveiled, when other CPNS Entities asks service discovery.
3 - Selective: PN can be unveiled, only when the authorized CPNS entity allows in case Service Discovery request contains PNID, PNEID or UserID

	OwnershipEntityID
	0..1
	A
	String
	The ID of authorized CPNS Entity which has authorization to allow PN Information open, in case Service Discovery is requested.

	PNAdminID
	0..1
	A
	String
	The Entity ID of PN Admin

	PNGWInfo
	0..1
	E
	
	PN GW Information.

Its sub attributes are
· PNGWID

· PNGWName

· Zonebasedservicesupport

· Mode

· Broadcastgroupkeydeliverysupport
· Adminee

	PNGWID
	1
	A
	String
	PN GW Identification.

	PNGWName
	0..1
	A
	String
	PN GW Name (e.g. mobile phone, assigned nickname)

	Zonebasedservicesupport
	0..1
	A
	Boolean
	If this CPNS entity is a capable PN GW of Zone Based Service, this value should be “TRUE”.

	Mode
	1
	A
	Integer
	The mode of current device

2 – PNGW, If the mode of device is PN GW, the value should be “PN GW”. 

3 – BOTH, If the mode of device is both of PNE and PN GW, the value should be “BOTH” ( e.g. mobile phone )

	Broadcastgroupkeydeliverysupport
	0..1
	A
	Boolean
	TRUE: PN GW supports broadcast Group Key delivery

FALSE: PN GW does not support broadcast Group Key delivery.

	Adminee
	0..1
	A
	Boolean
	If this PN GW is Adminee, it is “TRUE”

	AuthIniData
	0..1
	E
	
	Set of information used to initiate PNE authentication procedure. The included information is generated by target PNE(s) to be authenticated. 

Its sub attributes are:

· AuthPNEID

· rand_PNE

· LocalEUKeyAssignment

This element is included in the message if the command attribute is Join and the message direction is from PNE to PN GW.

	AuthPNEID
	1
	A
	String
	Entity ID of target PNE to be authenticated by CPNS Server

	rand_PNE
	1
	A
	String
	Random value generated by PNE (i.e., rand_PNE in section 7.6.)

	LocalEUKeyAssignment
	1
	A
	Boolean
	Flag to indicate the necessity of LocalEUKey assignment.

TRUE: necessary, FALSE: unnecessary


Table 27 Information elements in PNActionRequest message
8.7.3.2 PNActionResponse message

	Element
	Cardinality
	T
	Data Type
	Description

	PNActionResponse
	1
	E
	
	Its sub attribute is
· Result
Its sub elements are 

· PNInfo

· AuthIniData

· AuthFinData

	Result
	1
	A
	Integer
	The status of success or fail.

1 – Success

2 – Fail, this PN is not registered before.

3 – Fail, this PNE is not connected.

4 – Notification, this PNE has active SG related with this PN.
5 – Fail, PN Admin assignment failed (e.g. PN Admin already exists or not enough Device capability)

6 – Fail, Adminee addition failed (e.g. PN Admin and Adminee are not belonging to the same User)
7 – Fail, request for incorrect PN Admin
8 – Fail, request for incorrect Adminee
9 – Fail, information change failed (e.g. incorrect attribute name)

	PNInfo
	0..1
	E
	
	PN Information. 

Its sub attributes are

· PNID

· Description

· TempPN

· Sharing
· Disclosure

· OwnershipEntityID

· PNAdminID
Its sub elements are

· PNGWInfo

· PNEInfo

	PNID
	1
	A
	String
	PN Identification.

	Description
	0..1
	A
	String
	PN Description. (e.g. Home, Office)

	TempPN
	0..1
	A
	Boolean
	 If this PN is temporary PN, this is “TRUE”. If the physical connection between PNGW and all of PNEs is broken, this PN should be released automatically.

If this PN is sustained PN, this TempPN attribute is empty or “FALSE”.

	Sharing
	1
	A
	Integer
	The level of PN Inventory sharing in PNE side

1 – Shared, PN GW Info and PNE Info are shared in PNE

2 – Protected, PN GW Info only in PNE

	Disclosure
	1
	A
	Integer
	The willingness of openness of PN Information, in case Service Discovery is requested after PN Setup 
1 - Blocked; PN information should not be unveiled. 
2 - Open; PN information will be unveiled, when other CPNS Entities asks service discovery.
3 - Selective: PN can be unveiled, only when the authorized CPNS entity allows in case Service Discovery request contains PNID, PNEID or UserID

	OwnershipEntityID
	0..1
	A
	String
	The ID of authorized CPNS Entity which has authorization to allow PN Information open, in case Service Discovery is requested.

	PNAdminID
	0..1
	A
	String
	The Entity ID of PN Admin

	PNGWInfo
	1
	E
	
	PN GW Information

Its sub attributes are

· PNGWID

· PNGWName

· Zonebasedservicesupport

· Mode

· Broadcastgroupkeydeliverysupport 
· Adminee

	PNGWID
	1
	A
	String
	PN GW Identification.

	PNGWName
	0..1
	A
	String
	PN GW Name (e.g. mobile phone, assigned nickname)

	Zonebasedservicesupport
	0..1
	A
	Boolean
	If this CPNS entity is a capable PN GW of Zone Based Service, this value should be “TRUE”.

	Mode
	1
	A
	Integer
	The mode of device

2 – PNGW, If the mode of device is PN GW, the value should be “PN GW”. 

3 – BOTH, If the mode of device is both of PNE and PN GW, the value should be “BOTH” ( e.g. mobile phone )

	Broadcastgroupkeydeliverysupport
	0..1
	A
	Boolean
	TRUE: PN GW supports broadcast Group Key delivery

FALSE: PN GW does not support broadcast Group Key delivery.

	Adminee
	0..1
	A
	Boolean
	If this PN GW is Adminee, it is “TRUE”

	PNEInfo
	1..n
	E
	
	PNE Information. If there is modification of PNE, this should be inserted. (e.g. new PNE joined or invited, PNE left)

Its sub attributes are

· PNEID

· PNEName

· Active

· Mode
· Adminee

Its sub elements are 

· DeviceCapa

· ServiceProfile

	PNEID
	1
	A
	String
	PNE Identification.

	PNEName
	0..1
	A
	String
	PNE Name (e.g. mp3 player, assigned nickname)

	Active
	0..1
	A
	Boolean
	The active status of PNE.

TRUE – This PNE is active

FALSE – This PNE is not active because PNE is temporary disconnected.

	Mode
	0..1
	A
	Integer
	The mode of device

1 – PNE, If the mode of device is PNE, the value should be “PNE”. 

3 – BOTH, If the mode of device is both of PNE and PN GW, the value should be “BOTH” ( e.g. mobile phone )

	Adminee
	0..1
	A
	Boolean
	If this PNE is Adminee, it is “TRUE”

	DeviceCapa
	0..1
	E
	
	Capability information of device embedding PNE

Its sub attributes are

· UICapa

Its sub element is

· ExternalCapa

	UICapa
	0..1
	A
	Boolean
	If this device doesn’t support UI functionalities, this value SHALL be set with “TRUE”.

TRUE: PN GW needs to support confirmation and/or Key assignment functionalities instead of PNE.

	ExternalCapa
	0..1
	E
	-


	XML fragment contains information such as DeviceType, VideoCodec, etc. CPNS V1.0 can make use of the format of device capabilities from DPE Enabler specification.



	ServiceProfile
	0..1
	E
	
	CPNS enabled application information to support certain service and status.
Its sub elements are

· Service (See section 5.10.2)
· ContentInfo (See section 5.10.2)

	AuthIniData
	0..1
	E
	
	Set of information used to initiate PNE authentication procedure. The included information is generated by target PNE(s) to be authenticated. 

Its sub attributes are:

· AuthPNEID

· rand_PNE

· LocalEUKeyAssignment

This element is included in the message if the command attribute is Invite and the message direction is from invited PNE to PN GW.

	AuthPNEID
	1
	A
	String
	Entity ID of target PNE to be authenticated by CPNS Server

	rand_PNE
	1
	A
	String
	Random value generated by PNE (i.e., rand_PNE in section 7.6.)

	LocalEUKeyAssignment
	1
	A
	Boolean
	Flag to indicate the necessity of LocalEUKey assignment.

TRUE: necessary, FALSE: unnecessary

	AuthFinData
	0..1
	E
	
	Set of information used to authenticate CPNS Server by PNE. 

Its sub attribute is:

· HASH

This element is included in the message if the command attribute is Join and the message direction is from PN GW to PNE.

	HASH
	1
	A
	String
	Hash value calculated by target PNE or PN GW (i.e., hash_server in 7.6.)


Table 28 Information elements in PNActionResponse message
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