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1 Reason for Change

This CR is to provide high level procedures regarding Simplified Group Key Management to the section 6.9.3 in CPNS 1.1 TS.
In the R01, Figure 1, 2 and 3 are changed.
2 Impact on Backward Compatibility

n/a
3 Impact on Other Specifications

n/a
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

 Review and approve the proposed change in this CR for incorporation into the CPNS 1.1 TS.
6 Detailed Change Proposal

Change 1:  Add a new section to the 6.9.3
6.9.3   Simplified Group Key management
This section describes procedure for a simplified Group Key management.
6.9.3.1   Create Service Group
This flow shows the procedure of group key delivery for creating a Service Group. In this flows, it is assume that PNE 1 has execute the Service Group Creation procedure described in section 6.8.1.
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Figure 1 Flow of Service Group Creation
Figure 1 shows a flow of generating a Group Key when the Service Group is created. The flow depicts the scenario where PNE 1 initiates to create a Service Group.
0. Before starting a simplified Group Key Delivery procedure, the PNE 1 performs Service Group Creation procedure. 
1. CPNS Server generates a Group Key for the Service Group.
2. After generating a Group Key, the CPNS Server creates a SGroupKeyDeliveryRequest message and sends the message to PNGW. The SGroupKeyDeliveryRequest message includes an encrypted Group Key with PNE1’s EUKey.
3. Upon receiving the SGroupKeyDeliveryRequest message, PN GW checks target PNE of the message and forward the SGroupKeyDeliveryRequest message to the PNE1. When the PNE1 receives the SGroupKeyDeliveryRequest message, the PNE1 decrypts an encrypted Group Key with PNE1’s EUKey and stores the Group Key.
4. If the PNE1 handles the SGroupKeyDeliveryRequest message successfully, the PNE1 generates the SGroupKeyDeliveryResponse message and send it to the PNGW. Otherwise, the SGroupKeyDeliveryResponse message includes failure reason.
5. Upon receiving the SGroupKeyDeliveryResponse message, PN GW forwards the SGroupKeyDeliveryResponse message to the CPNS Server.
6.9.3.2  Invite / Join a member
This flow shows the procedure of group key delivery in case of inviting a member or joining a member.
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Figure 2 Invite / Jon a member
Figure 2 shows a flow of retrieving a Group Key when a member is joined or invited. The flow depicts the scenario where PNE 1 is joined or invited to a Service Group.

0. Before starting a simplified Group Key Delivery procedure, the PNE 1 performs joining a Service Group or inviting a Service Group procedure.
1. CPNS Server retrieves a Group Key for the Service Group.
2. After retrieving a Group Key, the CPNS Server creates a SGroupKeyDeliveryRequest message and sends the message to PNGW. The SGroupKeyDeliveryRequest message includes an encrypted Group Key with PNE1’s EUKey.
3. Upon receiving the SGroupKeyDeliveryRequest message, PN GW checks target PNE of the message and forward the SGroupKeyDeliveryRequest message to the PNE1. When the PNE1 receives the SGroupKeyDeliveryRequest message, the PNE1 decrypts an encrypted Group Key with PNE1’s EUKey and stores the Group Key.
4. If the PNE1 handles the SGroupKeyDeliveryRequest message successfully, the PNE1 generates the SGroupKeyDeliveryResponse message and send it to the PNGW. Otherwise, the SGroupKeyDeliveryResponse message includes failure reason.
5. Upon receiving the SGroupKeyDeliveryResponse message, PN GW forwards the SGroupKeyDeliveryResponse message to the CPNS Server.
6.9.3.3   Leave / Expel a member
This flow shows the procedure of group key delivery in case of leaving a member or expelling a member.
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Figure 3 Leave / Expel a member
Figure 3 shows a flow of retrieving a Group Key when a member is leaved or expelled. The flow depicts the scenario where PNE 2 is leaved or expelled from a Service Group.

0. Before starting a simplified Group Key Delivery procedure, the PNE 2 performs leaving a Service Group or expelling a Service Group procedure.
1. CPNS Server updates a Group Key for the Service Group.
2. After updating a Group Key, the CPNS Server creates a SGroupKeyDeliveryRequest message and sends the message to PNGW. The SGroupKeyDeliveryRequest message includes an encrypted Group Key with remaining SG members’ EUKey (i.e., PNE1’s EUKey).
3. Upon receiving the SGroupKeyDeliveryRequest message, PN GW checks target PNE of the message and forward the SGroupKeyDeliveryRequest message to the PNE1. When the PNE1 receives the SGroupKeyDeliveryRequest message, the PNE1 decrypts an encrypted Group Key with PNE1’s EUKey and stores the Group Key.
4. If the PNE1 handles the SGroupKeyDeliveryRequest message successfully, the PNE1 generates the SGroupKeyDeliveryResponse message and send it to the PNGW. Otherwise, the SGroupKeyDeliveryResponse message includes failure reason.
5. Upon receiving the SGroupKeyDeliveryResponse message, PN GW forwards the SGroupKeyDeliveryResponse message to the CPNS Server.
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