Doc# OMA-CD-CPNS-2012-0183-CR_TS_Group_Key_Management_on_PN_GW_Switching.doc[image: image1.jpg]"sOMaQa

Open Mobile Alliance




Change Request

Doc# OMA-CD-CPNS-2012-0183-CR_TS_Group_Key_Management_on_PN_GW_Switching.doc
Change Request



Change Request

	Title:
	Group Key Management on PN GW Switching 
	 FORMCHECKBOX 
 Public       FORMCHECKBOX 
 OMA Confidential

	To:
	CD CPNS SWG

	Doc to Change:
	OMA-TS-CPNS_Core-V1_1-20120926-D

	Submission Date:
	10 Oct 2012

	Classification:
	 FORMCHECKBOX 
 0: New Functionality
 FORMCHECKBOX 
 1: Major Change
 FORMCHECKBOX 
 2: Bug Fix
 FORMCHECKBOX 
 3: Editorial

	Source:
	Seungmyeong Jeong, LG Electronics, Inc., seungmyeong.jeong@lge.com
Youn-Sung Chu, LG Electronics, Inc., ys.chu@lge.com

	Replaces:
	n/a


1 Reason for Change

This CR is to resolve the consistency review comment below.
	C060
	2012.08.10
	T/Q
	6.8 &

6.9
	Source: SKT
Form: 
Comment: Since we added new features such as PN merging, splitting, PNGW/PNE switching, the service group and group key mgmt. parts should reflect the new functions accordingly.

Proposed Change: Revise if needed


	Status: OPEN 

AI on Seungmyeong and Alex to check if any change is necessary to resolve this comment for service group and group key mgmt.


2 Impact on Backward Compatibility

n/a
3 Impact on Other Specifications

n/a
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Review and approve the proposed changes in this CR to incorporate into the CPNS 1.1 TS.
6 Detailed Change Proposal

Change 1:  7.6.8 PN GW Switching
7.6.8.1 PNE

If CPNS User wants to change the Mode of CPNS Devices for PN GW Switching procedure, PNE SHALL send the PNGWChangeRequest message to current PN GW. This message includes following elements and attributes.

· PNInfo element SHALL be inserted.

· PNID attribute SHALL be inserted.
· PNGWInfo element SHALL be inserted.

· PNGWID attribute SHALL be inserted to indicate current PN GW in the PN.

· Mode attribute SHALL be inserted to indicate Mode of CPNS Device which has this PN GW after switching.
· PNEInfo element SHALL be inserted.
· PNEID attribute SHALL be inserted.

· Mode attribute SHALL be inserted to indicate Mode of CPNS Device which has this PNE after switching.

When PNE receives the PNGWChangeResponse message from PN GW including Result attribute with “1”(Success), CPNS Device which has this PNE SHALL change its Mode to PN GW or BOTH as this PNE requested, and candidate PN GW on the device SHALL perform PN GW Authentication.
When PNE receives the PNGWChangeRequest message from PN GW requesting Mode switching to PN GW or BOTH for PN GW switching, PNE SHALL send the PNGWChangeResponse message to PN GW including Result attribute “1”(Success) if it accepts the request, or “2”(Fail) otherwise. If PNE accepts the request, CPNS Device which has this PNE SHALL change its Mode to PN GW or BOTH as it is requested, and candidate PN GW on the device SHALL perform PN GW Authentication. 
When PNE receives the PNGWChangeNotification message from candidate PN GW, PNE SHALL update its PN Inventory and SG Inventory with PNGWInfo element in the message. If the PNE already has GKDK(s) retrieved from PN GW, the PNE sends the GKDKRequest message to candidate PN GW to retrieve new GKDK(s) (See section 7.8.4 GKDK/GKEK management). 
7.6.8.2 PN GW

[Procedure in PN GW] 

When PN GW receives the PNGWChangeRequest message from PNE, PN GW SHALL send the PNGWChangeResponse message to the PNE including Result attribute with “1”(Success) if it accepts the request, or “2”(Fail) otherwise.
If CPNS User wants to change the Mode of CPNS Devices for PN GW Switching procedure, PN GW SHALL send the PNGWChangeRequest message to PNE. This message includes following elements and attributes.

· PNInfo element SHALL be inserted.

· PNID attribute SHALL be inserted.
· PNGWInfo element SHALL be inserted.

· PNGWID attribute SHALL be inserted to indicate PN GW in the PN.

· Mode attribute SHALL be inserted to indicate Mode of CPNS Device which has this PN GW after switching.
· PNEInfo element SHALL be inserted.
· PNEID attribute SHALL be inserted.

· Mode attribute SHALL be inserted to indicate Mode of CPNS Device which has this PNE after switching.

When PN GW receives the PNGWChangeNotification from candidate PN GW, PN GW SHALL suspend on-going Service(s) and sends the PNGWChangeNotification message to candidate PN GW with PNID attribute and SuspensionCompletion attribute set as “TRUE”. After sending the message, CPNS Device which has this PN GW SHALL change the Mode.

[Procedure in candidate PN GW for PN GW switching]
After CPNS Device changes its Mode to PN GW or BOTH for PN GW switching, candidate PN GW SHALL perform PN GW Authentication and send the PNGWChangeRequest message to CPNS Server including following elements and attributes.
· PNInfo element SHALL be inserted.

· PNID attribute SHALL be inserted.
· PNGWInfo element SHALL be inserted to deliver candidate PN GW’s information.

· PNGWID attribute SHALL be inserted to indicate candiate PN GW.

· PNGWName attribute MAY be inserted.

· Mode attribute MAY be inserted.

· Zonebasedservicesupport attribute MAY be inserted.

· Broadcastgroupkeydeliverysupport attribute MAY be inserted.

When candidate PN GW receives the PNGWChangeResponse message from CPNS Server including Result attribute with “1”(Success), candidate PN GW SHALL update its PN Inventory with PNEInfo element(s), create SG Inventory with SGInfo element(s) in the message, store Group Key and generate GKEK. And also PN GW SHALL send the PNGWChangeNotification message to all the PNE(s) in the PN including following elements and attributes.

· PNInfo element SHALL be inserted.

· PNID attribute SHALL be inserted.
· PNGWInfo element SHALL be inserted to deliver candidate PN GW’s information.

· PNGWID attribute SHALL be inserted to indicate candidate PN GW.

· PNGWName attribute MAY be inserted.

· Mode attribute MAY be inserted.

· Zonebasedservicesupport attribute MAY be inserted.

· Broadcastgroupkeydeliverysupport attribute MAY be inserted
After sending the PNGWChangeNotification message to PNE(s), candidate PN GW SHALL send the PNGWChangeNotification message to PN GW with PNID of the PN and PNGWID of the candidate PN GW.

Upon receiving the PNGWChangeNotification message from candidate PN GW, PN GW SHALL suspend Service(s) in the PN with InvokeRequest message. 
When suspension is completed, PN GW SHALL send the PNGWChangeNotification message to candidate PN GW including PNID of the PN.
Upon receiving  PNGWChangeNotification message from PN GW, candidate PN GW SHALL resume the suspended Service(s) with InvokeRequest message. Information of Service(s) to suspend and resume is delivered with ServiceInfo element(s) in the PNGWChangeResponse message sent from CPNS Server to candidate PN GW.
Change 2:  8.7.7 PN GW Switching
8.7.7.2 PNGWChangeResponse message

	Element
	Cardinality
	T
	Data Type
	Description

	PNGWChangeResponse
	1
	E
	
	Its sub attribute is
· Result
Its sub element is
· PNInfo
· ServiceInfo

· SGInfo

	Result
	1
	A
	Integer
	The status of success or fail.

1 – Success

2 – Fail

	PNInfo
	1
	E
	
	PN Information.
Its sub attributes are
· PNID
Its sub element is
· PNEInfo

	PNID
	1
	A
	String
	PN Identification.

	PNEInfo
	0..n
	E
	
	Information of PNE(s) in the PN.
Its sub attributes are

· PNEID

· PNEName

· Active

· Mode
· PN Admin
· Adminee
Its sub elements are 

· UserInfo

· DeviceCapa

· ServiceProfile

	PNEID
	1
	A
	String
	PNE Identification. 

	Name
	0..1
	A
	String
	PNE Name (e.g. mp3 player)

	Active
	1
	A
	Boolean
	The active status of PNE.

TRUE – This PNE is active because PNE is physically connected. 

FALSE – This PNE is not active because PNE is physically disconnected.

	Mode
	1
	A
	Integer
	The Mode of CPNS Device which has the PNE having the above PNEID.
1 – PNE, If the mode of device is PNE, the value should be “PNE”. 

3 – BOTH, If the mode of device is both of PNE and PN GW, the value should be “BOTH” ( e.g. mobile phone )

	PNAdmin
	0..1
	A
	Boolean
	If this PNE is PN Admin in the PN, this value should be “TRUE”.

	Adminee
	0..1
	A
	Boolean
	If this PNE is Adminee in the PN, this value should be “TRUE”.

	UserInfo
	0..1
	E
	-
	Its attributes are

· UserID

· UserName

	UserID
	1
	A
	String
	CPNS UserID 

	UserName
	0..1
	A
	String
	CPNS User Name

	DeviceCapa
	0..1
	E
	
	Capability information of device embedding PNE

Its sub attributes are

· UICapa

Its sub element is

· ExternalCapa

	UICapa
	0..1
	A
	Boolean
	If this device doesn’t support UI functionalities, this value SHALL be set with “TRUE”.

TRUE: PN GW needs to support confirmation and/or Key assignment functionalities instead of PNE.

	ExternalCapa
	0..1
	E
	-


	XML fragment contains information such as DeviceType, VideoCodec, etc. CPNS V1.0 can make use of the format of device capabilities from DPE Enabler specification.

	ServiceProfile
	0..1
	E
	
	CPNS enabled application information to support certain service and status.
Its sub elements are

· Service (See section 5.10.2)
· ContentInfo (See section 5.10.2)

	ServiceInfo
	0..n
	E
	
	Information of Service(s) provided/consumed by PNE(s) in the PN without Service Group.

Its sub attributes are

· ServiceID

· PNEID

Its sub element is

· Operation

	ServiceID
	1
	A
	String
	Service identification

	PNEID
	1
	A
	String
	Identification of PNE providing/consuming the Service

	Operation
	1..n
	E
	
	Its sub attribute is

· Name
Its sub elements are

· InputParameterList

· OutputParameterList

	Name
	1
	A
	String
	User-friendly representation of service (e.g., application specific operation name)

	InputParameterList
	0..1


	E
	
	The input parameter  (argument) for the service

Its sub-elements are

· Parameter (See Table 4)

	OutputParameterList
	0..1
	E
	
	The output parameter (returned parameter) for the service 

Its sub-elements are

· Parameter (See Table 4)

	SGInfo
	0..n
	E
	
	Information of Service Group which PNE(s) in the PN belonging to. 

Its sub attributes are

· SGID

· SGDescription
· SGOwner
· EncryptedGroupKey
Its sub elements are

· ServiceInfo

· MemberInfo

	SGID
	1
	A
	String
	Service Group Identifier.

	SGDescription
	0..1
	A
	String
	Service Group description. This is human readable description and helpful to understand or search Service Group.

	SGOwner
	0..1
	A
	String
	Entity Identification of SGOwner

	EncryptedGroupKey
	1
	E
	Binary
	Encrypted Group Key delivered from CPNS Server to candidate PN GW

	ServiceInfo
	0..n
	E
	
	Service Information for this Service Group.

Its sub attributes are

· ServiceID

· ServiceStatus

	ServiceID
	1
	A
	String
	Service Identification. 

	ServiceStatus
	0..1
	A
	Integer
	The status of the Service.

0 – Current, this Service is available for this Service Group

1 – New, this Service is added.

2 – Deleted, this Service is deleted.

	MemberInfo
	0..n
	E
	String
	The Service Group member information.

Its sub attributes are
· PNEID

· PNGWID

· Name

· Status

Its sub elements are

· UserInfo

· DeviceCapa

· ServiceProfile

	PNEID
	1
	A
	String
	PNE Identification.

	PNGWID
	0..1
	A
	String
	PN GW Identification

	Name
	0..1
	A
	String
	PNE Name (e.g. MP3 player, assigned nickname)

	Status
	1
	A
	Integer
	The status of the PNE.

0 – Current, this PNE is member of SG

1 – Invited, this PNE was invited.

2 – Expelled, this PNE was expelled.

3 – Joined, this PNE has joined.

4 – Left, this PNE has left.

	UserInfo
	0..1
	E
	-
	User Information.

Its attributes are

· UserID

· Name

	UserID
	0..1
	A
	String
	UserIDentification 

	Name
	0..1
	A
	String
	User Name

	DeviceCapa
	0..1
	E
	
	Capability information of device embedding PNE

Its sub attribute is
· UICapa

Its sub element is

· ExternalCapa

	UICapa
	0..1
	A
	Boolean
	If this device doesn’t support UI functionalities below, this value SHALL be set with “TRUE”.

TRUE: PN GW needs to support confirmation and/or Key assignment functionalities instead of PNE.

	ExternalCapa 
	0..1
	E
	-


	XML fragment contains information such as DeviceType, VideoCodec, etc.  CPNS V1.0 can make use of the format of device capabilities from DPE Enabler specification.

	ServiceProfile
	0..1
	E
	
	CPNS enabled application information to support certain service and status.Its sub-elements are

· StatusVariable (See section 5.5.2)

· ServiceList (See section 5.5.3)


Table 39 Information elements in PNGWChangeResponse message
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