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1 Reason for Change

This CR is to provide EUKey Assignment procedure for PN GW running in a 3GPP or 3GPP2 UE using credentials stored in the USIM/ISIM/CSIM to CPNS 1.0 and CPNS 1.1 specifications. The reasons for providing the following CR are as follow:

· CPNS 1.0 and CPNS 1.1 allow the use of credentials stored in “fixed or removable module” (i.e. USIM/ISIM/CSIM be used by PN-GW and CPNS server for security (cf. section 5.3.3.1). However, neither specification provides any procedure to make use of these credentials.

· The CPNS specification allows PN-GW and CPNS server to perform mutual authentication based on USIM/ISIM/CSIM credentials, (cf. section 6.3.1), but does not provide specifications for such use case.

· The specification also provides procedure for EUKey assignment for PN-GW that does not support USIM/ISIM/CSIM based credentials, but does not provide specifications for the case where USIM/ISIM/CSIM is installed and whose credentials are used for secure communication (cf section 6.3.3.1, 6.5, 7.4.3 and 7.5.2)

· In many deployment cases, 3GPP and 3GPP2 handsets will play the PN GW role as specified by the CPNS enabler. These handsets will contain a secure module (i.e. USIM/ISIM/CSIM). It is thus critical for interoperability and deployment of CPNS enabler to specify how credentials stored in the USIM/ISIM/CSIM be used within CPNS enabler.
· The specification also makes reference to 3GPP-GBA as possible mechanism for PN GW and CPNS server mutual authentication and key sharing. To ensure interoperability, CPNS need also provide a mapping of 3GPP-GBA mechanism to CPNS for EUKey bootstrapping, GBA based PN GW and CPNS server mutual authentication and key sharing for secure communication.
The following CR intend to provide references to 3GPP GBA procedure and mechanism satisfying the above needs.

2 Impact on Backward Compatibility

n/a
3 Impact on Other Specifications

n/a
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Review and approve the proposed change in this CR for incorporation into the CPNS 1.0 and CPNS 1.1 TS.
6 Detailed Change Proposal

Change 1:  2.
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Change 2:  3. Terminology and Conventions
3.3
Abbreviations

	CSG
	Capabilities Sharing Group

	GBA_U
	Generic Bootstrapping Architecture with UICC-based enhancements

	OMA
	Open Mobile Alliance

	PSK
	Pre-Shared Key

	SG
	Service Group

	SHA-1
	Secure Hash Algorithm 1

	UI
	User Interface


Change 3:  7.4.3 EUKey Assignment for PN GW
7.4.3 EUKey Assignment for PN GW
If fixed or removable module keeping identity information and credentials (i.e. a USIM/ISIM/CSIM) is installed and used for secure communication on PN GW, GBA_U procedure shall apply as specified in [3GPP-GBA]:

· PN GW EUKey is assigned to the device via GBA_U procedure as specified in [3GPP-GBA]
· CPNS server shall retrieve the EUKey as specified in [3GPP-GBA].

If GBA is not used, the following procedures (7.4.3.1. and 7.4.3.2) are performed.
7.4.3.1
EUKey Request and Creation
· PN GW

Key request procedures in PN GW differ depending on the capability of CPNS Device in which the PN GW is to be deployed.

If PN GW runs in the CPNS Device which provides enough UI for CPNS User to insert UserID and password, the PN GW SHALL support UserID and password insertion by CPNS User. 
Upon requested by CPNS User for EUKey assignment, PN GW SHALL send EUKeyAssignmentRequest message to CPNS Server.

· CPNS Server

When receiving EUKeyAssignmentRequest message from PN GW, CPNS Server SHALL authenticate the PN GW. 
The authentication of PN GW by CPNS Server (i.e., client authentication) SHALL be performed using UserID and password of CPNS User who owns the PN GW. 
If authentication succeeds, CPNS Server SHALL create EUKeyand store it with the PN GW’s ID (i.e., EntityID) and UserID of CPNS User who owns the PN GW.

7.4.3.2 EUKey Delivery
· CPNS Server

After creating EUKey, CPNS Server SHALL encrypt the EUKey and send encrypted EUKey to PN GW by EUKeyAssignmentResponse message. 
The EUKey SHOULD be encrypted by a secure material which is calculated from password of CPNS User who owns the PN GW (e.g., hashed password of the CPNS User).
· PN GW

When receiving Key Delivery message from CPNS Server, PN GW SHALL securely store EUKey included in EUKeyAssignmentResponse message after decryption.
Change 4:  7.5 Mutual Authentication
7.5.2 PN GW Authentication


The session key will be expired after certain amount of time. When there is no session key or session key is expired, PN GW Authentication described below is performed.

Before starting message forwarding between PNE and CPNS Server, PN GW SHALL perform mutual authentication with CPNS Server.

· PN GW

Before starting message forwarding between PNE and CPNS Server, PN GW SHALL send ConnectRequest message to CPNS Server to trigger mutual authentication. ConnectRequest message SHALL include CPNS Entity ID of the PN GW and random number created by PN GW (in RAND attribute). 

When receiving AuthenticateRequest message, PN GW SHALL create session key from random_PN GW, random_server (random number included in the AuthenticateRequest message) and its own EUKey. 

In addition, PN GW SHALL send AuthenticateResponse message to the CPNS Server. The message SHALL include hash value (in HASH attribute of AuthResData sub element) calculated from ConnectRequest message, AuthenticateRequest message and the PN GW’s EUKey.

When receiving ConnectResponse message, PN GW SHALL verify hash_server (random number included in the ConnectResponse message) included in the message by checking if the same value can be calculated from ConnectRequest message, AuthenticateRequest message,  AuthenticateResponse message and the PN GW’s EUKey.

· CPNS Server

When receiving ConnectRequest message from PN GW, CPNS Server SHALL send AuthenticateRequest message to the PN GW. AuthenticateRequest message SHALL include random number created by CPNS Server ( in RAND attribute of AuthReqData sub element).

When receiving AuthenticateResponse message, CPNS Server SHALL create session key from random_PN GW, random_server and EUKey of the PN GW which is sender of the message.

In addition, CPNS Server SHALL verify HASH included in the message by checking if the same value can be calculated from ConnectRequest message, AuthenticateRequest message and the PN GW’s EUKey. 

If verification succeeds, CPNS Server SHALL send ConnectResponse message to the PN GW. The message SHALL include hash value (in HASH attribute) calculated from ConnectRequest message, AuthenticateRequest message, AuthenticateResponse message and the PN GW’s EUKey.

NO REPRESENTATIONS OR WARRANTIES (WHETHER EXPRESS OR IMPLIED) ARE MADE BY THE OPEN MOBILE ALLIANCE OR ANY OPEN MOBILE ALLIANCE MEMBER OR ITS AFFILIATES REGARDING ANY OF THE IPR’S REPRESENTED ON THE “OMA IPR DECLARATIONS” LIST, INCLUDING, BUT NOT LIMITED TO THE ACCURACY, COMPLETENESS, VALIDITY OR RELEVANCE OF THE INFORMATION OR WHETHER OR NOT SUCH RIGHTS ARE ESSENTIAL OR NON-ESSENTIAL.

THE OPEN MOBILE ALLIANCE IS NOT LIABLE FOR AND HEREBY DISCLAIMS ANY DIRECT, INDIRECT, PUNITIVE, SPECIAL, INCIDENTAL, CONSEQUENTIAL, OR EXEMPLARY DAMAGES ARISING OUT OF OR IN CONNECTION WITH THE USE OF DOCUMENTS AND THE INFORMATION CONTAINED IN THE DOCUMENTS.

USE OF THIS DOCUMENT BY NON-OMA MEMBERS IS SUBJECT TO ALL OF THE TERMS AND CONDITIONS OF THE USE AGREEMENT (located at http://www.openmobilealliance.org/UseAgreement.html) AND IF YOU HAVE NOT AGREED TO THE TERMS OF THE USE AGREEMENT, YOU DO NOT HAVE THE RIGHT TO USE, COPY OR DISTRIBUTE THIS DOCUMENT.

THIS DOCUMENT IS PROVIDED ON AN "AS IS" "AS AVAILABLE" AND "WITH ALL FAULTS" BASIS.

© 2012 Open Mobile Alliance Ltd.  All Rights Reserved.
Page 1 (of 4)
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.
[OMA-Template-ChangeRequest-20110101-I]

© 2012 Open Mobile Alliance Ltd.  All Rights Reserved.
Page 4 (of 4)
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.
[OMA-Template-ChangeRequest-20110101-I]

