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1. Scope
(Informative)

The scope of the CPNS (Converged Personal Network Service) architecture document is to define the architecture for the CPNS v1.0 enabler. This document provides the functional capabilities and information flows needed to support the enabler as described in CPNS requirements document [CPNS-RD].

2. References

The policy and guidelines for references, particularly to material from other organizations, is available at http://member.openmobilealliance.org/ftp/tp/gen_info/Reference.shtml, the following is a brief summary:

1.
OMA documents listed should have at least one approved version – draft-only docs should not be referenced.  Exception exists for reference use in documents that will be approved with or after a referenced doc is approved (may be part of same enabler package).  In short – approved docs should not reference unapproved docs.

2.
When a reference is made to an OMA specification, then Open Mobile Alliance with the TM symbol (™) should be used in the description.

3.
The name + version (no date) for OMA specifications are generally sufficient – dates should be used only if there is a specific reason to limit the usage.

4.
For references to WAP Forum docs, dates should not be included as DID's for the old WAP Forum specifications are enough and the reference description should refer to WAP Forum™.

5.
References to other docs should similarly provide sufficient information to uniquely determine the needed document and should provide the appropriate source information.

6.
The URL for OMA material (new OMA and affiliate) should always be http://www.openmobilealliance.org (an exception is OMNA that is reached through http://www.openmobilealliance.org/tech/omna)

Models to use


[REFLABEL]
<General Model> “Ref Title”, Ref information (source, date, id),
URL:http//<ref-source>/ 


[OMADOC]
<OMA Model> “OMA Document Title”,{ Version x.y,} Open Mobile Alliance™, OMA‑<docname>{‑<version>}, URL:http//www.openmobilealliance.org/ 

If there are no entries in the table – enter ‘none’ to be clear.
DELETE THIS COMMENT

2.1 Normative References

	[OSE]
	“OMA Service Environment”, Open Mobile Alliance™,
URL:http://www.openmobilealliance.org/

	[RFC2119]
	“Key words for use in RFCs to Indicate Requirement Levels”, S. Bradner, March 1997,
URL:http://www.ietf.org/rfc/rfc2119.txt 

	[@@@-RD]
	“@@@ Requirements”, Open Mobile Alliance™, OMA-RD-@@@-Vx_y,
URL:http://www.openmobilealliance.org/ 

	[OSE]
	“OMA Service Environment”, Open Mobile Alliance™,
URL:http://www.openmobilealliance.org/

	[RFC2119]
	“Key words for use in RFCs to Indicate Requirement Levels”, S. Bradner, March 1997,
URL:http://www.ietf.org/rfc/rfc2119.txt 

	[CPNS-RD]
	“Converged Personal Network Service Requirements”, Open Mobile Alliance™, OMA-RD-CPNS-V1_0, URL:http://www.openmobilealliance.org/ 

	[PRS-IMPS-AD]
	“Presence IMPS Architecture v1.3”, Open Mobile AllianceTM, OMA-AD-IMPS-V1_3, URL:http://www.openmobilealliance.org/ 

	[PRS-SIMPLE-AD]
	“Presence SIMPLE Specification”, Open Mobile AllianceTM, OMA-AD-Presence_SIMPLE-V1_0, URL:http://www.openmobilealliance.org/

	[DM-AD]
	“Device Management Architecture”, Open Mobile AllianceTM, OMA-AD-DM-V1_3, URL:http://www.openmobilealliance.org/

	 [OMA CPNS RD] 

	“Converged Personal Network Service Requirements”, Open Mobile Alliance, OMA-RD-CPNS-V1_0-20091007-D URL: http://www.openmobilealliance.org/

	
	

	<< Add/Remove reference rows to this table as needed - DELETE This Row >>


2.2 Informative References

Check the version of the Dictionary you are using and update the reference below.  Delete the [OMADICT] entry if the dictionary is not used.  In general, use the latest available version unless seeking alignment with an existing set of specifications.

DELETE THIS COMMENT

	[OMADICT]
	“Dictionary for OMA Specifications”, Version x.y, Open Mobile Alliance™,
OMA-ORG-Dictionary-Vx_y, URL:http://www.openmobilealliance.org/

	[IEEE802.11i]
	“IEEE Standard 802.11i-2004: Wireless Medium Access Control(MAC) and Physical Layer(PHY) Specifications Amendment 6: Medium Access Control(MAC) Security Enhancements”

	[Bluetooth Security White Paper]
	"Bluetooth Security White Paper"

Bluetooth SIG Security Expert Group,

http://grouper.ieee.org/groups/1451/5/Comparison of PHY/Bluetooth_24Security_Paper.pdf

	[3GPP TS 33.203]
	“3G security; Access security for IP-based services”
E.g. 3GPP TS 33.203 (Release 9)
http://www.3gpp.org/ftp/Specs/html-info/33203.htm

	[3GPP TS 22.127]
	“Service requirement for the Open Services Access (OSA); Stage 1”
E.g. 3GPP TS 22.127 (Release 8)
http://www.3gpp.org/ftp/Specs/html-info/22127.htm

	[3GPP TS23.198]
	“Open Service Access (OSA); Stage 2”
E.g. 3GPP TS 23.198 (Release 8)
http://www.3gpp.org/ftp/Specs/html-info/23198.htm

	[3GPP TR 33.828]
	“IMS media plane security”
E.g. 3GPP TR 33.828 (Release 8)
http://www.3gpp.org/ftp/Specs/html-info/33828.htm

	
	

	
	

	<< Add/Remove reference rows to this table as needed - DELETE This Row >>


3. Terminology and Conventions

3.1 Conventions

The key words “MUST”, “MUST NOT”, “REQUIRED”, “SHALL”, “SHALL NOT”, “SHOULD”, “SHOULD NOT”, “RECOMMENDED”, “MAY”, and “OPTIONAL” in this document are to be interpreted as described in [RFC2119].

All sections and appendixes, except “Scope” and “Introduction”, are normative, unless they are explicitly indicated to be informative.

<<If needed, describe or declare using appropriate normative references the additional conventions that are used.  DELETE THIS COMMENT >>

3.2 Definitions

<< Add definitions in new rows of the following table as needed.  The following examples show how dictionary references should be made as well as locally defined terms.  This table should be maintained in sorted alphabetic order based on the labels of the terms.

Examples:


Entity
Use definition #1 from [OMADICT]


Interactive Service
Use definition from [OMADICT]


Local Term
The definition description would be presented directly

DELETE THIS COMMENT >>

	Metadata Directory
	In the context of Service Publication and Discovery, a logical repository of service metadata comprising service descriptions with or without keywords.  Those metadata are published on the Metadata Directory by the Service Offerer, and discovered by the Service Consumer.  A Metadata Directory may be stored centrally (e.g., on the CPNS Server or an external entity), or in a distributed manner among the PNEs in an overlay network.

	Service Discovery
	The process of finding out information about one or more services from a Metadata Directory, by a Service Consumer.

	Keyword
	A term that captures the essence of an application or content service accessible in CPNS, and is intended for use in service discovery to search for the corresponding service description.  Keywords maybe stored in a centralized or distributed fashion in CPNS.

	
	

	Publication
	In the context of Service Publication and Discovery, the provisioning of the associated resource (service descriptions with or without keywords), by the Service Offerer, for storage on a Directory for service discovery purposes.

	Searchable Schema


	The aggregate information required for service discovery such as keywords and affiliated attribute information, and may include data that can be used to rank order search results.  The searchable schema is published as keywords by the responsible CPNS entity/entities to support service discovery.  The entity/entities can be PNEs in an overlay network, or comprise the CPNS Server.

	Service Consumer
	A PNE that consumes service(s) provided by Service Offerer(s), upon performing service discovery.

	Service Description
	A document that contains service metadata, and is specified using a description language.

	Service Offerer
	An entity, either internal or external to CPNS, that offers a service for consumption by PNEs acting as Service Consumers, and which publishes metadata about that service on a Directory.

	Group Key
	 A security key which applies to all members of a Service Group

	Group Key Management
	:The process of managing keys for groups

	<< Add/Remove definition rows to this table as needed - DELETE This Row >>


3.3 Abbreviations

<< Add abbreviations as needed to the following table.    No special notation should be made regarding terms copied from the Dictionary.  This table should be maintained in alphabetic order.

DELETE THIS COMMENT >>

	OMA
	Open Mobile Alliance

	
	

	
	

	<< Add/Remove abbreviation rows to this table as needed - DELETE This Row>>


4. Introduction
(Informative)

This Architecture Document defines the architecture of CPNS (Converged Personal Network Service) Enabler based on the CPNS requirements defined in [OMA-CPNS-RD]. 

This Architecture Document will define the functional interfaces and flows between the main CPNS entities such as CPNS Server, PN GWs and PNEs. 

This document will also describe and define the following functions and capabilities: 

· Functions of CPNS Server

· Functions of PN GWs
· Functions of PNEs

· Interactivity between services and entities in the Personal Network and Cellular/WAN networks

· Content and Service delivery

· Service Discovery and Publication

· Discovery and registration of PN GW and PNEs

· Statistics collection and reporting of data usage 

4.1 Version 1.0

This section provides a high level, concise and informative description of the main functionality supported in the initial enabler or reference release version described in this AD.  The description should be brief, target length should be a few paragraphs.   When the enabler or reference release is finished, this description should be aligned with the final functionality.  

DELETE THIS COMMENT

4.2 Version <x.y>

This section should be included for each new major or minor version of the enabler or reference release covered in the AD.

It should provide a high level, concise and informative description of the new or modified functionality introduced in this version of the enabler or reference release covered in the AD, compared to the previous version.  The description should be brief, target length should be a few paragraphs.  When the enabler or reference release is finished, this description should be aligned with the final functionality differences.

DELETE THIS COMMENT

4.2.1 Version <x.y.z>

This section should be included for each new service release covered with the AD.   It should describe at a high level the main changes made to the AD compared to the previous version.  The description should be brief, target length should be one paragraph.
DELETE THIS COMMENT

5. Architectural Model

<< This section defines the enabler’s architectural model.  The model identifies: a) all internal functional components of this enabler, and b) all of the communication relationships between the components of this enabler and with other enablers and applications (including those specifications not defined by OMA).

This section SHOULD contain a diagram of the architecture.  Diagrams in this section should contain logical entities only and not conflate logical entities with physical entities.  However, mobile terminals and networks may be shown because of their potential relevance in the design of the architecture.  Figure 1, Figure 2 (or a combination of them, if considered appropriate), are illustrative examples of an architectural diagram and should be modified to reflect this architecture.

Working Groups SHOULD re-use functions specified by other enablers.  Working Groups should consult other Architecture Documents and Specifications to identify any of this architecture’s functionality (e.g. its systems, subsystems, interfaces and/or reference points, etc) that is already specified. 

This section MAY include an explanation and/or diagram to show how this architecture relates to the various views as defined in  “Inventory of Architectures and Services”.  This diagram and explanation, however, are optional.  

DELETE THIS COMMENT >>

5.1 Dependencies

<< This section MUST enumerate all of the dependencies this architecture has.  Dependencies in this context include other enablers, specifications, etc. this enabler calls (i.e. re-uses).  Each dependency MUST include a reference to the document(s) that specifies the depdency.  All of these references MUST also be included in Section 2.1.

The enumeration would be along the lines of a list with entries such as

    - IMAP binary extension [RFC3516]
where the reference (e.g. RFC3516 in this example) would link to the fully qualifed reference in section 2.1 table.

If this architecture has no dependencies, then this section only needs to contain a statement as such.

DELETE THIS COMMENT >>

The CPNS Enabler will be dependent on the following:

Editor’s note: Other dependencies could be added later if there are any.

5.1.1 Interaction with Presence Enabler
NOTE: This dependency is optional.
CPNS entities can interact with Presence Enabler for status management. 

CPNS entities (e.g. PNE, PN GW) can act as a Presence Source to publish their CPNS status (e.g. online/offline) to the Presence Server if Presence Enabler is supported. Thus entities who are interested in CPNS status can subscribe to the Presence Server and will be notified once this information is changed. 

In this case, CPNS entities SHALL conform to the functionality and interfaces as described in [PRS-IMPS-AD] and [PRS-SIMPLE-AD].
5.1.2 Interaction with Device Management Enabler
NOTE: This dependency with OMA DM is optional.

CPNS entities can interact with DM Enabler for device management. For those CPNS entities which has DM client can be managed by DM server. The DM management could be initiated by DM client on CPNS entities or DM server.

In this case, CPNS entities SHALL conform to the functionality and interfaces as described in [DM-AD].
5.2 Architectural Diagram
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Figure 1: CPNS architecture diagram with reference points
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Figure 2: CPNS function diagram
5.3 Functional Components and Interfaces/reference points definition
<< This section describes all of the architecture’s functional components and the specified interfaces and/or reference points. 
As a general guidance, the Architecture Document SHOULD define interfaces, wherever possible. 
Each of the components should be described in a separate subsection and MUST contain at least the following information:

Name

Description

Responsibility (e.g. what does the component do/perform)

Each component SHOULD have at least one interface or at least one reference point that can be used by some other functional component, enabler, application, etc.

All of the interfaces and/or the reference points should be described in this section. 
Interfaces and reference points MUST be described in a language-independent way.

Each interface description MUST include at least the following information:

Name

Description

Entity that exposes the interface

Each reference point description MUST include at least the following information:

Name

Description of all the functions exposed between the two entities

The two entities that are linked by this reference point

Each reference point description SHOULD include the following information:

Name of each interface included in the reference point

Description of each interface included in the reference point

Interface/reference point naming convention: 
The name of an interface/reference point consists of a minimal number of characters (e.g. no longer than the WID's registered name), followed by a dash, followed by a running number (starting at “1” and counting upwards in steps of 1 for each new interface/reference point).  Each work group decides about the character(s) for their interfaces/reference point as long as there is no duplication with already existing names (work groups can consult ARC to confirm).  Names should be chosen in an intuitive way to allow easy recognition of the interface/reference point.  Some examples are:

     B-1
B stands for “Browsing”

     POC-5
POC stands for “Push to Talk over Cellular”

     MMS-7
MMS stands for “Multimedia Messaging”

Interface re-use convention: In case an interface from another enabler is re-used (e.g. exactly as is, as a profiled subset, or extended with additional Attribute Value Pairs), the interface name is that of the other enabler.  That is, the interface name does not change, since the interface does not fundamentally change.  The interface structure and placement of parameters and/or AVPs are already defined as part of the other enabler.
Reference points re-use convention: 
 In case a reference point from another enabler is re-used (i.e. all of its interfaces, and the two entities, as originally defined, linked through the reference point) then, the reference point name is that of the other enabler.  That is, the reference point name does not change, since the reference point does not fundamentally change.  The reference point structure and placement of parameters and/or AVPs are already defined as part of the other enabler.

Detailed recommendations on how to re-use reference points may be found in the “Architecture Best Practices” document.

Graphical representation convention:

Reference points are depicted as a line and interfaces are depicted as an arrow. 

DELETE THIS COMMENT >>

5.3.1 Functions

5.3.1.1 Connection Management

(…)

5.3.1.2 Device Capabilities

(…)
5.3.1.3 Device Management

(…)
5.3.1.4 Status management

(…)
5.3.1.5 Usage Statistics Collection & Reporting
(…)
5.3.1.6 Service Publication & Discovery

(…)
5.3.1.7 Service Management

This function can be deployed in the CPNS PNE, CPNS PN GW and CPNS server.

This function can be used in both client-server deployments and peer-to-peer deployments. In client-server deployments, it can be used by both the client and server components.

This function can also be deployed in the PN GW for entities without CPNS features.

5.3.1.7.1 Definition/role

This function allows the management of services performance and access in the CPNS enabler.

5.3.1.7.2 Description

This function does the following:

· Manages service performance and access

· This function enables:

· Controlling how the services are performed, based on Device capabilities, as reported through the Device Capabilities function.

· Controlling access to the services, based on access control lists and/or policies.

5.3.1.7.1.1.1. Group Service Security Mechanisms

The [OMA CPNS RD] requires Service Groups to be able to share services and data in a secure manner. In a Service Group, it is assumed that common data is distributed to multiple or all devices which are using the service in the Service Group, regardless of whether common data is CPNS signaling data or Content/Service data. 

The management of groups in CPNS is done by the Service Management Function. However, this function only establishes the group; it does not ensure secure group communication, which is done as follows.
All member entities in the same Service Group share a common key (Group Key), which is used for secure communication i.e. ensuring authenticity, confidentiality and integrity of messages and other data related to services shared in the Service Group. 
Group Keys are managed by Contents/Service Key Management functionality (CSKMF, described in 5.3.1.9.5.1) in CPNS Security Function block, which is called by Service Management Function (SMF) to perform Group Key management operations.

When the group has been established, the SMF triggers the CSKMF to create a Group Key. 

When the group membership is changed, the SMF triggers the CSKMF to update (create a new) Group Key. 

When the group is deleted, the SMF requests the deletion (or revocation) of the Group Key to CSKMF. 

5.3.1.8 PN/PNE Discovery & Registration
(…)
5.3.1.9 Security

The security function is deployed in the CPNS PNE, CPNS PN GW and CPNS Server. The function provides the means to ensure security in CPNS such as authentication, authorization, data integrity and data confidentiality. The function is divided into six sub functions as follows. 

· Authentication

· Authorization

· Data integrity

· Data confidentiality

· Device ID/Key assignment

· Content/service key management

While former five sub functions are for security of CPNS interfaces (CPNS-1~5), the last one performs necessary signaling to ensure security of content/service delivery. The functional block diagram of the security function is shown below. 
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Figure 1: Functional block diagram of the CPNS security
In CPNS, there exist two types of network: PN (Personal Network) and WAN (Wide Area Network). Since some of underlying network infrastructures deployed in PN/WAN provide their own security mechanisms, CPNS Enabler can utilize them as security sub functionalities.

· WAN

· secure WAN
Secure WAN deploys network infrastructures which provide security mechanisms for authentication, data confidentiality and data integrity. Security of communication inside secure WAN is ensured.

An example of the secure WAN is a cellular network. In the cellular network, cellular devices (i.e. acting as PN GWs) are authenticated when connecting to the network. In subsequent data communications over that network, data confidentiality, integrity and authenticity can be provided by using the appropriate secure WAN mechanisms. The CPNS Enabler should employ those corresponding secure WAN mechanisms to ensure the security of CPNS-2, 3 and 4 interfaces. 

· non-secure WAN

Non-secure WAN deploys network infrastructure without security mechanisms. Security of communication inside the non-secure WAN is not ensured.

An example of the non-secure WAN is the Internet which is a collection of a large number of Autonomous Systems (ASs). Users can connect devices to the Internet without explicit authentication. In addition, confidentiality and integrity may be compromised when data packets are traversed across the ASs. In order to ensure secure CPNS signaling over the non-secure WAN, CPNS Enabler shall implement appropriate security mechanisms pertaining to authentication, data confidentiality and data integrity.
· PN

Some PNs formed by various short-range wireless network technologies such as Bluetooth and WiFi have security mechanisms for authentication, data confidentiality, and data integrity. The CPNS Enabler can leverage them, although no standardized mapping exists between them and the WAN security technologies.
However, if some users may not activate security mechanisms of a PN, it would not be secure to send signaling from a secure WAN through the unsecure PN. Since the PN GW is part of both networks, the device capabilities information regarding of the PN GW should reflect the security level of the attached PN(s), and be used by the CPNS Server to determine the appropriate security level of communications which can be directed to the PN attached to the PN GW.
Figure 2 shows an example of CPNS Enabler deployment. In this diagram, each PN GW connects to either a secure WAN or a non-secure WAN. An example of a PN GW connected to a secure WAN is a cellular phone and an example of a PN GW connected to a non-secure WAN is a home gateway which usually connects to the Internet through a local ISP (Internet Service Provider).
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Figure 2: System configuration 
5.3.1.9.1 
Authentication

This sub function provides the means to authenticate CPNS entities and/or external entities. 

Required functionalities in each CPNS entity are shown below.
· PNE/ PN GW/ CPNS Server

· negotiate authentication mechanisms with CPNS entities connecting through CPNS interfaces

· authenticate CPNS entities connecting through CPNS interfaces

As described above, this sub function may be realized by security mechanisms provided by underlying network infrastructures (e.g. security of PN and/or secure WAN). An example is shown in Appendix B.

5.3.1.9.2 
Authorization
This sub function provides the means to authorize CPNS entities to specify access rights for CPNS services (e.g., join a PN/service group, access applications or content, or access a CPNS device list etc.)
Required functionalities in each CPNS entity are shown below.

· PNE/ PN GW/ CPNS Server

· authorize CPNS entities connecting through CPNS interfaces
As described above, this sub function may be realized by security mechanisms provided by resource servers utilizing authorization-related information such as charging systems, attached to the underlying network infrastructures (e.g. secure PN and/or secure WAN).
5.3.1.9.3 
Data integrity
This sub function provides data integrity in protecting against accidental or intentional changes to data transmitted through CPNS service.

Required functionalities in each CPNS entity are shown below.

· PNE/ PN GW/ CPNS Server

· negotiate integrity mechanisms with CPNS entities connecting through CPNS interfaces
· sign messages sent to CPNS entities connecting through CPNS interfaces
· verify messages received from CPNS entities connecting through CPNS interfaces

As described above, this sub function may be realized by security mechanisms provided by underlying network infrastructures (e.g. security of PN and/or secure WAN). An example is shown in Appendix B.

5.3.1.9.4 
Data confidentiality
This sub function provides data confidentiality that ensures transmitted messages are not made available to unauthorized users, unauthorized CPNS entities and unauthorized external entities.
Required functionalities in each CPNS entity are shown below.

· PNE/ PN GW/ CPNS Server

· negotiate encryption mechanisms with CPNS entities connecting through CPNS interfaces
· encrypt messages sent to CPNS entities connecting through CPNS interfaces
· decrypt messages received from CPNS entities connecting through CPNS interfaces

As described above, this sub function may be realized by security mechanisms provided by underlying network infrastructures (e.g. security of PN and/or secure WAN). An example is shown in Appendix B.

5.3.1.9.4 
Device ID/Key assignment
Editor note: Description of this section will be provided by another CR.
5.3.1.9.5. Content/Service Key Management
5.3.1.1.5.1. Group Key Management

Content/Service Key Management function (CSKMF) is responsible for management and distribution of Group Key, which are performed by using the OMA Security Common Functions (SEC_CF) described in [SEC-CF]. 

CPNS Server has CSKMF which implements the OMA Security Gateway (OSG) of SEC_CF, responsible for Group Key creation, deletion, update and delivery. OSG handles these operations by interacting with Key Management Centre (KMC) in SEC_CF, PNE and PN GW have CSKMF which implements the Security Agent (SECA) of SEC_CF, responsible for Group Key acquirement. 

An example of a system deployment of these modules including CSKMF is shown in B2.2.

The following operations are exposed by the CSKMF to Service Management Function (SMF): 
· create Group Key
Triggered by SMF, CSKMF in CPNS Server creates Group Key by using functionality provided by OSG. The request is parameterized by SMF (on a Service Group basis, included in group description, which is retrieved from and/or created in Shared Group XDMS as described in the other CR)
· delete Group Key
Triggered by SMF, CSKMF in CPNS Server deletes Group Key. 
· update Group Key

Update of Group Key is performed in two ways;

· Triggered by SMF based on group membership changes, CSKMF in CPNS Server updates Group Key. 

· CSKMF itself can trigger Group Key update, after which it alerts SMF that Group Key has been updated (e.g. for periodic updates)
· deliver Group Key

Delivery of Group Key is performed in either of two ways;
· Push to group members
When Group Key is created or updated, CSKMF in CPNS Server pushes a Group Key to all members. 
· Pull from group members
Triggered by SMF, CSKMF in PNE sends a request to CPNS Server’s CSKMF, which then delivers Group Key. A Group key is delivered only when it is needed by a PNE (e.g. when it encrypts/decrypts data destined to its Service Group etc), eliminating unnecessary communication to receive a Group Key which will not to be used. 

Note that a Group Key should be delivered securely. In order to confirm that the Group Key can be securely transmitted in PN, CPNS Server may check security level within PN. This check is performed based on capability information of PNE, which is provided by the Device Capabilities Function.
The CPNS architecture can be deployed in two topologies: As a centralized topology, where the CPNS Server is deployed in one node in the network; or in a distributed topology, where the function of the CPNS Server are distributed over the network. 

In the centralized case, the CPNS Server will contain CSKMF and OSG. These will communicate using standardized interfaces, as they also can be deployed differently. 

In the distributed case, the CPNS Server is distributed among the nodes in the network. The Service Management Function can be in a different node than the OSG. The nodes where the CPNS Server functions are assumed to be distributed are devices where PN GW resides, and one of these is assigned to be “Group Key Manager” in a Service Group and is responsible for managing a Group Key of its Service Group, implementing the CSKMF as described previously in this section. 

In the distributed case, Group Key Manager directly or indirectly delivers keys to member entities. In indirect delivery, a Group Key Manager uses a central server node as an intermediate for key delivery. That is, a Group Key Manager registers a Group Key on the central server node, from which member devices acquire a Group Key, alleviating load on Group Key Manager.

The flows between the modules in an example deployment are described in Appendix B2.2.
5.3.1.10 Charging

(…)

5.3.1.11 Service/Content Delivery
(…)
5.4 Security Considerations

<<Describe security functionalities based on security requirements defined in corresponding Requirement Document. 

Security functionalities should address and consider at least the following features:

Authentication

Authorization

Data integrity

Confidentiality
Non-repudiation
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Appendix A. CPNS Logical Entities and Physical Entities 
The PNE, PN GW and CPNS Servers are logical entities that can be mapped in different ways to physical entities to enable a variety of CPNS deployments (e.g., peer-to-peer and client-server). This appendix provides clarification on differences between CPNS logical entities and physical entities via various deployment examples. 
A.1.1 Terminology
In the figures in this appendix, interior boxes represent logical entities, and exterior boxes represent physical entities. The terms ‘Mobile Phone’, ‘PMP’ and ‘Server’ refer to physical entities. The logical CPNS Server entity is referred to as ‘CS’, and “Application/Content Entity” (ACE) refers to the entities (external to CPNS) that use CPNS to consume and offer services. 
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A.1.2 Client-Server Deployment Examples
A.1.2.1 Basic Client-Server Deployment
The first deployment example shows a basic client-server deployment with a CPNS logical entity in Mobile Phone A, Mobile Phone B and Server 1. 
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A.1.2.2 Client-Server Deployment with Combined PNE & PN GW
The second deployment example shows the same client-server deployment as in the first example, except that Mobile Phone B is a smart phone that can also offer and consume CPNS services in addition to the PN GW role.
To enable this, Mobile Phone B on the next slide assumes the additional role of a PNE so that it can interface with the ACE(s) on Mobile Phone B that offer and consume services
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A.1.3 Peer-to-Peer Deployment Example
A.1.3.1 Peer-to-Peer Deployment with Dedicated Authentication/Authorisation Server
A CPNS deployment in which the CS Service Publication and Discovery is implemented on the Devices in a CPNS network, while the CS AUC/AUZ function is performed by a Server
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Appendix B. Feasibility study of security of CPNS interfaces when utilizing underlying network security mechanisms

As described in section 5.3.1.9, CPNS Enabler can utilize security mechanisms provided by underlying network infrastructures to ensure communication security in CPNS. This section shows an example scenario where CPNS Enabler ensures security by utilizing security mechanisms of underlying network infrastructures.
B.1 System Assumption

Figure 3 shows an example of the proposed security platform. Underlying network infrastructures assumed in this example are as follows.

· WAN

As the underlying WAN infrastructure, IMS (IP Multimedia Subsystem) is deployed. Since IMS provides security mechanisms, which will be described later in the next sub section, WAN in this example is a secure WAN. 

CPNS Servers and PN GWs connect to IMS as IMS application servers (ASs) and subscribers, respectively.

· PN

It is assumed that PN technologies with security mechanisms are used. Examples of such PN technologies include WiFi and Bluetooth [IEEE802.11i, Bluetooth Security White Paper]. 

PN GWs and PNEs are connected by using those technologies.

Communication of each CPNS interface is conducted on the following network infrastructures.

· CPNS-1: PN technologies with security mechanisms

· CPNS-2, 3 and 4: IMS (secure WAN)

· CPNS-5: The Internet (non-secure WAN)
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Figure 3: System assumption 

B.2 Security of CPNS Interfaces

B.2.1 CPNS-1
When using WiFi as the PN technology, one of typical ways to ensure security of CPNS-1 is to pre-configure a shared secret key like a WEP key in both PN GW and PNE before starting communication. By doing this, PN GW and PNE can authenticate with each other and data confidentiality and integrity can be also ensured.

When using Bluetooth as the PN technology, PN GW and PNE can establish a secure connection by means of the initial pairing process. During this process, a user enters a PIN code to one or both of them, which is used to generate a secure key, which is then used for authentication and ensuring data confidentiality and integrity.
B.2.2 CPNS-2, 3 and 4
Security of CPNS-2, 3 and 4 can be ensured by IMS security mechanisms. Two different scenarios can be assumed: (1) Messages of the CPNS interfaces are exchanged using IMS signaling channel (i.e. C-plane) and (2) Messages of the CPNS interfaces are exchanged using IMS media channel (i.e. U-plane). The following sub sections explain how security is ensured in those scenarios.

B.2.2.1 Using IMS signaling channel
When PN GWs registers with IMS, PN GWs and IMS authenticate each other and establish secure connections by IPsec [3GPP TS 33.203]. By using the secure connections, PN GWs can securely send or receive SIP messages to/from IMS. When CPNS Servers connect with IMS via OSA (Open Service Access) API [3GPP TS 22.127, 3GPP TS23.198], providers of CPNS Servers need to establish service agreements with IMS providers. The service agreements require that CPNS Servers and SCS (Service Capability Server) on IMS authenticate each other and establish secure connections by IPsec or SSL. As a result, since SIP messages between PN GWs and CPNS Servers are passed through the IPSec connection between PN GWs and IMS and the secure connection between IMS and CPNS Servers, data confidentiality and integrity of CPNS signaling messages can be ensured.

B.2.2.2 Using IMS media channel
Although there is no existing standard for ensuring security of IMS media channel, some candidate solutions are being studied in 3GPP [3GPP TR 33.828], which includes Ticket-Based System(TBS), IMS AKA keys for media protection, Security Descriptions(SDES) and so on. By applying those solutions for the scenario assumed here, communication in the CPNS interfaces can be secured.
B.2.3 CPNS-5
In the system assumption described in B.1, CPNS Servers and application/content servers connects with each other through the Internet (non-secure WAN) In order to provide secure content/service delivery services over the non-secure WAN, providers of CPNS Servers and application/content servers conclude security agreements. In such a scenario, secure connection can be based on IPSec or SSL between CPNS Servers and application/content servers. During the establishment of secure connection, CPNS Servers and application/content servers can authenticate with each other. After the establishment, data confidentiality and integrity can be also ensured.
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D.1.1 Flow of the Key Management and Key Distribution

C.1.1.1
Pull Based Key Delivery

The Service Group Key can be distributed by being pulled by the PNEs which are becoming group members. 
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Figure 1. Group Key Distribution, Pull Case

Involved in this flow are the Service Management Function (SMF) Group Key Management Function (CSKMF) in security function, Security Gateway or Security Agent (OSG or SECA). 

The flow works as follows:

1 SMF requests a Group Key from CSKMF
2 CSKMF parameterizes the request, forwards OSG

3 OSG forwards the request to SEC CF KMC

4 SEC CF KMC returns a key to OSG

5 OSG forwards a key to CSKMF

6 CSKMF notifies SMF that a Group Key is ready

7. SMF in CPNS Server notifies SMF in PN GW that group is created, includes group properties, including key location 
8 SMF in PN GW requests a Group Key from SECA in PN GW with address provided in group description

9 CSKMF in PN GW requests a Group Key from CSKMF in CPNS Server

10. CSKMF in CPNS Server returns a Group Key to CSKMF in PN GW

11 CSKMF in PN GW notifies SMF in PN GW that a Group Key is available 
C.1.1.2
Push Based Key Delivery

The Service Group key can be pushed to group members. 
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Figure 2. Push case of Service Group key distribution

The push distribution will work as follows: 

1 to 6: Same as in Pull case

7 SMF in CPNS Server notifies SMF in PN GW that group is created, includes group properties, and notification that key will be pushed

8 A Group Key is pushed from CSKMF in CPNS Server to CSKMF in PN GW 
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