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1. Scope

This document specifies the functions, interfaces and behaviour of CPNS entities, then protocols and CPNS System concept together with syntax and semantics of CPNS messages.
Editor’s note:
It is FFS whether or not CPNS message-transport protocol (e.g, HTTP, Bluetooth) binding specification is needed for CPNS Enabler. Such specification will include the list of transport protocol CPNS support and how CPNS support underlying protocol e.g., how CPNS messages are formatted into underlying protocol and so on.
2. References

2.1 Normative References
	[CPNS-AD]
	“Converged Personal Network Service Requirements”, Open Mobile Alliance™, OMA-AD-CPNS-V1_0, URL:http://www.openmobilealliance.org/

	[CPNS-RD]
	“Converged Personal Network Service Requirements”, Open Mobile Alliance™, OMA-RD-CPNS-V1_0, URL:http://www.openmobilealliance.org/

	[RFC2119]
	“Key words for use in RFCs to Indicate Requirement Levels”, S. Bradner, March 1997, URL:http://www.ietf.org/rfc/rfc2119.txt

	[RFC4234]
	“Augmented BNF for Syntax Specifications: ABNF”. D. Crocker, Ed., P. Overell. October 2005, URL:http://www.ietf.org/rfc/rfc4234.txt

	[SCRRULES]
	“SCR Rules and Procedures”, Open Mobile Alliance™, OMA-ORG-SCR_Rules_and_Procedures, URL:http://www.openmobilealliance.org/

	
	

	
	


2.2 Informative References

	 [OMADICT]
	“Dictionary for OMA Specifications”, Version x.y, Open Mobile Alliance™,
OMA-ORG-Dictionary-Vx_y, URL:http://www.openmobilealliance.org/

	
	

	
	


3. Terminology and Conventions

3.1 Conventions

The key words “MUST”, “MUST NOT”, “REQUIRED”, “SHALL”, “SHALL NOT”, “SHOULD”, “SHOULD NOT”, “RECOMMENDED”, “MAY”, and “OPTIONAL” in this document are to be interpreted as described in [RFC2119].

All sections and appendixes, except “Scope” and “Introduction”, are normative, unless they are explicitly indicated to be informative.
3.2 Definitions

	
	

	
	


3.3
Abbreviations

	OMA
	Open Mobile Alliance

	
	

	
	


4. Introduction

This document defines signalling procedure of CPNS entities and syntax and semantics of CPNS messages based on CPNS requirement document [CPNS-RD] and CPNS architecture document [CPNS-AD].
Section 5 describes the CPNS system concept

Section 6 describes the high level procedure

Section 7 describes the signalling procedures of CPNS entities with CPNS messages. 


Section 8 describes syntax and semantics of CPNS messages.
Section 9 describes CPNS messages-CPNS Transport Protocol binding specification. 

Editor’s note:
In case this document contains binding specification then the definition (list of) of CPNS Transport Protocol is needed in Definition section.
4.1 Version 1.0

The CPNS Technical Specification covers all requirements [CPNS-RD] of CPNS V1.0. 

Editor’s note:
Need a change request to RD. Change is to specifically state in “Release” column which requirements are in scope of CPNS V1.0 and which ones are not with e.g., ”Future” tag.
5. CPNS System Concept

5.1  Identification
Two identifiers are used in the CPNS Enabler to identify user and PN:

· The User ID allows to identify a User. 

· The PN ID allows to uniquely identify a PN

Editor’s note:
Editor Note: more ID could be added.
5.1.1 User ID

5.1.2 PN ID

5.2 CPNS Entity Mode
5.3 Security Consideration
5.3.1 Group Key

Group Key is a security key which all member entities in the same Service Group share and is used to ensure security (e.g., confidentiality and integrity etc.) of messages destined to Service Group. For Group Key management, CPNS supports the following operations: 
· create Group Key
When Service Group is created, CPNS Server creates Group Key.
· create Group Key
When Service Group is deleted, CPNS Server deletes Group Key.
· create Group Key
Update of Group Key is performed in two ways;
· When group member leaves from Service Group, CPNS Server updates Group Key.
· CPNS Server itself can update Group Key. (e.g. for periodic updates).

6. High level procedures (informative)
The information flow in the following subsections describes flow of information between CPNS entities and include the abstract messages or information elements but do not necessarily fully conform to all the messages or information element. Normative specifications are found in section xxx.

6.1 CPNS Typical Flow
The CPNS typical flow shows general sequences of CPNS functions to perform CPNS Service as general. This flow includes CPNS Entity Discovery & PN Registration, Service Publication & Discovery, Service/Content Delivery with Device Capability and Usage Statistics Collecting & Reporting.
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Figure X: CPNS typical flow
A physical connection (pairing) with PAN technologies between the PNE and the PN GW should be established before CPNS message is sent. It assumes that the PNE in the above diagram and text below is the first PNE which participates in the PN.

0. The Service/Content Provider or application publishes the service description to the CPNS Server whenever the service and content is available.
1. The PN GW is authenticated by the CPNS Server. This process can be done before or after the pairing between PN GW and PNE.

Editor’s Note: PNE authentication will be mentioned after CPNS/SEC Joint meeting.

2. The PNE or the PN GW initiates CPNS Entity Discovery. This enables discovery of the current operational CPNS Mode (PNE or PN GW) in a CPNS device. 
3. The PNE or the PN GW connects a Personal Network each other. The PN GW creates the information for PN Inventory for the corresponding Personal Network. The PN GW performs Registration of the Personal Network through sending PN Inventory to the CPNS Server.
4. The CPNS Server advertises service description to the PNE or the PNE queries service description to the CPNS Server.
5. The PNE invokes service or requests content based on the service description provided by the CPNS Server. 
6. The information of device capability of the PNE, which consumes service or content, may be shared with the CPNS Server and/or Service/Content Provider for delivery of service and content.

7.  The service or content is delivered to the PNE from the Service/Content Provider. 
8. The PNE reports all the information on the service usage from the CPNS device based on user preference or policy. The CPNS Server collects the report from the PNE(s) with the related user information.
9. The PNE or the PN GW requests disconnection with the Personal Network. Then, the PN GW de-registers to the CPNS Server on behalf of the PNE. 
6.2 PN Establishment
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Figure a. Flow of PN Establishment initiated by PNE
Figure a. shows a flow of PN Establishment. The flow depicts the scenario where PNE initiates PN establishment. 

Editor’s note: PN GW can also initiate PN establishment. Flow for PNGW initiated scenario will be added by another CR.

0. Before PN Establishment, PNE and PN GW perform CPNS Entity Discovery. Detailed flow is shown in X.y

1. PNE sends a PN Setup Request message to PNGW. 

2. When receiving a PN Setup Request message, PN GW sends PN Registration Request message to CPNS Server.

3. CPNS Server assigns ID for new PN and registers the PN with PN Inventory. 

4. CPNS Server sends PN Registration Response message with assigned PN ID to PN GW.
5. PN GW stores the PN Inventory locally.
6. PN GW sends PN Setup Response message with PN Inventory to PNE.

Editor note: whether PN GW sends all or part of PN inventory to PNE will be decided after deciding contents of PN Inventory

7. Signalling procedure
7.1 Overview

Editor’s note:
This is introduction section for signalling procedure and this may contain how signalling procedure specification is structured (documentation explanation) and which interfaces are associated with. If any, this may also contain common procedure among CPNS entities. Subsection may be required as needed. 
Editor’s note:
This section contains basic (/common) procedure for this procedure or any other common consideration, if any. If there is any procedural variation (e.g., alternative procedure such as ad-hoc or policy) which needs to be identified, this section may contain sub-sections. 
Following is the example of procedure description. Referring to CPNS messages description in section7, more detail description may be needed.  
When joining a service group, the PNE:
1. SHALL assemble a [name of joining message] as described in section 7. 
2. SHALL send the [name of joining message] to PN GW as described in section 7. 
<text>
7.2 CPNS Entity Discovery
7.3 PN Management
7.4 Service Group Management
7.5 Service / Content Publication & Discovery
7.6 Service / Content Delivery
7.7 Device Capability
7.8 Status Management
7.9 Usage Statistics
7.10 PN Disconnection & De-Registration
8. CPNS message
8.1 <Name of message>

Editor’s note:
Beginning with brief introduction of objective of [CPNS message 1], this section contains CPNS message information set (parameter). Table style is recommended, containing e.g., element name, type, value, Optional [Yes/No], description, etc. The exact Table format is FFS (contribution is required). 
PNEDiscoveryRequest is the example of messages. The message name can be changed following the next CRs.
<text>
9. CPNS Transport Protocol

Editor’s note:
This section includes underlying protocol aspect description. This shall contain the list of underlying protocol (transport/application protocol) that CPNS supports and also the binding specification (how CPNS Enabler supports underlying protocol) such as in case of HTTP, how CPNS messages are formatted into HTTP e.g., encapsulating CPNS messages as a payload, which HTTP operation CPNS supports, HTTP Header description, and so on. It is FFS if transport protocol description is within the scope of CPNS.
<text and table>
Appendix A. Change History
(Informative)

A.1 Approved Version History
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	Date
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Appendix B. Static Conformance Requirements
(Normative)

The notation used in this appendix is specified in [SCRRULES].
B.1 SCR for XYZ Client

	Item
	Function
	Reference
	Requirement

	XYZ-C-001-M
	Something mandatory
	Section x.y
	(XYZ-C-004-O OR XYZ-C-003-M) AND
 XYZ-C-002-O

	XYZ-C-002-O
	Something optional
	Section x.y
	

	XYZ-C-003-M
	Dependencies on ZYX
	Section x.y
	ZYX:MCF

	XYZ-C-004-O
	Dependencies on ZYX
	Section x.y
	ZYX:OCF


B.2 SCR for XYZ Server

	Item
	Function
	Reference
	Requirement

	XYZ-S-001-M
	Something mandatory
	Section x.y
	XYZ-S-004-O OR XYZ-S-002-O OR XYZ-S-003-M

	XYZ-S-002-O
	Something optional
	Section x.y
	

	XYZ-S-003-M
	Dependencies on ZYX
	Section x.y
	ZYX:MSF

	XYZ-S-004-O
	Dependencies on ZYX
	Section x.y
	ZYX:OSF
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