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1. Scope
(Informative)

In order to facilitate security reviews, reviews mandated by the OMA Organization and Processes document, this document, the Security Risk Assessment Guide (SEC_SRAG), provides a risk analysis framework regarding security for OMA enablers. 
The purpose of this document is not to introduce to formal risk analysis methodologies, like Corba or other, but rather to give the basic knowledge on how to assess the risks regarding security for OMA enablers.

This guide includes detailed instructions, guidelines, and best practices for completing a template to be included as an annex of the Architecture Document (AD). This template, further referred as the Security Study, intends to formalize, for consistency purpose, the risk analysis conducted by the enabler WG. 
Furthermore, the guide anticipates many of the users’ frequently asked questions about editorial considerations for the Security Study and its usage; answers include information that should be useful to those using the Security Study or maintaining one such document.
The Security Working Group expects this guide to be a living document in that it will help other Working Groups acquire a better understanding of what is at stake with security problems, and that it will be improved over time based on their feedback and experience.
2. References

2.1 Normative References

	[OMA-ARCH-REVIEW]
	“OMA Architecture Review Process”, Open Mobile Alliance™, OMA-ARCHReviewProcess-V1_1 

	[OMA-ARCH-BP]
	“OMA Architectures Best Practices”, Open Mobile Alliance™, OMA-ORG-Architecture_Best_Practices-V1_0_1

	[OMA-DICT]
	“OMA Dictionary”, Open Mobile Alliance™, OMA-Dictionary-V2_1

	[OMA-PROC]
	“OMA Organization and Process”, Open Mobile Alliance™, OMA-Process-V1_1

	[OSE]
	“OMA Service Environment”, Open Mobile Alliance™, OMA-Service-Environment-V1_0

	[SEC_CF]
	“OMA Security Common Fonctions”, Open Mobile Alliance™, Candidate Version 1.0 – 08 Aug 2006

URL: OMA-RD-SEC_CF-V1_0-20060808-C


2.2 Informative References

	[RFC2828]
	Request for Comments 2828, Internet Security Glossary, R. Shirey, May 2000

	[RFC3552]
	Internet Architecture Board (IAB): Request for Comments 3552: Guidelines for Writing RFC Text on Security Considerations, E. Rescorla, B. Korver, July 2003


3. Terminology and Conventions

3.1 Conventions

The key words “MUST”, “MUST NOT”, “REQUIRED”, “SHALL”, “SHALL NOT”, “SHOULD”, “SHOULD NOT”, “RECOMMENDED”, “MAY”, and “OPTIONAL” in this document are to be interpreted as described in [RFC2119].

All sections and appendixes, except “Scope” and “Introduction”, are normative, unless they are explicitly indicated to be informative.

This is an informative document, which is not intended to provide testable requirements to implementations.

3.2 Definitions

	Accountability
	The Accountability is the property of a system to keep track of who or what accessed and/or made changes to a system.

	Anonymity
	Anonymity refers to the possibility for a person to remain unknown or unidentified.

	Attack
	An Attack is the action of trying to perturbate the system. Successful attacks rely on vulnerabilities of the system.
Examples of attacks include sending malicious input to an application or flooding a network in an attempt to deny service.

	Auditing
	Auditing is the process of evaluating the actual security of a system by obtaining evidence regarding assertions and establish the degree of correspondence between those assertions and predefined criteria.

	Authentication 
	Authentication is the process of verifying an identity (distinguishing identifier) claimed by or for a system entity, which may be a peer in a communication or the source of some data. This assured Identity may be well known (a real name, telephone number, mailing address, phone number, social security number, IP- or email address) or it can be an unlinkable identifier (like a pseudonym). The verification is achieved presenting authentication information (credentials) that corroborates the binding between the entity and the identifier. Authentication is usually divided into entity and message (or data) authentication. The main difference between the two is that message authentication provides no timeliness guarantee (the authenticated message may be old), while entity authentication implies actual communication with an associated verifier during execution of the current run of the protocol. 
Authentication is usually unilateral (“Alice authenticates Bob”). Mutual Authentication refers to Authentication in both directions.

	Authorization (by a Trusted Third Party)
	Authorization is a right or a permission that is granted to a system entity to access a system resource. An "authorization process" is a procedure for granting such rights. 
In some protocols, a Trusted Third Party introduces one principal to another one, and assures to the first one that the second one is trusted and authorized to access the service or function.

	Availability
	The Availability of a system is the quality of being accessible in a timely manner.

	Data Confidentiality 
	Data Confidentiality is the property that a particular data item or information (usually sent or received as part of the content of a “secured” message, or else constructed on the basis of exchanged data) is not made available or disclosed to unauthorized individuals, entities, or processes, and remains unknown to the intruder. We choose the convention that the secrecy of a session key generated during a key agreement is not considered here but in Goal “Key authentication” above. Also the secrecy of a long-term key used within a protocol is not part considered as a secrecy goal of the protocol.

	Data Integrity
	Data Integrity is a security service that protects against unauthorized changes to data, including both intentional change or destruction and accidental change or loss, by ensuring that changes to data are detectable. 
A data integrity service can only detect a change and report it to an appropriate system entity; changes cannot be prevented unless the system is perfect (error-free) and no malicious user has access. However, a system that offers data integrity service might also attempt to correct and recover from changes.
Relationship between data integrity service and authentication services: Although data integrity service is defined separately from data origin authentication service and peer entity authentication service, it is closely related to them. Authentication services depend, by definition, on companion data integrity services. Data origin authentication service provides verification that the identity of the original source of a received data unit is as claimed; there can be no such verification if the data unit has been altered. Peer entity authentication service provides verification that the identity of a peer entity in a current association is as claimed; there can be no such verification if the claimed identity has been altered.

	Denial-of-Service (DoS) 
	Denial of Service attacks target the valuable resources that are needed to provide services. A typical denial of service attack results in the excessive usage of a particular resource by a malicious entity in order to make that resource unusable for the rest of the legitimate users of the service.  Below are few examples of DoS attack types:
· DoS on memory allocation, 

· DoS on computational power, and 

· Overloading attacks on third parties:
This is inducing one or several hosts to send large amounts of packets to a victim.

	Identity Module
	A fixed or removable module keeping identity information and credentials, i.e. a SIM/USIM/ISIM or UIM/RUIM

	Non-repudiation
	Non-repudiation  is synonym to Accountability

	Privacy
	Privacy is the right of an entity (normally a person), acting in its own behalf, to determine the degree to which it will interact with its environment, including the degree to which the entity is willing to share information about itself with others. (See: anonymity.)
In particular, privacy is the right of individuals to control or influence what information related to them may be collected and stored and by whom and to whom that information may be disclosed.

	Threat
	A Threat is a potentially successful attack on the system.

	Vulnerability
	A Vulnerability is a weakness that makes a threat possible. This may be because of poor design, configuration mistakes, or inappropriate and insecure coding techniques. Weak input validation is an example of an application layer vulnerability.


3.3 Abbreviations

	IM
	Identity Module

	OMA
	Open Mobile Alliance (http://www.openmobilealliance.com)


4. Introduction

4.1 Why does Security matter?

Security is a key element in the success of telecom infrastructure. As such, a security risks analysis must be carefully conducted to prevent potential fraud or personal information disclosure for instance.

By Security we generally refer to the means to protect the critical assets of a given system. In the context of OMA enablers, the assets consist of tangible items such as a customer database, PKI certificates, but include also more abstract notions such as company’s reputation or the customer trust.
Security is not an end but merely a method. It consists in analyzing a system, identifying its potential threats with their degree of risk, then defining suitable corrective measures.
4.2 Current context
OMA enablers typically comprise of common features that are part of the security “obedience”, such as:
· Identification and authentication of entities

· Data confidentiality and integrity

· Accountability (proof of emission and reception)

· User privacy

Unfortunately, as already pointed out by [SEC_CF] , a study conducted by the OMA Architecture working group (Gaps and Overlaps Analysis, OMA work item #88) showed that the different OMA enablers use different role models to categorize the actors involved in an enabler, different role models resulting in different approaches to solve identification, authentication, confidentiality, integrity and privacy issues. This actual situation makes it difficult to encompass the security in its globality and since the security of a system is as strong as its weakest link this situation should be addressed in the shortest time.
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6. Risk assessment of OMA enablers

6.1 Introduction to risk assessment

6.2 General introduction

Risk assessment according to the NIST Risk Management Guide is "the process of identifying the risks to system security and determining the probability of occurrence, the resulting impact and additional safeguards that woulg mitigate the impact."
The purpose of doing risk assessment during the design of a system is different from conducting a security risk assessment on an operational system. Indeed, the goal here is more to influence the design and ensure choices regarding security are homogeneous.
6.3 Vocabulary

The purpose of this chapter is to introduce the reader to security risk vocabulary and concepts.
6.3.1 Security terminology
Prior to present what security risk is, it is important to define some vocabulary. Many words used in security parlance require clarifying what they actually mean in a context of security risk analysis.

· Authentication: Authentication is the process of algorithmically identifying an entity. An entity might be an end-user, a service, a process, a computer, et c….

· Authorization: Authorization is the process by which some resources and operations can be accessed by an actor. Ressources includes file, database, table, row, and so on, together with system resource. Operation includes performing transaction such as purchasing a product, transferring money from one account to another, et c…
· Confidentiality: Confidentiality is the process of making sure that private data cannot be disclosed to unauthorized entities; for instance eavesdroppers who monitor the flow of traffic across a network. 

· Integrity: Integrity is the guarantee that data is safe from any modification, either accidental or deliberate. Integrity for data in transit typically relies on hashing techniques and message authentication codes.

· Availability: from a security perspective, Availability means that a system remains accessible for legitimate users. Denial of service attacks attempt to flooding a service so that legitimate users cannot access it.
· Accountability: Accountability (or sometimes refered as Non-repudiation) guarantees that a user cannot deny having performed an action. For example, non-repudiation mechanisms are required to make sure that a user cannot deny having ordered an item at a given price for a given quantity.

· Privacy: Privacy deals with the protection of the ientity of an end-user. This notion has some legal connotation and generally must be taken into account when software applications belonging to different legal entities must exchange information regarding end-users to interoperate.
6.3.2 Threats, Vulnerabilities, and Attacks
Risk assessment relies on key concepts that we define hereafter:
· Vulnerability: Vulnerability is a weakness that makes a threat possible. This may be because of poor design, configuration mistakes, or inappropriate and insecure coding techniques. Weak input validation is an example of application layer vulnerability.
· Attack: an attack is an action of trying to perturbate the system. Successful attacks exploit a vulnerability or enacts a threat. Examples of attacks include sending malicious input to an application or flooding a network in an attempt to deny service.
· Threat: a Threat is a potentially successful attack on the system, or it is any potential event that can imperil an asset. A threat can be malicious or not, depending on architecture.
7. Risk assessment methodology
Performing risk assessment implies to perform different actions such as: characterization of the critical assets of the system, identification of threats and vulnerability, evaluation of the impact of a successful attack, and finally decide on the risk mitigation.

If the reader may be familiar with the first steps, the last one generally is new to people whose work is not related to finance or insurance. Risk assessment means that, once potential weaknesses of a system have been identified, it has to be decided whether the risks related to those weaknesses should be eliminated, minimized, or simply left as is. Indeed, identifying a risk does not mean there is a need to suppress it. Risk implies cost, and the resolution of the risk may be to take actions (possibly non technical) elsewhere to mitigate it. What is important is to have a clear view of the weaknesses of a system to help managing the risk in its globality and throughout the lifetime of the system.
As mentioned before, the purpose of this guide is not to enforce security risk methodologies that would require a significant effort. On the other hand, some formalism is considered as beneficial. Therefore, if time and resources permit it, it is suggested building an attack tree, as it proven to be a good start (see http://www.schneier.com/paper-attacktrees-ddj-ft.html )

OMA Risk assessment process
The security assessment in OMA will require several exchanges between the Security group and the Working group designing the enabler. The diagram below shall be used to clarify the different steps and exchanges that should take place between SEC and the enabler's WG in order to accomplish the most efficient security review:


Figure 1: OMA risk assessment process overview
1 The first step is to identify key contributors from the enabler's working group that will work jointly with the security group.
2 The second step consists in making a small document giving an overview of the enabler in order to help the Security group understand the system and identify the required expertise from the security standpoint.

3 Third step will consist in defining the assets of the system and determine their respective criticality. This will be done by the security group and validated by the enablers' key contributors.

4 The fourth step will define the trust model for the enabler, and collect the security assumptions made in order to define the security perimeter. 
5 Step five will consist in identifying the threats applying on each asset in terms of skills, resources and motivation.After all threats have been listed a risk assessment will be done, this in order to rank the threats that need to be taken into account and those that have such low risk that they will not be considered in the security solution. These risks will be explained to the enablers's key contributors to determine the impact on the enabler's roadmap.

6 Based on the result from the previous step, security requirements will be specified for the risks to be eliminated. 
8. Each of these steps will be detailed in the following chapters.
8.1 Key personnel identification

8.2 The identification of the contributors that will be involved in the security analysis should be done such that it reflects the different parties present amongst the Working Group (i.e. operators, manufacturers, etc …), this to ensure the strongest legitmity of the results.
8.3 Otherwise, there is a possibility that the group decides to rework the enabler instead of endorsing the results of the joint task force, which would be a lost of time for both groups.
8.4 Understanding the enabler
8.5 In order to share its security expertise, the security group needs a good understanding the enabler from a security perspective. This can be achieved by presenting a simplified view of the different elements, putting the emphasis on the essential objects/protocls/ et c… of the enabler.
The purpose of the security analysis is to reveal potential vulnerability. At design time vulnerability should not remain within the perimeter of the system, but merely be found because the system relies on external components (protocol sub-layers, external enablers …) or unpredictable events or factors (potential human errors, et c…).

The checklist beneath might help identify typical weaknesses in the design of business service platforms. Those questions apply for any functional entity of the system (server, client, protocol, etc …).

· Components installation
· Other than the Provisioning of the DPE Client, there is no component installation as such.
· Are components validated before installation?
· N/A
· Can components be uninstalled?
· N/A
· Can multiple instances of a component be installed for a given entity?
· No.
· Are configuration files stored, locally or elsewhere?
· N/A
· Can components be patched or updated while running?
· No.
· Components execution

· Is the component validated before each execution or while running?
· ?? What is meant by validated?
· Does the component rely upon any external components?
· DPE Client may rely on Bootstrap sever during provisioning phase.
· DPE Client relies on DPE Server. So no dependencies outside the DPE Enabler.
· Does the component provide provide data input checking? (client-side or server-side)
· DPE Server checks requests for syntax etc.
· Does the component accept partial data? sanitize bad data?
· No.
· Have very large data input been taken into account?
· No.
· Does the component support multiple input formats (e.g. Unicode representations) or extended characters? (e.g. NUL byte injection)?
· Don’t know. 
· Can error management reveal internal component information?
· N/A
· Authentication sessions
· How authentication credentials are originally supplied to the client?
· During provisioning, DPE Server address is pre-configured.
· Can the credentials be changed, updated?
· IMSI, DPE Server IP Addrs, Optional Certificate

· These credentials are fixed and can not be changed without incurring a re-Provisioning step.
· Which party initiates the session?
· Registration : DPE Client initiates
· Query : DPE Server initiates
· Policy Set : DPE Server
· Policy Response : DPE Client
· Is authentication information stored on the client?
· DPE Server Address is stored on the client

· IMSI is stored on the Client
· Is there a client lockout procedure?
· ??
· Are there some timeouts defined (after a period of inactivity, to force re-authenticating…)?
· No.
· Can the client initiate a logout procedure?
· Yes. Upon powerup (if SIM changed)
· Is it possible to deduce other client credentials from a known set of credentials?
· No. IMSI is unique, and option certificate is also unique.
· Are confidential authentication details displayed on screen if the user needs typing them in?
· No. No user typing of anything, it is pre-configured.
· Data exchange

· Is the communication channel encrypted end-to-end, partially?
· Not encrypted.
· Is it possible to hijack the communication channel?
· ??
· Is it possible to DoS the communications channel?
· Yes. We need some sort of rate limiting logic on the DPE Server and possibly the DPE Client.
· Can input data be obfuscated, and then be used to carry attack payloads?
· Yes. But response would go to “true” DPE Server, and recovery possible.
· Are cached content or transfer files stored locally?
· Yes. For DPE Server.
· Cryptography

· Are known cryptographic algorithms used to:

· encrypt local data storage?
· No
· encrypt communications?
· No
· Are selected standardised cryptographic algorithms referring to their most recent specification?
· N/A
· Does the system allow several cryptographic levels for a given asset? Is it possible to select or force the level of cryptography to an insecure level?
· N/A
· If digital certificates are used, what are their sizes? Are they unique per entity or can they be transported between hosts?
· Not decided. Need SEC feedback on pros/cons etc.
· Are checksums or hashes available for verifying the integrity of the application components?

· No. But response would go to “true” DPE Server, and recovery possible from there.
· Operational constraints

· What type of network domain relations exist between the involved entitiess (mode of deployment)?
· Client-Server deployment model.

· All requests/responses are centralized through the DPE Server.

· DPE Client to Server relationship is pre-configured.
· Transport protocol decision hasn’t been made yet. (HTTP, SIP, ??)
· Are critical operations logged?

· components installation
· N/A
· software failures and errors
· DPE Server might log these but not DPE Client
· authentication at both client and server hosts
· DPE Server might log these but not DPE Client
· Is it possible to retrieve confidential authentication information from logs?
· Possibly, depending on what is logged.
8.6 Characterization of the critical assets

Once the system is depicted, the security group will have to define the key objects, or assets, representing data or entities.

Typical OMA assets include:
· End-user Identification

· Personal information (name, address, et c…)
· MSISDN, MDN, MIN
· PIN code
· Login/pwd
· Et c…

· Authentication Identifiers:
· Terminal identifiers 


· IMEI
· IP address
· Certificates

· Et c…

· Servers identifiers 
· URL
· IP address
· Certificates
· Et c…

· Data:

· Messages

· Et c…

· Cryptographic credentials

· Protocols configuration

· Root certificates

· Cryptographic keys

· Et c…

· Operational elements

· Initialization elements

· Degraded execution acceptable conditions

· Graphical User Interfaces

· Et c…

· Et c…
It is not an exhaustive list of course…
Depending on the level of analysis, the Assets may be more or less precise.
8.7 Trust model & security perimeter
8.8 Once the assets have been listed and categorized according to their importance for the viability of the system, it has to be explained the underneath trust model. It has also to be defined the relevant security perimeter for the enabler, i.e. what level of security must be attained. 
8.9 The trust model applying to OMA enablers should be common, but there may be exceptions where an enabler does not follow it.
8.10 Risk assessment
8.11 Threats analysis
Next step consists in envisaging possible attacks to be taken into account, such as DoS, End-user identity usurpation, et c…
8.11.1 
In order to anticipate potential attacks, it should always be assumed that:
· greater resources than expended for developing the system could be used to break into it
· the system may receive erroneous data from authorized, authenticated entities or users
· 
What are the main security threats applying to OMA enablers?

Regardless of typical software or network threats, surely each OMA enabler is confronted to specific threats. The question is: how to determine those threats? There is no already made answer to the question, but it is recommended to find the inspiration from other technical domains as well as bring one’s imagination at work and “think” as an attacker… This is no easy task, but the Security working group is responsible of bringing the expertise to anticipate potential new threats. 

Threats can generally be categorized between passive and active.
Passive threats include 
· Traffic analysis

· Eavesdropping
· Impersonations
· Dictionary attacks
Active threats include:
· Denials of Service

· Man-In-the-Middle

· Masquerading

· Replays
· Alterations
· Repudiations
8.11.2 
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8.12 
8.12.1 

8.12.2 Impact analysis
To be completed: this section will briefly explain what should be considered in order to determine the impact of an attack …  
The risk can be expressed in terms of likelihood of a threat and impact severity of a successful attack on the system. 
The likelihood of a threat is an estimate of the frequency of such an event.
The severity of impact on a system is determined by the potential degradation, misuse or loss of a system asset. 
The risk level can be defined by multiplying the likelihood of occurrence and the severity of impact.
8.12.3 Risk mitigation
Certainly, it is each Working Group’s responsibility to deal with the risks of its enabler. But it has to be kept in mind that risk is related to cost and suppressing a risk might be too expensive compared to mitigating the risk by other means (such as contractually stating that a given service should not be held responsible for a risk, …).
To be completed 
Security recommendations

Once the risks have been evaluated, the risks to be eliminated will require an improvement of the security of the system.
8.13 Security Study document
To be completed: this section will draft the principal sections of the template to be added as an annex of the ARC document.
The Security Study is a synthetic document which aims at collecting all the information gathered from the security analysis.

It will include at least:

· The critical assets of the system (could be already available in the ARC document: no need to duplicate)

· 
· 
· 
· 
· 
· 
· 
· The vulnerability identified

· The choices regarding security (including the rationale for such choices)

Template skeleton
This chapter aims at introducing the skeleton of the security study. The security study of OMA SUPL is provided in Apendix B as an example.
System overview (from a security perspective)
In order to evaluate the security of a system, the different trust relationships must be identified. Whether this is done with the help of a diagram, or through a table or else does not matter; but the use of diagrams is highly encouraged.
System Assets
The assets will be described as follows:

· Name: the name of the asset

· Description: the function of the asset in the system in few words

· Importance: the criticality of the asset according to the following scale

· Low: the perturbation of the asset has no incidence on the system

· Medium: the perturbation of the asset will have a limited impact such as ergonomic limitations, et c..

· High: any unexpected modification of the asset will result in limitating the system

· Critical: any unexpected modification of the asset will result in stopping the system
Importance of asset should be defined considering cost, role and so on.

	Asset
	Description
	Asset facet
	Asset importance

	Password
	Information used to authenticate the user to the service
	Confidentiality
	Critical

	
	
	Integrity
	Medium

	
	
	Privacy
	Low

	login
	Information used to identify the user to the service
	
	High

	
	
	
	


Table 1: Asset list table
Trust model
This chapter should give the implicit trust relationships that might exist.
Risk assessment
Threats analysis
The purpose of this chapter is to detail the threats identified with the following information:

· Which asset is concerned: it includes all asset of the OMA enabler identified previously
· What object will be attacked to put in danger the asset
· What is the category/goal of the threat; threats identification should be classified according to the following categories:

· Access control & authentication

· Non-repudiation
· Data confidentiality
· Data Integrity
· Communication Security
· Availability

· Privacy
· How the attack is performed

· What are the pre-requisites

· What is the cost/expertise for deploying the attack
· The probability of a successful attack
	Asset
	Object
	Threat category/goal
	Attack
	Prerequisites
	Expertise/Cost
	Attack probability
	Attack #

	Password
	Password in the clear
	Data confidentiality: Disclosure of the asset
	Brute force attack on encrypted password
	Access to encrypted password
	Governmental organizations
	Low 
	1

	
	
	
	Interception with keylogger
	Installation of keylogger
	
	Medium
	2

	
	Encrypted password
	
	
	
	
	
	3


Table 2: Threat analysis table
Impact analysis
For each threat identified, a level of occurence should be determined and a risk level calculated according to the level of occurrence of the attack, and the 
	Attack #
	Asset Importance
	Attack probability
	Risk level

	1
	Critical
	Low
	1

	2
	Critical
	Medium
	2

	3
	…
	
	


Table 3: Impact analysis table
	
	

	



8.13.1 Security recommendations
Finally for each threat to be eliminated from the system, security measures will be defined for the current or next release of the enabler.
9. Security Study document management
The following subsections anticipate the most probable frequently asked questions (FAQ) that will come to mind about the Security Study and give a recommendation and/or answer for each question. It is reminded that the Security Study is an annex of the Architecture Document, therefore it is assumed both documents are managed similarly. Especially all recommendations applying for the writing to an AD, apply to the Security Study, except stated otherwise.
Q1: May a Security Study contain information beyond the study’s requirements?

The Security Study is designed to solicit the minimum amount of information that is required to perform a security review. That said, a WG should feel free to include additional information. For example, a security model may contain information about functionality such as:

· Cryptographic algorithms and protocols

· Extension mechanisms

Remark: a Security Study should remain at a level similar to an Architecture Document, and should not contain the type of detailed information that is more suited for a technical specification. That said, it may be valuable to define as earlier as possible security algorithms and protocols to determine potential weaknesses and to prevent typical replay attacks.
Q2: How should flows be documented in a Security Study?

It is suggested to follow the same recommendations as stipulated in [OMA-ARCH-BP], i.e. to use Message Sequence Charts as mentioned in the section 8.3.


Q3: How should interfaces be documented in a Security Study?

It is suggested to follow the same recommendations as stipulated in [OMA-ARCH-BP], i.e. the following list of information that must be included for each interface described in an architecture document:

· Interface Name (the interface must follow the naming convention documented in the template)

· Description 

· Entities (i.e. components) in the enabler that will use the interface

It is suggested that the description of interfaces determined as critical contains additional high-level information that might help conduct a security review such as preconditions, postconditions, exceptions, constraints, etc…

Q4: How should protocols be documented in a Security Study?

It is recommended that protocol related to security (mutual authentication, et c….) include: the name of the protocol, a reference to a standardized document describing the protocol, an identification of the entities that will use the protocol, and if possible, how the credentials will be generated. Extra information such as bandwidth, availability duration, et c… should be included if this was investigated.

Other protocols should be described as stipulated in [OMA-ARCH-BP].

Q5: Does every enabler have to have a Security Study?

There is no formal requirement according to current OMA processes for an enabler to produce a Security Study. The expectation is that all enablers originating within OMA after the Security Risk Assessment Guide has been approved will produce a Security Study to facilitate reviews and assess the security from a global point of view.

Q6: Where can I find a list of Security Studies?

The Security Study is included in the Architecture Document as an annex. Therefore people can consult OMA’s Release page http://www.openmobilealliance.org/release_program/index.html for a list of all of OMA’s Candidate and Approved enabler releases. Within each of these enabler releases are the enabler’s specification(s) and architecture document. Also Security Studies will be kept as permanent document within the SEC group, so that they can be maintained when the enabler releases a new version of its specification, this to avoid re-doing the study from scratch.
Q7: Where is the process for security reviews documented?

The process for security reviews is not formalized at this time. A future document shall prescribe all of the process-related information about reviews including the input material from the working group, mail lists, et c… that will be used for document reviews regarding security.
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Appendix B. Security study of SUPL (example)
(Informative)

9.1 System understanding
System overview (from a security perspective)

Figure 2below depicts the communication paths between the main SUPL entities. It also illustrates the main trust relations. Note that the figure is not intended to be taken as an OMA architectural diagram; its only purpose is to illustrate the security relevant entities, interfaces and trust relations. 


Figure 2: An illustration of the default trust/business relationships in SUPL

Figure 2
 is drawn with the following legends:

· Rounded forms of lines indicates trust anchor (home carrier, visited carrier or certification authority):
· Red lines show relationships involving the certification authority
· Green lines show relationships in the home carrier domain

· Blue lines show relationships in the visited carrier domain

· Pink lines represents the frontier between home carrier domain and external entities
· Orange Line represents the SMS push channel
· Dotted lines with short dashes may or may not exist (optional or unclear to the reviewers).

The entities involved are :
· SUPL Enabled Terminal (SET), which is a mobile SUPL enabled terminal. The terminal may trigger SUPL services or it may receive requests to be positioned.
· SUPL Agent: an entity that wishes to provide a service using the position of a Target SET. A SUPL Agent may reside on the SET or in the network.
· SUPL Location Provider (SLP)

· SUPL Location Centre (SLC): Interacts with SETs and network-based SUPL Agents to provide services, authorization of service, authentication, and negotiation of various parameters.

· SUPL Positioning Centre (SPC): interacts with the Target SET to assist in determining the position of the SET.

· Carriers. These entities/network provide the wireless data link to the SET. There are three basic types of carrier

· Home Carrier: with whom the SET has their data subscription.

· Visited Carrier (when roaming): when paying for data over another network but still using the data subscription.

· Un-Related Carrier: such as a WLAN network, IR connection etc.

· Home-SLP (H-SLP): the User’s SUPL subscription is associated with the H-SLP. The H-SLC and H-SPC entities are located with the H-SLP.

· Visited-SLP (V-SLP): when the SET is roaming, then the SET may obtain positioning assistance from a SUPL provider other than the Home-SLP. Such a other provider is called a Visited-SLP.

· Emergency SLP (E-SLP):  An E-SLP is a SUPL provider that is used to position the SET in an emergency situation.
· Relay-SLP (R-SLP) relays SUPL service requests from a SUPL agent  to the H-SLC when the SET is roaming outside of its home SUPL domain

· Certificate Authority, which issues (root-) certificates used in SUPL. These certificates are used to set-up TLS protected connections between the SET and network entities.
· WAP PPG - SMS-C is the entity used to push messages to the SET.
9.1.1 Service description

The services available can be grouped into network initiated positioning and SET initiated positioning. Two modes of operation are defined: proxy and non-proxy mode. In proxy mode the SET only communicates with its H-SLP and if signaling to other entities is required, the signaling is tunneled via the H-SLP. In Non-Proxy mode the SET communicates with both the SPC in the H-SLP and a serving SPC which may be located in the H-SLP or a V-SLP.

Proxy mode of operation is the mode of operation expected to be deployed in 3GPP environments while non-proxy mode of operation is anticipated for 3GPP2 environments.

There are two methods for SET authentication and authorization in 3GPP deployments using proxy mode. The first is to use GBA to provide keys used when establishing the required secure connections by use of PSK-TLS. The second method is to establish the required secure connection by use of TLS with server certificate and SET authentication by network supported SET MSISDN IP-address matching. In the latter case the root certificate for the server certificate should be pre-provisioned by the home SUPL operator.

In 3GPP2 deployments SET authentication is always based on PSK-TLS. All keys for establishing the required secure connections by PSK-TLS should be provided by the home SUPL operator. Master keys and nonce are sometimes used to derive session specific keys. 

9.1.1.1 Network initiated, proxy mode operation

Network initiated proxy mode signaling is depicted in Figure 3: Signaling diagram for network initiated proxy mode operation.
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Figure 3. The operation starts by the H-SLP issuing SUPL INIT message. This is a PUSH message which may be delivered by SMS, WAP PUSH or UDP. This message can be integrity protected by inclusion of a secret key MAC. In 3GPP environments integrity protection is optional.

When the SET receives this message it responds with setting up a secure connection (TLS) to its H-SLP. The address of the H-SLP is pre-provisioned to the SET. The SET then sends the message SUPL POS INIT. This message contains a VER parameter which is a hash over the SUPL INIT message. By sending VER, the H-SLP can verify that the SET received an uncorrupted/unmodified SUPL INIT. Then follows the signaling for the actual positioning (SUPL POS Session). The positioning operation is ended by the H-SLP sending a SUPL END message after which the secure connection may be released.
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Figure 3: Signaling diagram for network initiated proxy mode operation.

We note that the SUPL INIT is sent unprotected in plain and may be intercepted and modified while the rest of the signaling is confidentiality and integrity protected by TLS. Mutual authentication between the SLP and the SET is obtained when the TLS session is established. 

9.1.1.2 SET initiated, proxy mode operation

SET initiated, proxy mode signaling is depicted in Figure 4. The operation starts with the SET establishing a secure connection to the H-SLP. It then sends a SUPL START message to which the H-SLC responds with a SUPL RESP. Then the SET issues SUPL POS INIT message (The TS-ULP states that a VER is mandatory in proxy mode. But as there is no SUPL INIT message to calculate the hash over, this must be an error). Then follows the signaling for the actual positioning (SUPL POS Session). The positioning operation is ended by the H-SLP sending a SUPL END message after which the secure connection may be released.
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Figure 4: Signaling diagram for SET initiated proxy mode operation.

We note that all signaling is confidentiality and integrity protected by TLS. Mutual authentication between the SLP and the SET is obtained when the TLS session is established.

9.1.1.3 Network initiated, non-proxy mode operation

Network initiated, non-proxy mode signaling is depicted in Figure 5. The operation starts by the H-SLP issuing a SUPL INIT message. This is a PUSH message which may be delivered by SMS, WAP PUSH or UDP. The message is integrity protected by inclusion of a secret key MAC and contains the address to the SPC to which the SET should connect for the actual positioning operation.

When the SET receives the SUPL INIT message it responds with sending a SUPL AUTH REQ message to the H-SLP. This message carries a nonce and a corresponding key identity. The nonce is used to derive an authentication key, which is later used when setting up a secure connection to the SPC. The H-SPC verifies that it has received the SUPL AUTH REQ and authorizes the SET to proceed by issuing a SUPL AUTR RESP. SUPL AUTH RESP does not contain any security related information. The H-SLP securely forwards the derived key to the SPC.
The SET sets up a PSK-TLS session, using the key derived from the nonce. It then sends a SUPL POS INIT message. This message does not need a VER parameter as the SUPL INIT message was integrity protected by a MAC. Then follows the signaling for the actual positioning (SUPL POS Session). The positioning operation is ended by the H-SLP sending a SUPL END message after which the secure connection may be released.
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Figure 5: Signaling for network initiated, non-proxy mode operation.

We note that SUPL INIT is integrity protected but not confidentiality protected. Furthermore, the SUPL AUTH REQ and the SUPL AUTH RESP messages are not protected by any cryptographical methods and thus there is no strong mutual authentication between the SLP and the SET which also means that the messages may be intercepted and modified. Mutual authentication between the SPC and the SET is obtained when the TLS session is established.

9.1.1.4 SET initiated, non-proxy mode operation

SET initiated, non-proxy mode signaling is depicted in Figure 6. The operation starts with the SET establishing a secure connection to the H-SLP. It then sends a SUPL START message to which the H-SLC responds with a SUPL RESP. The SUPL RESP contains the address of the SPC to which the SET shall connect for the actual positioning operation, and a key and a key identity, which later are used when setting up a secure connection to the SPC. The key is also securely forwarded to the SPC.
The SET sets up a PSK-TLS session, using the key received from the H/SLP and then it sends a SUPL POS INIT message. Then follows the signaling for the actual positioning (SUPL POS Session). The positioning operation is ended by the SPC sending a SUPL END message after which the secure connection may be released.


[image: image5.emf]SPC SET

SUPL POS INIT[ …]

SUPL POS Session

SUPL END[ …]

Secured connection 2

SUPL START[ …]

SUPL RESP[ Key, KeyId]

SLP/SLC

Secured connection 1


Figure 6: Signaling diagram for SET initiated non-proxy operation.
We note that all signaling is confidentiality and integrity protected by the two TLS protected connections. Mutual authentication between SLP and SET and SPC and SET respectively is obtained when the corresponding TLS sessions are established.

Assets
The different assets for the location enabler are:
The Localization Service:

· Illegal use: Attacks where an entity gets access to services without being charged for that service.

· Service Degradation: The system does not provide a User’s position information to an SUPL Agent when the User would be willing to authorize the SUPL Agent and the system is capable of providing this position information.

· Denial of Service: Overload communication or computations.
The User Position:


· Position Confidentiality: Information about user’s position at a particular time is obtained by a party that is not authorized to have that information.

· Position Integrity: A party obtains the ability to manipulate a positioning session or a <SUPL REPORT> to give an incorrect position for a User.
· Position Tracking: An un-authorized party obtains the ability to track the movements of the User, even if the User’s identity remains un-known.

· The User Identity: An un-authorized party obtains the ability to identify the User associated with a positioning session.
Trust model
Two trusted domains are identifiable:
· The CA is trusted by all entities using its certificates
· The UICC and WAP PPG are trusting the home carrier
The connection between WAP PPG/SMS-C and the SUPL agent is done trhough a push interface over wireless. This interface is used to send requests for network initiated SUPL services to the SET. The interface is in itself unprotected and the protection of push messages need special considerations.

The SUPL agent trust anchor is the H-SLP representing its SUPL service provider.
The SLPs have two functional blocks, the SLC and the SPC. These blocks are sometimes connected over a public interface and sometimes, when they are collocated over an internal, unspecified interface. In both cases, it is assumed that the communication between the blocks is protected.

When the interfaces are between entities in different operator domains they are trusted by business agreements. How these interfaces are protected is outside the scope of this analysis.
9.2 Risk assessment
9.3 Security Requirements

A summary of the security requirements are

· The SUPL system must protect all location information (stored and communicated) against unauthorized disclosure and modification in accordance with the user's privacy preferences, except for emergency or lawful intercept purposes (depending on local/regional regulations). 

· Entities involved in the execution of a SUPL service must be authenticated and unauthorized execution of SUPL services must be prohibited.

· SUPL should be resistant to Denial of Service (DoS) attacks.
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